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Abstract— This research paper presents an attack on a Windows XP machine using the Metasploit framework. The
paper presents that there are ways to take over a system without even touching it or alerting a user. Various tools
could learn to use in a couple of hours. The take away is that all of this could have been avoided entirely if the victim
was running the latest patches on its operating system and software.
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I. INTRODUCTION
The Metasploit Framework is a collection of software utilities that interoperate to create an environment for building,
preparing, and launching attacks against a system, network, or whatever you have an exploit designed for [8]. Metasploit
is often thought of as “The script kiddie’s toy” because it is simple to use, and has many different user interfaces, if you
do not want to interface with the command-line interface. Fortunately, its ease of use simply magnifies how effective it
can be at its job, which is penetration testing [21]. Yes, it is usable by people who do not quite know what they are doing,
but its effectiveness is limited unless you have a solid understanding of networking, security and the framework itself.
II. BACKGROUND AND HISTORY
The Metasploit framework was created by H. D. More in 2003 as a portable network tool [5]. At the time Metasploit was
written in Perl. By 2007, the Metasploit tool was completely rewritten in Ruby and had grown to be a full-blown
software framework [11]. In 2009, the Metasploit software was acquired by Rapid7, a security company that provides
unified vulnerability management solutions. It is now split into a free version with a few features stripped out, and a
professional version containing the entire feature set and professional support. Fortunately, the free version of the
Metasploit framework still has all the features which make it a potent penetration testing suite [18]. The features of the
professional version are mostly related to testing at scale and automation.
Last but not least, the Metasploit framework is considered dual-use software. That means you must be very
careful with what you know about the Metasploit framework [25]. The Metasploit framework can be used for legal and
authorized penetration testing as well as illegal attacks against another system, remote or local [1]. The general rule of
thumb is if you explicitly own the system/network you are operating on, or you have clear and written authorization
allowing you to perform attacks on the systems or devices under the reason of penetration testing, you are fine [7].
Otherwise, you should not be using the Metasploit framework. Society is still figuring out how to deal with the legalities
of technology in the 21st century, and being charged with performing unauthorized attacks against a system carries a
very scary sentence.
III. METHODOLOGY
The lab-esque environment is required to build, document, and perform the attacks using the Metasploit framework while
keeping legalities in check. A couple of virtual machines, virtualbox, and an internal host-only network, and some
software were used to facilitate the attacks [10]. The first virtual machine was a Windows XP SP3 machine that did not
have any security patches applied to it [3]. The second was a Linux machine running the Kali Linux security testing
distribution. Three different exploits, one local, one remote, and one web-based were performed. Then the attack was
launched against the machine as shown in fig. 1 below while documenting all the steps and noted the visual feedback on
the victim (or lack of) and gathered Wireshark captures of the attack to visualize and demonstrate the attack happening.
The first attack, and probably the most well-known due to basic computer/Internet training telling you not to
open unknown attachments in emails or downloads and the like, is the local attack. The local attack was performed on a
PDF exploit affecting Adobe Reader v8 and v9 [17]. How the attack works is that you take a PDF into Metasploit,
configure your options and payload, and Metasploit modifies the PDF to take advantage of the flaws in the code of the
Reader, and execute your payload. The PDF is visually no different from the clean PDF. The following fig. 2 presents the
exploit.
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Figure 1: An attack launched on a virtual machine Windows XP SP3

Figure 2: Configuring options and payload for Metasploit attack
First adobe PDF embed exploit is applied in the fileformat class of exploits. The fileformat class generally refers
to exploits that involve the victim opening a file to trigger the hack. In this case, a PDF [2]. The payload is the reverse
TCP meterpreter. The first part, Reverse TCP, means that the victim connects back to the attacker. This is very effective
in a lot of home network situations that deploy NAT and system-level firewalls [22]. The connection will usually bypass
all that and connect right back to the attacker who is already configured to receive it. The second part, meterpreter, is the
actual payload as shown in fig. 3. It is a special shell that has many operating-system-specific commands depending on
the operating system of the machine that is being attacked. It also has ways of making sure the shell is persistent on the
machine and survives reboots. It shares a lot of UNIX’isms in the way the shell operates.

Figure 3: PDF exploit

Figure 4: meterpreter payload
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The EXEFILE was ignored in the PDF exploit, and the infected PDF name is evil.pdf. Very innocuous. When
the user opens the PDF the user is automatically greeted with a random safe file dialog. Statistically most users would not
care about this and simply click save [15]. Big mistake. This triggers the exploit to run and send a connection back to the
attacker. The attacker then sends the meterpreter shell to the victim and launches it. The attacker then has full control.
The scary part is the victim has no idea in the slightest that the attacker now owns his system.

Figure 5: Wireshark packet capture
From wireshark packet capture the fig. 5 above, the network is quiet until the exploit happens, then the wire is lit
up with traffic on port 1603 [19]. The connection is established in the two entries highlighted at the top. Next a remote
exploit is performed that works on a system in the same subnet as the attacker [6]. We leveraged a weakness in the
Server Message Protocol to perform the attack.

Figure 6: Various options with a description of attack
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The fig 6 above shows the options and the description of this particular attack. What is new about this attack, is
that RHOST option is executed [24]. This option is the IP address of the target machine to launch the attack. Only the IP
is filled in the XP virtual machine, and ran the exploit with the same payload. Within seconds, another Meterpreter shell
opened, an attacker could do with it as pleases. What is even scarier about this attack is that there were no visual signs
that anything was wrong with the victim’s system, and we didn’t even need to touch the system.

Figure 7: Wireshark dump of traffic
The Wireshark dump is shown in fig. 7 is a bit more interesting here. The traffic is a lot more varied as shown in
the info column, but it all mostly resides on port 33734 and 445. The third exploit is a web-based exploit that takes
advantage of a flaw in Internet Explorer [14]. This exploit is functional even if you are not on the same subnet, making it
an effective tool for mass exploitation. Just set up the exploit on a web server somewhere, and send the URL through
spam.

Figure 8: The port used to listen data
The above fig. 8 presents the port to listen on, and a URIPATH, which is the URL suffixed to the domain name.
It could be set to whatever is the required port. As is shown above, the exploit is created and the server is started [17].
The client is directed to the bank webpage and the client is simply greeted with a blank website. However, in the
background, it is shown that the payload is sent and executed.
© www.ijarcsse.com, All Rights Reserved

Page | 9

Singh, International Journal of Advanced Research in Computer Science and Software Engineering 9(8)
ISSN(E): 2277-128X, ISSN(P): 2277-6451, pp. 6-11

Figure 9: Wireshark capture shows the successful attack
The Wireshark capture shows the HTTP request, then the OK. After that, the exploit is being sent in the packets
beneath.
IV. CONCLUSIONS
In conclusion, this paper presents that security is a terrifying place. There are ways to take over a system without even
touching it or alerting a user. All with tools could be learn to use in a couple of hours. It is also worth mentioning though,
that all of this could have been avoided entirely if the victim was running the latest patches on its operating system and
software. A very effective program at monitoring updates for Windows and the third-party apps, Secunia PSI, is free and
can do this silently. It can often auto-update many programs by itself. Do not take security lightly.
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