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Abstract— Risk Analysis is a key component on the path to developing a risk model for a system. Risk Analysis enables the user to
balance security against cost by understanding specific risks to the system as a whole from threats to the availability, integrity and
confidentiality of its assets. Risk is the probability of loss in a system. The basic goal of risk analysis is to compute an overall level of risk
that can serve as a basis of decision-making or for initiating a countermeasure. An effective method for combination of risk value would
be to use a fuzzy logic approach to compute overall risk. This can be used for the combination of risk values at several stages of the risk
analysis process. The research of this study is focused on the security framework of 3G mobile systems, and it is very significant to
construct the secure fuzzy logic based risk model against security threats in 3G systems.
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l. INTRODUCTION

Risk analysis primarily has the following goals:
1. To determine the actual exposure of the system to
risk, with the aim of rectifying the deficiencies
2. To document that risk analysis was carried out in a
responsible and accountable manner and give formal
proof of the amount of risk the system is exposed to.
This may be part of the security requirement of the
organization or a partner of the organization.
During the process of risk analysis it is very important to
identify the attributes of a threat. These include:
e Attacker’s goals — what type of damage does the
attacker seek?
e Degree of motivation — how strongly does the
attacker want to cause damage?
e  Capabilities — what can the attacker do?
e Resources — how much effort can the attacker afford
to invest?

Il.  APPROACHES TO RISK MODELING
There are two basic approaches to risk modeling.

A. Incremental Approach

In this approach, the user is placed in the active role. The
user begins use of the system with a very rudimentary model
in place. The rudimentary model may be constructed by using
information that is already in place in the system or by asking
the user some very basic questions. As the system is used the
model is evolved. As the user uses the system, she may be
presented with questions that help in the evolution of the

model. But the user does not have to ever sit at once and
answer a huge list of questions. In the rudimentary stages the
decisions made by the system may not be perfect. It may be
over conservative in computing the risk or may suggest more

drastic countermeasures than necessary. But then the principle
‘Better safe, than sorry’ applies. The inferences drawn by the
risk model may be more protective than they should be.
However as the model matures with use of the system the
model makes decisions that are more informed and more
accurate. Thus, the system constantly learns and the accuracy
of the model improves with time. It also puts the user in
control and allows her to control the evolution of the model.

B. All-at-once Approach

In this approach, an attempt is made to construct the
complete model before the use of the system can begin. All
information that is required must be gathered before the model
can be constructed. The user may be asked a large list of
questions, on the basis of which the risk model is constructed.
There is no refinement of the model as the system is used. The
model remains fixed throughout the existence of the system.

I1l.  BASIC RISK ASSESSMENT METHODOLOGY

The basic steps in the risk assessment methodology are as
follows:

1. Define what constitutes the system, that is, identify
the components that make up the system as a whole
Identify the different assets in the system
Identify the threats that the system is exposed to
Identify the vulnerabilities in the system.

Identify existing safeguards in the system

arwn


http://www.ijarcsse.com/

Volume 2, issue 2, February 2012

6. Determine the attributes of the assets and the threats.

7. Combine the information about the assets, threats and
vulnerabilities to compute the risk to an asset due to a
threat and combine that to compute an overall value
of risk to that asset.

8. Combine the threats to the various assets to compute
an overall risk value for the system.

IV. Fuzzy Locic BASED RISK MODEL FOR SMS

A. Fuzzy Sets and Risk Modeling

Fuzzy systems, including fuzzy logic and fuzzy set theory,
provide a rich and meaningful addition to standard logic. The
mathematics generated by these theories is consistent, and
fuzzy logic can be a generalization of classic logic. The
applications that may be generated from or adapted to fuzzy
logic are wide-ranging. Fuzzy logic provides the opportunity
for modeling of conditions that are inherently imprecisely
defined, despite the concerns of classical logicians. Many
systems may be modeled, simulated, and even replicated with
the help of fuzzy systems, especially systems that require
human reasoning itself. Thus the risk model for SMS messages
in cellular phones with its inherent fuzziness and element of
human reasoning is an ideal candidate for application of fuzzy
logic.

B. Calculation of Risk

1) Fuzzy Sets for Risk
The model measures risk to an asset on a scale of 0 to 5
with 0 being least risky and 5 being most risky. The model
categorizes risk into the following fuzzy sets:

TABLE I. Fuzzy SETS
Risk Fuzzy Set
None Fuzzy value about 0
Very Low Fuzzy value about 1
Low Fuzzy value about 2
High Fuzzy value about 3
Very High Fuzzy interval [4, 5]

The membership functions of these fuzzy sets are as shown
below:
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Figure 1. Membership functions for fuzzy Sets for Risk

2) Countermeasures
The counter measures available to a system to counter the
risk due to a threat are as follows:
a) Reject:
This is the most drastic and conservative counter measure.
It is applied when the message is thought to pose the gravest
risk to the system, possibly threatening to render the phone
unusable or threatening loss of PIM data stored in the cellular
phone. It involves simply discarding the SMS message or
refusing to accept it when it is delivered to the cellular phone
by the cellular network.

b) Quarantine:

This is slightly less conservative than the measure
described above. The received message is not rejected outright
but is isolated in a sandbox. The user may after taking all the
required precautions attempt to access the message or seek the
assistance of a technical expert.

c) Queue:

This counter measure involves simply queuing the message
for the user. The user is not instantly notified. But an icon or
message may be displayed on the cellular phone to indicate
that a message has been queued. This approach would be
appropriate when the threat is to the privacy of the user. For
example, if the user is in a meeting and does not wish to be
disturbed by unimportant messages, the messages could be
queued for the user to access once she has finished with the
meeting. When the user checks her cellular phone after the
meeting, a visual indication on the display of the device will
indicate that one or more messages have been queued and the
user can then read those messages.

d) Accept:
This measure is chosen only when the SMS message

presents minimal risk to the system. The SMS message is
accepted and the user is notified of its receipt.

3) Calculation of Risk to Cellular Phone Usability
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Risk to cellular phone usability is calculated depending on the
set of rules specified in the table below:

WWw.ijarcsse.com

TABLE IV. RISK TO DATA/INFORMATION ON THE CELLULAR DEVICE
Risk to Data/lnfor.mation Capability
on the Cellular Device Cellular Phone | Computer
Family None None
Friend None None
Degree  of | Colleague None Very Low
Motivation Acquaintance | Low High
Competitor High Very High
Enemy High Very High

TABLE Il RISk TO CELLULAR PHONE USABILITY
Risk to Cellular Phone Capability
Usability Cellular Phone | Computer
Family None None
Friend None None
Degree of | Colleague None Very Low
Motivation Acquaintance Low High
Competitor High Very High
Enemy High Very High

For example, if the degree of motivation is a member of the
fuzzy set ‘Competitor’ and the capability is a member of the
fuzzy set ‘Computer’, the risk to the cellular phone usability
will be a member of the fuzzy set ‘Very High’. The
membership of the risk in the fuzzy set “Very High’ is the
minimum of the membership of the degree of motivation in
the fuzzy set ‘Competitor’ and the membership of capability in
the fuzzy set ‘Computer’.

The value of degree of motivation can result in
membership in up to two fuzzy sets for degree of motivation.
Similarly, the value of capability can result in membership in
up to two fuzzy sets for capability. Combination of these two
possibilities for each attribute can result in four distinct results
for risk. The fuzzy set representing overall risk is the union of
the four individual results. It is necessary to defuzzify the
resulting fuzzy set for risk to obtain a representative value for
risk. This model chooses the center of gravity of the resulting
fuzzy set to be the value that represents the risk to the cellular
phone usability due to the incoming SMS message.

The system then selects the counter measure to counter the
risk on the basis of the computer risk value using the
following table:

TABLE Il COUNTERMEASURE FOR CELLULAR PHONE USABILITY
Risk Value Range Countermeasure
[0, 1) Accept
[1,2) Quarantine
[2, 5] Reject

4) Calculation of Risk to Data/Information on the Cellular
Device
Risk to data/information on the cellular device is calculated
depending on the set of rules specified in the table below:
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For example, if the degree of motivation is a member of the
fuzzy set ‘Acquaintance’ and the capability is a member of the
fuzzy set ‘Computer’, the risk to the cellular phone usability
will be a member of the fuzzy set ‘High’. The membership of
the risk in the fuzzy set ‘High’ is the minimum of the
membership of the degree of motivation in the fuzzy set
‘Acquaintance’ and the membership of capability in the fuzzy
set ‘Computer’.

The value of degree of motivation can result in membership in
up to two fuzzy sets for degree of motivation. Similarly, the
value of capability can result in membership in up to two
fuzzy sets for capability. Combination of these two
possibilities for each attribute can result in four distinct results
for risk. The fuzzy set representing overall risk is the union of
the four individual results. It is necessary to defuzzify the
resulting fuzzy set for risk to obtain a representative value for
risk. This model chooses the center of gravity of the resulting
fuzzy set to be the value that represents the risk to
data/information on the cellular device due to the incoming
SMS message.

The system then selects the counter measure to counter the
risk on the basis of the computer risk value using the
following table:

TABLE V. COUNTERMEASURE ON CELLULAR DEVICE
Risk Value Range Countermeasure
[0, 1) Accept
[1,2) Quarantine
[2, 5] Reject

5) Calculation of Risk to Right to Privacy
This calculation is performed only if the user has switched
the device to silent mode. This indicates that the user wishes
to protect ‘Right to Privacy’ as an asset and wants it to be
included in the computation of risk. Risk to right to privacy is
calculated depending on the set of rules specified in the table
below:
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Friend Low Low
Degree of | Colleague Low High
Motivation . . .
Acquaintance | High Very High
Competitor Very High Very High
Enemy Very High Very High

TABLE VI. RISK TO RIGHT TO PRIVACY OF THE USER
Risk to Right to Privacy Capability
of the User Cellular Phone | Computer
Family Low Low
Friend Low High
Degree of | Colleague High High
Motivation Acquaintance | Very High Very High
Competitor Very High Very High
Enemy Very High Very High

The value of degree of motivation can result in membership
in up to two fuzzy sets for degree of motivation. Similarly, the
value of capability can result in membership in up to two fuzzy
sets for capability. Combination of these two possibilities for
each attribute can result in four distinct results for risk. The
fuzzy set representing overall risk is the union of the four
individual results. It is necessary to defuzzify the resulting
fuzzy set for risk to obtain a representative value for risk. This
model chooses the center of gravity of the resulting fuzzy set to
be the value that represents the risk to right to privacy due to
the incoming SMS message.

The system then selects the counter measure to counter the
risk on the basis of the computer risk value using the following
table:

TABLE VII. COUNTERMEASURE FOR RIGHT TO PRIVACY
Risk Value Range Countermeasure
[0, 1) Accept
[1,4) Queue
[4, 5] Reject

6) Calculation of Risk to Right to Avoid Unnecessary

Billing
Calculation of Risk to Right to Avoid Unnecessary Billing

This calculation is performed only if the user has exceeded the
allocated quota of messages for this billing cycle. Once the
system detects that the user has exceed her allocated quota, it
begins to protect the ‘Right to Avoid Unnecessary Billing’ as
an asset and includes it in the computation of risk. Risk to
right to avoid unnecessary billing is calculated depending on
the set of rules specified in the table below:

TABLE VIII.  RISK TO RIGHT TO AVOID UNNECESSARY BILLING

Risk to Right to Avoid Capability

Unnecessary Billing

Cellular Phone | Computer

Family None Very Low
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The value of degree of motivation can result in membership in
up to two fuzzy sets for degree of motivation. Similarly, the
value of capability can result in membership in up to two
fuzzy sets for capability. Combination of these two
possibilities for each attribute can result in four distinct results
for risk. The fuzzy set representing overall risk is the union of
the four individual results. It is necessary to defuzzify the
resulting fuzzy set for risk to obtain a representative value for
risk. This model chooses the center of gravity of the resulting
fuzzy set to be the value that represents the risk to right to
avoid unnecessary billing due to the incoming SMS message.

The system then selects the counter measure to counter the
risk on the basis of the computer risk value using the
following table:

TABLE IX. COUNTERMEASURE TO AVOID UNNECESSARY BILLING
Risk Value Range Countermeasure
[0, 1) Accept
[1,4) Queue
[4, 5] Reject

7) Role of the User in Configuration of the Model

The model puts the user in an active mode and allows her to
configure the model as it suits her best. The table mappings
above are suggested values. The user can modify the tables to
create a customized model. However care must be taken while
reconfiguring the model because it is possible to drastically
reduce security and increase system vulnerability by using
spurious value in the mapping tables. This design allows the
advanced user to experiment with different configurations and
use what suits her best. However naive users may be better off
using the default configuration of the model.

V. CONCLUSIONS

This study explains the model which emphasizes on risk
analysis and assessment. This model uses fuzzy sets to explain
and anaylse various factors and variables which are reasons for
security threats of SMS in 3G system networks. It explains the
different possible attacks on cellular systems, which include
SIM cloning, eavesdropping, location tracking, SMS ping,
SMS denial of service, authentication denial of service and
SMS spam. It shows that the existing security schemes do not
provide adequate security and that there is a need to develop
new mechanisms that are better suited to the wireless
environment.
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It can be extended to propose a fuzzy logic based risk
model to secure Short Message Service in GSM based 4G
networks.
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