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Abstract— Information security has become an important issue, in the field of networking and in the emerging
technologies like cloud computing. Cloud computing has become the modern alternative approach of sharing the
computational resources around the globe. Though there is a hike in this trend, security of the outsourced data has
become the most challenging issue. Thus securing of the data under communication as well as in the storage, is vital.
Different approaches have been proposed by several researchers for enhancing the security thorough a combined
technique of rich encryption and steganography. Also it has been accepted that Biometric identification is the best way
of authenticating the owner of the data. For biometric identification finger prints, iris, palm, face and other personal
information’s can be used as unique ID’s as a proof of authentication. The idea is to secure transformation and to
maintenance of data. On the other side, image steganography has been proved to have better features in terms of
security, capacity, robustness and integrity than the other types of information hiding techniques. In order to provide
the security in the cloud computing it is must to have a clear understanding of the cloud computing, its environment,
the architecture, various security concerns, the existing breach holes and an in-depth analysis of image
steganography. Thus combining image steangography with biometrics and most advanced cryptographic and
compression techniques, a more suitable and robust technique can be modelled for providing a better solution to the
said problem.

Keywords— Cloud Computing, Information security, Cryptography, Watermarking, Steganography, biometric
identification, real time image processing, finger print, encryption, compression

I. INTRODUCTION
The model proposed in this paper is baselined on cloud computing environment and its security issues. Thus to
understand the security problem in the cloud and the solution model, it is must to have a better understanding of the cloud
environment along with different techniques of information hiding [42], [44]. The said model is a biometric based image
steganogarphy where finger print images have been incorporated for accurate authentication of the owner of the original
data, along with maintaining the security of data during transmission.

A. Cloud Computing - The problem domain

Cloud computing is a service model providing access to a pool of resources like networks, servers, storage,
applications and services on demand. On the other side security and vulnerabilities in the system has challenged the latest
technology of computing [41], [45], [46]. Though cloud clients are keen to avail these advanced services, somewhere
they are very much concerned for the data they are transmitting or storing in the cloud. Hence it is required to deal with
the most important dimensions like security, availability and integrity of the data in this advanced computing
environment [55]. The existing threats and vulnerabilities need to be resolved somehow, which are degrading the
performance of the cloud service model [43], [48], [57]. The cloud architecture has to be studied well, the gaps need to
be identified and effective mechanisms must be implemented to deal with such threats [47], [49], [52].

For proper maintenance of the secrecy of data, we have to be dependent on the third party, which is a tedious job
and somewhat risky. It is really difficult to be completely dependent on them and to trust them [47]. Also the
authentication of data is vital in this environment [61]. It would be a better approach, if a robust technique can be used,
where the dependency on the third party service providers can be eliminated to a large extent.

B. An Overview of the solution

Image steganography has been proved to be the most robust technique of secret message passing. It is better
than the techniques like cryptography, watermarking and other types of steganographic techniques like audio and text
based steganography. But all these techniques have their own pros and cons as discussed in [115]. Cryptography converts
the original data into ciphers making it difficult for the intruders to read the content. But steganography is somewhat a
different concept, where the presence of data can not be known, which is secretly embedded as a part of the carrier signal
[98], [99], [100], [101].
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Watermarking is used as a part of authentication or ownership of the original data. Finger printing is the
technique of using the characteristics of the source file in the form of a Meta file for distinguishing it from illegal sources
[100]. Watermarking and fingerprinting has been used vigorously for authenticity. Steganography can also be
implemented with watermarking, though both represent two different concepts. Steganography has two facets: one for
protection against detection (Data hiding) and the other for protection against removal (Document marking). However for
document marking both watermarking and finger printing can be used [101].

C. Image steganography - As an information security technique

Steganography is actually referred to “Covered writing”. It is the concept of concealing text message, video or
image in another file [8]. The concept of steganography is an old art and was a non-digital technique. Gradually it
became digital with the revolution of IT. Steganography has been used as the technique of secret message passing and the
robustness of the embedding process can be tested through steganalysis. The steganalysis aims at detecting the hidden
messages in a cover [24]. The concept of steganalysis is very much similar to cryptanalysis, related to various image
processing techniques like image filtering, image rotation, image cropping. Steganalysis can also be passive or active.
The former one deal with covert message passing and the later applies the image processing techniques with the intention
of destroying the secret message if any or to extract the secret message [113].

Among different steganographic techniques, image steganography has been considered as the most robust way
of secret message transmission. Some of the important characteristics of image steganography that makes it so special
among the other types are:

e Undetectability (To detect the presence of hidden data) [25]
Robustness (To be safe from steganalysis attacks and different image transformations)
Capacity (The amount of secret data that can be embedded in the image) [1],[27]
Amount of noise introduced [14]
Security (The extent to which data is safe from all aspects)
Invisibility or Perceptual transparency: Based on the HVS system, depends on the distortion in the image
leading to very less difference between the original and stego image [34]

Also different stegangraphic techniques used for secure transmission of data are [30]:
Spatial Domain technique or Substitution technique

Frequency Domain technique or Transform Domain technique

Adaptive domain technique

Spread Spectrum technique

Distortion techniques

Cover generation techniques

Statistical techniques

All the above listed techniques work differently, giving importance to different aspects. Each follows a specific
method of embedding the secret data. But the major domains of steganographic techniques are the spatial and frequency
domains. However, the combination of these two named as the adaptive domain, is also another major technique of
embedding secret data in an image, being considered as the third category. However a deeper study of all the techniques
is essential for accomplishing the most appropriate method for fulfilling the important characteristics of the image
steganography i.e. capability, robustness and undetectibility [8]. Thus a new technique can be developed considering all
the specified techniques, with required characteristics.

For understanding the application domain of the proposed model being discussed in this paper, a detailed
walkthrough of the existing applications is required. The existing applications of image steganography have been seen in
a variety of areas [114]. To list down few of them are:

e  Computer vision
Remote sensing
Feature Extraction
Face Recognition
Forecasting
Optical Character Recognition
Finger-Print Recognition System
Medical image Processing

As information hiding in the cloud is the most recent and emerging area, for which different approaches have
been suggested. Thus to provide a better solution, it is must to compare the existing techniques from all dimensions, so
that a new fruitful technique can be invented, a robust model can be constructed possessing almost all the quality factors.
The proposed model has been inclined towards providing security in this context.

D. Real-time image processing
The Kerckhoff’s principle was proposed by a Dutch cryptographer Auguste Kerckhoffs, which states that, a
cryptosystem must possess security, though everything about the system has been disclosed, except the key. The
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principle is one of the basic principles of cryptography. With reference to this principle the source of images must be
known to the public. Further the source of image taken is also very important .In the proposed model, the source of image
will be from a mobile, representing the concept of real time image processing. Real time image processing supports
freshly created images and does not refer to the images available in the web. Earlier it was done through cameras or
related mechanisms, which have been challenged by mostly demanded equipments like mobiles. Mobiles are the
instruments greatly used by all classes of public making it a convenient tool to be used for real time image processing
[125].

In the name of social sites, people share lots of pictures in large volumes on a daily basis. So if such images can
be used as a cover for transmitting the secret message, it can create less doubt on the part of the hackers. Also it provides
less opportunity for them to manipulate the statistical characteristics of it, being taken from a dynamic source. In this way
the steganalysis attacks can be avoided to some extent. The conventional pictures being used for steganography, though
represents a robust technique but can never lead to uniqueness. So pictures taken from mobiles will definitely enhance
the randomness as well as the robustness of the said technique.

E. Biometric based authentication

Based on the key to be used for doing the embedding in the cover image, image steganography can be : Pure
steganography, Secret key steganography [24] or Public key steganography. In pure steganography no key is used. In
Public key steganography a pair of keys is used: Public Key and Private Key. The former one is used for doing the
embedding and the later for extracting the embedded message. But in secret key steganography, a secret key is shared
between the sender and the receiver.

The proposed model, is based on the Secret key steganography (communication method is known but secret key
is not known), which is different from Pure steganography (Communication method is not known), thus implementing
the Kerckhoff’s principle. To add value to the said model, a unique ID is generated from the finger print image. In
addition to this, for a robust and unique embedding algorithm, deep study of the gaps in the human visual system has
been considered to be significant.

Normally image processing is done for three different kinds of outputs [114]:

Case I: Output is an image

Case Il: Output is some dimensions or measurement

Case Ill: Standard description of the image

However in the proposed model the image processing is done for unique ID generation from the fore finger print
image, using some finger print device being taken on a real time basis. The ID generated thus, is used as the stego key in
creating the stego image, preserving the robustness and uniqueness in the process of embedding. Also for the cover
image generation, and thumb finger print image (for verifying the authenticity), mobile is used for getting the images on
a dynamic basis. Since both the finger print image and the cover image are taken on a dynamic basis, the security of the
system is enhanced.

Il. NEED FOR THE PROPOSED MODEL

Cloud Computing is the most advanced platform where security is vital being a vast area. The review of
literature done will be helpful for providing a secure band to the advanced technology. The positive aspect of the cloud
computing is the global sharing of resources. Most of the companies are lessening their burden of managing their data,
and with fewer expenses can use the remote resources available in the cloud to do so. However there is always the threat
of security of their sensitive data in the cloud [61]. Thus security has been considered as the most challenging issue in
this new era.

The cause of cloud environment threats is because of the existence of much vulnerability in the system. Various
threats like side channel attack, denial of service attacks, authentication attack, and man in the middle attack along with
some proposed solutions have been discussed and compared in terms of their strengths and weaknesses [41].

Out of some existing approaches, one way is to keep the data at multiple clouds for protecting the data from
being attacked [54], [55], [56], [73], [74]. The next step that can be taken as a major of security is the encoding of data or
sending the ciphers through the communication channels so that it can be protected from the hackers. Various issues in
cloud computing like trust, privacy, security, ownership can be considered as the pivot elements of security, and the user
must have the control over the encryption and decryption so as to boost their confidence [51].

Security can also be provided in the form of a model through the proper authentication, tokenisation for
accessing the data, maintaining the log details of data item being accessed by stakeholders. Besides these, digital
signatures can be considered as the essential element along with the encryption techniques (DES, ABE, RSA
etc.)[53],[58],[59]. But in order to provide high security, the encryption techniques can be extended by increasing the
encryption levels[62],[63] or cross breeding algorithms[66], and by providing a better way of authentication.

The data has been secured applying the technique of Digital watermarking. In [69], a combined approach of
digital water marking based on discrete cosine transform (DCT) and discrete wavelet transform (DWT) has been
proposed for a more effective watermarking. Identity based authentication has been considered for proving the ownership
[55],[61].Digital signature, is a major identification technique [58] where the overhead of CA is there. But however
biometric identification can be considered as the most unique method of identification [60], [64] and is more suitable
than the conventional login id and password methods [68].
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Steganography is the most advanced technique being proposed by most of the researchers currently along with

high level of encryption techniques [62]. Cloud computing security can also be achieved by implementing techniques;

those have been used for providing security in a network. Since the model is based on providing security, it can definitely

work for cloud being an extended network. Thus the proposed research is based on the importance of cloud computing

security, understanding the related causes and to go for a better solution through image steganography and unique
authentication through fingerprint based identity.

I1l. PROPOSED MODEL

The proposed model is based on the real time image processing, where the cover image is generated using a
mobile. As a part of authentication, the sender’s thumb finger image is embedded in the cover. The thumb image will
play the role of verifying the authenticity of the sender. Where as the fore finger image is used in generating the stego
key to be used in the image steganography. To take finger print image, any finger print module that is reasonable in price
can be used.

The process of embedding and extraction in the proposed model of image steganography can be described as
follows:

A. For embedding

Before embedding, the secret message is first encrypted, and then compressed, using some existing standard
techniques. Through encryption, the robustness of the secret transmission is enhanced, and through compression, the
message size is reduced. Before embedding, the data is encrypted as this process, not only minimises the amount of
information to be embedded but also generate more irregular data providing more or almost double security for the data
to be transmitted.

The Kerckhoff’s principle (Secret key steganogrphy) of maintaining the secrecy even if the embedding
algorithm is made available except the secret key is implemented. The model uses thumb finger image and fore finger
image as the cover and stego key respectively. For embedding the secret data, a robust algorithm has been designed. Thus
three different algorithms are used. One for embedding the thumb finger print image into the cover, one for generating
the unique ID: to be used as the stego key, and the last one for embedding the secret data into the cover image.

Among different techniques of steganography, frequency domain based steganography is the robust one. Also
among different frequency based techniques, performance of DWT technique is superior to DCT, FFT etc. Thus during
embedding, the image is converted into DWT based frequency domain for improved results. The model for embedding
the secret message can be represented as in [Fig. 1]:

Converted into
_ Transformed
frequency domain
Photograp_uh Transferredinto | cCover # DWTbased
from mobile computer |  Image cover image
Embedding ¥
Algorithm 1 First Stego
Thumb image from Transferred into | Thumb finger > image
Biometric device computer image 1
For secret key
) ) steganography
Fore fingerimage  Generate Stego stegokey
from Biometric key
Embedding
Algorithm2 ¢ ¢
Secret Encryption Encrypted Compression Compressed Final stego
—  »
message Message message image

Fig. 1 : Block diagram for embedding

B. For Extraction

In the reverse process of removing the secret message, the receiver first extracts the finger print image. A
database containing the expected sender’s finger prints and their corresponding unique ID’s is maintained. On receiving
the final stego image, the extracted finger print’s unique ID is matched with that of the ID stored in the DB. If any
matching is found, i.e. if it matches with one of the intended senders ID’s, then only the reverse process of embedding
algorithm is applied to get back the compressed and encrypted message.

The idea behind the model is that, first the authentication is verified. If it succeeds then only the intended
message is retrieved. Therefore, by applying the reverse process, the original decrypted message is digged out. The
extraction model can be represented as in [Fig. 2]:
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Fig. 2 : Block diagram for Extraction

C. Proposed algorithm
1) Sender side: The algorithm includes
e Transform the photograph from the mobile in the JPEG format into the computer, to be used as the cover image.
e  Generate the DWT version of the cover image.
e Capture the Thumb finger image in JPEG format using some digital finger printing device, to be used for
authentication.
Capture the Fore finger image in JPEG format using some digital finger printing device.
Generate Unique ID from the Fore finger image, to be used as the stego key.
Merge the thumb finger image with the cover image to form the first stego image using the stego key.
Encrypt the secret data to be transmitted using some standard encryption.
Compress the encrypted message to reduce its size, using some standard compression technique.
Embed the secret message in the first stego image using the stego key forming the second stego image.
Transmit the second stego image is in the cloud.

2) Receiver side: The algorithm includes

e Receive the final stego image being sent from the sender.

¢ Remove the original secret message from it using the reverse process of embedding, thus separating the first
stego image and original message (in the compressed and encrypted form).

e Extract the thumb finger image from the first stego image by applying the reverse process of embedding done at
the sender side.

e  Compare the thumb finger image ID with the DB of finger print ID’s being maintained at the receiver side.

e If a match is found then the received message is considered to be from a legitimate sender and the original
message is extracted through decryption, followed by decompression.

e If no match is found, it is understood that the message is not from a legitimate user and no extraction is done.

IV. CONCLUSION

Image Steganography has been used vigorously, and researchers have come with a variety of embedding
techniques for secret transmission of data. Though researchers spoke on biometric based algorithms, used for skin tone
detection for embedding the secret data within skin regions [95] or for medical related applications, but nobody discussed
on its use as a combined technique of secret message passing and for authentication proof, which is the baseline of the
proposed model. Therefore in the proposed model, the concept of biometrics has been used for identifying the
legitimate senders and for message embedding. A robust algorithm based on unique stego key generated from fore finger
print image is employed. The speciality of finger prints is that they can uniquely identify any person. Even two twins can
not have the same finger print impressions. Obviously, the ID generated from the finger print will also be unique, making
the message transmission more secure. Thus the model is not only capable of maintaining the uniqueness but also strong
enough against steganalysis attacks.
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