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Abstract: Cloud Computing has gained great attention from both industry and academia since a decade. This paper
deals with the basic concepts of cloud computing and proposes two methods - one for file sharing system and other for
non-file sharing system. Using distributed Storage, it reduces the load of an owner in maintaining enormous number
of files. It reduces time, ensures data integrity and takes care of shared files via Cloud; thereby disambiguation of data
can be avoided.
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I. INTRODUCTION
Cloud computing is an innovative technology that is revolutionizing the way we do computing. It is a buzzword that
means different things to different people. For some, it is just another way of describing IT (information technology)
"outsourcing"; others use it to mean any computing service provided over the Internet or a similar network. The goal of
cloud computing is to reduce time spending on technology infrastructure, globalizing workspace and easy accessibility,
better resource utilization, improving scalability, backup and disaster recovery and many more. The cloud computing
uses networks of large groups of servers typically running low-cost consumer PC technology with specialized
connections to spread data-processing chores across them. This shared IT infrastructure contains large pools of systems
which are linked together. The basic structure of Cloud computing is shown in fig. 1.1.
Few notable beneﬁts to cloud consumers include:
 On-demand access to pay-as-you-go computing resources on a short-term basis (such as processors by the hour),
and the ability to release these computing resources when they are no longer needed.
 The perception of having unlimited computing resources that are available on demand, thereby reducing the
need to prepare for provisioning.
 The ability to add or remove IT resources at a ﬁne-grained level, such as modifying available storage disk space
by single gigabyte increments.
 Abstraction of the infrastructure so applications are not locked into devices or locations and can be easily moved
if needed.
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II. SERVICES MODELS
Cloud Computing comprises three different service models, namely Infrastructure-as-a-Service (IaaS), Platform-asa-Service (PaaS), and Software-as-a-Service (SaaS). The three service models or layer are completed by an end user layer
that encapsulates the end user perspective on cloud services. The model is shown in figure 2.1. If a cloud user accesses
services on the infrastructure layer, for instance, they can run their own applications on the resources of a cloud
infrastructure and remain responsible for the support, maintenance, and security of these applications herself. If they
accesses a service on the application layer, these tasks are normally taken care of by the cloud service provider.

III. IMPLEMENTATION
There are four modules: Data Owner, Private key Generator, Proxy Server and the Receiver Module.
3.1. Data Owner:
In this module, first the new data owner registers and then get a valid login credentials. After logged in, the data
owner has the permission to upload their file into the Cloud Server. The data owner encrypts his data and outsources the
cipher texts to the proxy servers.
3.2. Private Key Generator:
In this module, the private key generator (PKG) validates the users’ identities and issues secret keys to them. The
key is generated and sent to their respective mail id’s with the file name and the corresponding key values.
3.3. Proxy Server:
In computer networks, a proxy server is a server, that acts as an intermediary for requests from clients seeking
resources from other servers.
Proxy servers store the encrypted data and transfer the cipher text for the owner to the cipher text for the receiver
when they obtain access permission (re-encryption key) from the owner. In these systems, proxy servers are assumed to
be trusted. They authenticate receivers and validate access permissions. The interactions between the proxy servers and
receivers are executed in a secure channel. Therefore, these systems cannot provide an end-to-end data security and they
cannot ensure the confidentiality of the data stored at the proxy server. In these data sharing, a receiver authenticates
himself to the proxy server using his password. Then, the proxy server passes the authentication result to the file owner.
The owner will make access permission according to the received information.
3.4. Receiver Module:
The receiver authenticates himself to the owner and decrypts the re-encrypted Cipher text to obtain the data. In these
systems, an end to-end security is provided by cryptographic protocols which are executed by the file owner to prevent
proxy servers and unauthorized users from modifying and accessing the sensitive files. These systems can be divided into
two types: shared file system and non-shared file system. In shared file systems the owner can share his files with a group
of users. Cryptographic techniques deployed in these systems has the concept of key sharing, key agreement and key
revocation. In non-shared file systems in order to share a file with another user, the owner can compute an access key for
the user using his secret key. In these two systems, the integrity of the sensitive files is provided by digital signature data
sharing and message authentication codes (MAC).
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IV. DISTRIBUTED STORED SECURITY CONCEPTS
At first, the owner of the data needs to be assured that the data stored on the service-provider site is protected against
data thefts from outsiders. Secondly, data needs to be protected even from the service providers as the providers
themselves cannot be trusted. In this paper, we focus on the second aspect. Specifically, we explore few techniques to
execute SQL queries over encrypted data. Our strategy is to process as many queries as possible at the service providers'
site, without having to decrypt the data. Decryption and the remainder of the query processing are performed at the client
site and explores an algebraic framework to split the query to minimize the computation at the client site. A sample result
of the experiments validating our approach is illustrated in fig 4.1.

The database is encrypted and validated against a collision-resistant hash kept in trusted storage, so untrusted
programs cannot read the database or modify it undetectably. Trusted database system (TDB) integrates encryption and
hashing with a low-level data model, which protects data and metadata uniformly, unlike systems built on top of a
conventional database system. The implementation exploits synergies between hashing and log-structured storage.
Preliminary performance results show that TDB outperforms an off-the-shelf embedded database system, thus supporting
the suitability of the TDB architecture.
V. CONCLUSION
Stored data security technique allows the third party to outsource their files to untrusted proxy servers via cloud with
a secured distributed data sharing. Using this, the users are identified by their identities and can communicate without the
need of verifying the public key certificates. The file owner can decide access permission independently for each file. In
non-shared files system, a user can access only one file for a single query and in shared file system, they can access
multiple groups; thereby ambiguity of data can be avoided.
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