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Abstract— Email Phishing is an attack by attacker which creates a duplicate of an existing web page to make fool
users in to submitting personal, financial, or password details data to what they think is their service provider’s
website. The concept based on end host anti-phishing algorithm, called the Link Guard, by usages of generic
characteristics of the links in phishing attacks. The link Guard algorithm is the concept for finding the phishing
emails sent by the phisher to grasp the information of the end user. The Link Guard is total based on the careful
analysis of the characteristics of phishing hyperlinks. Each and every end user is implemented with Link Guard
algorithm. After doing so that the end user recognizes the phishing emails and can avoid responding to such mails.
Since Link Guard is characteristics based it can detect and prevent not only known phishing attacks but also unknown
ones. The project uses the Java technologies and MYSQL.
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I. INTRODUCTION

Phishing is a new word produced from 'fishing', it refers to the act that the attacker allure users to visit a faked Web
site by sending them faked e-mails and stealthily get victim's personal information such as user name, password, and
national security ID, etc.

This information then can be used for future target advertisements or even identity theft attacks (e.g., transfer money
from victims' bank account). The frequently used attack method is to send e-mails to potential victims, which seemed to
be sent by banks, online organizations, or ISPs.

In these e-mails, they will make up some causes, e.g. the password of your credit card had been mis-entered for
many times, or they are providing upgrading services, to allure you visit their Web site to confirm or modify your
account number and password through the hyperlink provided in the e-mail.

If you input the account number and password, the attackers then successfully collect the information at the server
side, and is able to perform their next step actions with that information (e.g., withdraw money out from your
account).Phishing itself is not a new concept, but it's increasingly used by phishers to steal user information and perform
business crime in recent years. Characteristics of phishing hyperlinks

1) The visual link and the actual link are not the same;

2) The attackers often use dotted decimal IP address instead of DNS name;

3) Special tricks are used to encode the hyperlinks maliciously;

4) The attackers often use fake DNS names that are similar (but not identical) with the Target Web site.

We then propose an end-host based anti-phishing algorithm which we call Link Guard, based on the characteristics
of the phishing hyperlink.

Since Link Guard is chOaracter-based, it can detect and prevent not only known phishing attacks but also unknown
ones. It is very effective in detecting phishing attacks with minimal false negatives. Link Guard detects 195 attacks out of
the 203 phishing archives provided by APWG without knowing any signatures of the attacks.

Il. PROPOSED SYSTEM

I) Classification of the hyperlinks in the phishing e-mails:

In order to (illegally) collect useful information from potential victims, phishers generally tries to convince the users
to click the hyperlink embedded in the phishing e-mail. A hyperlink has a structure as follows.
<a href=""URI "> Anchor text <\a>
where ‘URI' (universal resource identifiers) provides the necessary information needed for the user to access the
networked resource and 'Anchor text' is the text that will be displayed in user's Web browser.

Examples of URIs are:

e  http://www.google.com

e  https://www.ichc.com.cn/login.html

© 2016, IJARCSSE All Rights Reserved Page | 187


http://www.ijarcsse.com/
http://www.google.com/
https://www.icbc.com.cn/login.html

Dutta et al., International Journal of Advanced Research in Computer Science and Software Engineering 6(8),
August- 2016, pp. 187-189
o ftp://61.112.1.90:2345.

'"Anchor text' in general is used to display information related to the URI to help the user to better understand the
resources provided by the hyperlink. In the following hyperlink, the URI links to the phishing archives provided by the
APWG group, and its anchor text "Phishing Archive” informs the user what's the hyperlink is about. <a href
http://www.antiphishing.org/phishing-archive.html">Phishing Archive </a>

Note that the content of the URI will not be displayed in user's Web browser. Phishers therefore can utilize this fact
to play trick in their 'bait' e-mails. In the rest of the paper, we call the URI in the hyperlink the actual link and the anchor
text the visual link. After analyzing the 203 (there are altogether 210 phishing e-mails, with 7 of them with incomplete
information or with malware attachment and do not have hyperlinks) phishing email archives from Sep. 21st 33332003 to
July 4th 2005 provided by APWG.

We classified the hyperlinks used in the phishing e-mail into the following categories:

1) The hyperlink provides DNS domain names in the anchor text, but the destination DNS name in the visible link
doesn't match that in the actual link. For instance, the following hyperlink:
<a href=""http://www.profusenet.net/checksession.php**>
https://secure.regionset.com/EBanking/logon/</a>

Appears to be linked to secure.regionset.com, which is the portal of a bank, but it actually is linked to a phishing site
www.profusenet.net.

2) Dotted decimal IP address is used directly in the URI or the anchor text instead of DNS name. See below for an
example.
<a href=""http://61.129.33.105/secured-site/www.skyfi.

Com/ index.htmI?MfcISAPICommand=SignInFPP&
UsingSSL=1""> SIGN IN</a>

3) The hyperlink is counterfeited maliciously by using certain encoding schemes.

There are two cases:

a) The link is formed by encoding alphabets into their corresponding ASCII codes. See below for such a hyperlink.
<a href="http://034%02E%60333%34%2E%311%39%0355%2E
%00340031:%34%39%30%33/%6C/%69%6E%64%65%78
%2E%68%74%6D""> www.citibank.com </a>

While this link is seemed pointed www.citibank.com, it actually points to http://4.34.195.41:34/l/index.htm.

b) Special characters (e.g. (in the visible link) are used to fool the user to believe that the e-mail is from a trusted
sender. For instance, the following link seems is linked to amazons, but it actually is linked to IP address 69.10.142.34.
http://www.amazon.com:fvthsgbljhfcs83infoupdate@69.10.142.34.

4) The hyperlink does not provide destination information in its anchor text and uses DNS names in its URI. The
DNS name in the URI usually is similar with a famous company or organization. For instance, the following link seems
to be sent from PayPal, but it actually is not.

Since PayPal -cgi is actually registered by the phisher to let the users believe that it has something to do with PayPal.
<a href=""http://www.paypal-cgi.us/webscr.php? Cmd=Login"">
Click here to confirm your account</a>

5) The attackers utilize the vulnerabilities of the target Web site to redirect users to their phishing sites or to launch
CSS (cross site scripting) attacks. For example, the following link
<a href=""http://usa.visa.com/track/dyredirjsp?rDirl=
http://200.251.251.10/.verified/*'> Click here <a>

Once clicked, will redirect the user to the phishing site 200.251.251.10 due to a vulnerability of usa.visa.com.

I1l. SOFTWARE & HARDWARE REQUIREMENTS
3.1 Hardware Requirements

e Hard disk : 500 GB and above
¢ RAM : 2Ghz MB and above
e  Processor speed : 2.6 GHz and above

3.2 Software Requirements
e  Operating System : Windows 2000/XP

e Documentation Tool : Ms word 2000

3.3 Technologies Used
e JSP
e Servlets
e Apache Tomcat 5.5

3.4 Database
o Mysql
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Table 1: The Categories of Hyperlinks In Phishing E-Mails

Category | Number of links | Percentage
1 90 44.33%

2 85 41.87%
3a 19 9.36%

3b 16 7.88%

4 67 33%

5 4 2%

Table 1 summarizes the number of hyperlinks and their percentages for all the categories. It can be observed that
most of the phishing e-mails use faked DNS names (category 1,44.33°0) or dotted decimal IP addresses (category 2,
41.87%).Encoding tricks are also frequently used (category 3a and 3b, 17.24%). And phishing attackers often try to fool
users by setting up DNS names that are very

Similar with the real e-commerce sites or by not providing destination information in the anchor text (category 4) .
Phishing attacks that utilize the vulnerability of Web sites (category 5) are of small number (2%) and we leave this type
of attacks for future study. Note that a phishing hyperlink can belong to several categories at the same time. For instance,
an attacker may use tricks from both categories 1 and 3 at the same time to increase his success chance. Hence the sum of
percentages is larger than 1.

Once the characteristics of the phishing hyperlinks are understood, we are able to design anti-phishing algorithms
that can detect known or unknown phishing attacks in real-time.

IV. CONCLUSION

Phishing has becoming a serious network security problem, causing finical lose of billions of dollars to both
consumers and e-commerce companies. And perhaps more fundamentally, phishing has made e-commerce distrusted and
less attractive to normal consumers. In this paper, we have studied the characteristics of the hyperlinks that were
embedded in phishing e-mails.

We then designed an anti-phishing algorithm, Link-Guard, based on the derived characteristics. Since Phishing-
Guard is characteristic based, it can not only detect known attacks, but also is effective to the unknown ones. We have
implemented Link Guard for Windows XP. Our experiment showed that Link Guard is light-weighted and can detect up
to 96% unknown phishing attacks in real-time.

We believe that Link Guard is not only useful for detecting phishing attacks, but also can shield users from malicious
or unsolicited links in Web pages and Instant messages.
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