Volume 6, Issue 7, July 2016

ISSN: 2277 128X

International Journal of Advanced Research in
Computer Science and Software Engineering
Research Paper
Available online at: www.ijarcsse.com

Cloud Security Issues: Counter DDOS Attack by Integrating IP
Monitoring and Routing Protocol
Tanshu Gairola1, Kulvinder Singh2
Mtech, Department of Computer Science, Uttarakhand Technical University, India1
Assistant Professor, Department of Computer Science, Doon Institute of Engineering and Technology, India2
Abstract— Cloud computing is the well-known services and popular in wide spread because of the services like speed,
ubiquitous computing, huge storage facility provided by third party etc. However Security issues or dares are still
surrounded by various complications threats .Attacks on user services associated with network communication or any
data storage services are a part of each internet using customer’s life. There are various types of attacks in cloud
computing that deal with numerous technique and methodologies to prevent, detect or to avoid those attack. This
Thesis focuses on methods to discover the denial of service or Dos and DDos attacks by performing CUSUM
algorithmic that known as cumulative sum algorithm. These attack are initiated by the zombie computer sometime
called botnet system, these botnet or zombie system are the infected computer over internet. these zombie system or
botnet system work on DDOS attack by making a service of legitimate user inaccessible that result in availability issue
of services over cloud network. Once the occurrence of attack recognize by using IP monitoring algorithm that
referred the use of cusum algorithm we further studies for another attacker detection method that is use ad hoc on
demand vector routing protocol to find the actual attacker and by eliminating them reduce the disturbance in
communication channel to process the service of a legitimate user . By applying the first method one get the
knowledge of occurrence of attack but then to find out the actual attacker or the evil nodes here we take a help of adhoc on demand vector protocol. By using simulations the performance of the method in several attack situations have
shown, that display a better detection by sensing a much wider range of occurrences of attack.
Keywords— Cloud Computing, WSN, Counter methods, Cusum, Router, DDOS attack, Flooding.
I. INTRODUCTION
Cloud computing has turn into well-known or popular in recent years because of the services like speed, ubiquitous
computing, huge storage facility provided by third party etc. However Security issues or dares are still surrounded by
various complications threats. Attacks on user services associated with network communication or any data storage
services are a part of each internet using customer’s life. There are various types of attacks in cloud computing that deal
with numerous technique and methodologies to prevent, detect or to avoid those attack. Here we focus on the attack
related to the availability of service that occur in network or application level of cloud computing models that is Saas
(service as service), Paas (Platform as service) and Iaas (Infrastructure as a service).This attack is well known as denial o f
service attack(DOS) or distributed denial service of attack(DDOS).the issue with this attack is related to the availability
problem .the concern with Dos or DDOS and cloud computing is an increase in a bushiness enterpriser’s risk network
level due to huge usages of resources externally. Distributed DoS attacks stance an interesting trade-off to the facilities
presented on cloud, self-sufficiently of the facility defense definite by the cloud provider. Botnets are being so much in
used and increasingly do creative ways to deny service, which sorts it much more problematic to decide this sort of attack.
Furthermore, current attackers do not want to attack all-inclusive organization. They can pick the peak resource-intensive
application that are in succession on the cloud plus use low-bandwidth attacks to earnings or access to that package. Colocation poses extra exceptional threats. When cloud services belong to a cloud provider, there is necessity to worry not
only about attacks on cloud resources, but on the resources of further tenants.
On the other hand, cloud computing compromises unique openings to recuperate rapidly from DDoS attacks because a
provider has the capability to quickly providing resources. If the alertness of the cloud can actually derive into
performance during a DDoS attack, one should escape to use changeable capacity to serve an enormous expanse of
undesired traffic because it may affect a high in bill price from cloud provider, even greater than the cost of the attack
itself. As the amount of linked devices increase day by day, the issue of privacy and security service also getting high.
And the DDOS attack risk too.
A. Distributed Denial of Service(DDOS) attacks
A denial of service Distributed Denial of Service (DDoS) is the launched by large number of distributed attacker
simultaneously disturb the services of the valid legitimate customers and disproportionately consume the target resources
to make a condition of un availability that is to stops the server from replying to legitimate customers. Distributed Denial
of Service attacks (DDoS) are the one of the most important attacks to avoid the uninterrupted performance of Internet
service considered [5]. DDoS attack basically means sheeting down the more loads on a server that can be victim
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computer or target one and make them engaged by necessarily using of resources like bandwidth, CPU, database,
memory, system bandwidth and other type of resources for serving a requesting application of user, As usual serving to
the users because of the high capacity of dealing out or the so-called overkill operation of server, compromised or
unavailable.
Nature of this attack includes denial numbers of packages via (DoS) or more (DDoS) car to inactivate the work out
power and n/w resources or allow object car set. DDoS attacks are more influential and analysis and covenant with them
is more problematic from DoS attacks. Because in these attacks, numerous machines can be incorporated in direction to
set the lesser flow of traffic into the demanded machine which accomplish of the entire traffics for the objective machine
is problematic. An enormous number of compromised nodes attack to similar target system that will be directed to denial
of target system service in an attack DDoS. In point, this type of attacks originated by means of botnet of infested
machines that inappropriately by growing the quantity of hosts at risk; don’t have necessity to notice attack traffic
beginning from some source of DDoS attack as independently to make a dominant attack.
II. ADDRESSING DDOS ATTACK IN CLOUD AND DETECTION METHODS
Cloud computing has developed a data-haven today. Due to its relaxed accessibility and compact price, it is one of
the extensively used means to collection of data in most of the IT firms. Cloud computing, though, rest on totally on
Internet connectivity, Internet scheme, tactlessly, does not have the high ranks of expected security. Distributed Denial of
Service attack, broadly known as DDoS attack, is the key threat to cloud computing. DoS attacks have been everywhere
for years, but they've expanded prominence once more and credit goes to cloud computing for the reason that they often
affect obtainability. Systems may slow to a crawl or merely time out. And same with the DDoS attack which major
distress to the obtainability. DoS and DDoS both are type of denial-of-service threats attack. The attacks evolve by
demanding so many resources from a server that the server cannot answer to sincere requests. The attacker can
prominently degrade the excellence or fully collapse the of victim’s network connectivity. A DoS is an attack that
initiates from a single device. A distributed DoS (or DDoS) contains nasty traffic from multiple devices. The DDoS
attacks try to create the online data inaccessible by readdressing irresistible traffic, from numerous resources. The
movement of the attacks is changing through quarters. Here we emphasis on DDOS attack. DDoS and DoS attacks are
simple to implement by attacker or hacker but more difficult to prevent. In detection technique from a combination of
anomaly detection algorithms to detect attacks to find out situation of attack occur and then to identified the actual
attacker the ad - hoc on demand router protocol review here. DDOS or Dos attack, that creates a condition of congestion
in the cloud or any network by overburdening of applications for the cloud service provider, that the reason why
reorganization of DOS & DDoS attacks is crucial in reasonable conditions as dangerous ones are easily distinguishable.
These are the categorized of attack launched by individual or number of infected system for the perspective of destroy
the services of legitimate user by stooping the valid user from accessing any services authorized to him.
Distributed denial-of-service (DDoS) attacks a critical threat to n/w security. There have been several of methodologies
and tools invented to discover DDoS attacks and decrease the harm they give. Still, many of the approaches cannot
concurrently attain:

Efficient discovery with a small number of fake alarms

Transfer of packets in a Real-time.
III. METHODS TO COUNTER DDOS ATTACKS
Here we studies basically two type of detection approach. This detection technique first follow monitoring algorithm
where the main motive is to find out that if the new IPs are the source of DDOS attack by initialize the procedure with an
IP address monitoring architecture.
Overview of Steps of procedure is like:

A trained engine that adds IP's to records.

A trained engine that collects the IP's for a time interval ∆.

Comparing the records with source IP's in an interval ∆, we can trace new IPs.

First monitor the mean value of new IPs every fixed time period. Let's have Xn % of new IPs in a time interval
of ∆. It is assume that mean value for any new IP sequence is negative while in normal conditions and becomes
positive while changes occur. Suppose Xn (random sequence) transforms to NewXn after a change in constant β.
So NewXn=Xn+β.During an attack, the major part of the values of the sequence must be negative during normal
conditions. The parameter β must be adjusted according to the network conditions as a threshold for attacks
detection.
The another method basically refer as mitigation technique that take place once there is knowledge of the occurrence
of ddos attack; the next step that come in mind is to find out the actual attackers , there is need to take help of Ad-hoc On
Demand Vector protocol. It uses traditional routing tables, one entry per destination, and sequence numbers to determine
whether routing information is up-to-date and to prevent routing loops.

As transmission starts it will search for all the intermediate nodes and send data to it.

The intermediate node failed forwarding the probe message to the next node;

It will check the RESPONSE time for the intermediate node If (Response Time> Threshold) it says that there is
a probability of a malicious node in that route. Source then sends a fake request message on the same route
asking for acknowledgement, once it receives the acknowledgement, it can block that specific id tagging as
malicious.
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Above methods deal with the following levels:

Specifying the attacker and legitimate user.

Recognized attack by cusum algorithm.

Apply Ad-hoc On Demand Vector protocol to find out the actual attacker.
A. Review Scheme and methodology
1)
Source IP Monitoring:

Monitoring the IP address first than add all those IP address into the IP address database in time when traffic is
normal .this all done by a trained engine.

All IP should store in ∆ time interval that sometime known as detection resolution.

Analyses of traffic volume to identified if any sign of attack seem.

Acquire the quantity of upcoming IP in ∆ time interval and compare it to the previous set of IP

Fig 1 During an attack variation of the percentage of new IP
Commonly three traffic conditions exist here:

With no traffic –no attack –no network congestion.

Many legitimate users try to access the service simultaneously.

Highly distributed denial of service attack.
The source IP monitoring referred the use of cumulative sum algorithm.
Cusum Algorithm: This Basically CUSUM deal with the fact that if there is any variation in value occurs, the probability
distribution of the random sequence will modify .CUSUM is Cumulative Summation for applying cusum on N no of
observations where it observe user behaviour that is user behaviour pattern to access database with previous legitimate
user.[43]

Assume initial avg av 1 -> N =0; Sum p=Sum till earlier noted =0;

For loop n=1 -> N ,Sum p =sum p (earlier) + Present (n)

Av (n) = (sum p/N)

End for loop statement. Now av is the CUSUM avg and dissimilarity in two consecutive averages provides the
variation.
Routing Algorithm:
The Ad hoc On-Demand Distance Vector (AODV) algorithm provides multi hop, dynamic, routing between
contributing network nodes .AODV lets these nodes to find routes quickly for new endpoints, and does not need
nodes to keep routes to endpoints that are not in live communication. Type of Message defines by AODV: Route
Requests (RREQs), Route Replies (RREPs), and Route Errors (RERRs).Steps are [38]

DetectDosAttack(S, D) /* Source node is S and D is the Destination Node */

As transmission begins it will search for all the intermediate nodes and send data on to it.

The intermediate node failed forwarding the Hello Message to the next node.

It will check the RESPONSE time for the intermediate node.

If (Response Time> HopTime +Threshold)

{The Attacker Node is detected. Update Neighbour Node Table & Routing Table for the Intermediate Nodes }

Return.
2)

When applying Cusum algorithm the following graph presents:

Fig 2 User behavior graph, New IP graph Hypothesis & New IP graph [43]
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 Then IP Hypothesis graph displays the Attacker& Legitimate client users, New IP graph displays that at -1
worth, there's no Attack and at 1 worth, there's associate degree of attack happens.[43]
 Now another, if we have knowledge of attack or when it DOS & DDOS identified thus, we will able to detect
single source or cluster of source which might cause attack.
The next steps include the Ad-hoc vector on demand routing protocol it deal with some cases like when no attack is
exists another one during attack, implementation of Ad-hoc vector on demand protocol.
 After clicking on find attacker, the output window display the next window having four case

Fig 3 Ideal Case & during attack

Fig 4 Implementation of AODV & Identification of actual attacker and block the invalid user’s IPs
IV. CONCLUSION
Distributed denial of service attack that increased with the adoption of cloud in the network channel is easy to perform
but defense to these can be complicated. By prevention or detection of those attack standards of trust sharing become
effective. Here we analysis DDOS detection mechanism that based on anomaly based detection .The detection for any
attack should be something like that the any abnormal change or anomaly variation can easily recognizance with the
finest accuracy. When applying cusum algo, the system considers being best when it is able to recognize the pattern
produced previous when the legitimate intendant user had to retrieve the file system. That why appropriate learning
methodology should be delivered to the system so any conversion or variation can be easily detects and specifies the
unintended user. The another ddos Defence mechanism deal with ad-hoc routing protocol to that basically take place
after the identification of dos or ddos attack . Once ad-hoc vector on demand protocol find out the attacker node than it
block the infected IPs source and find the shortest path to supply the request and its associated reply to the legitimate
user.Market is expected to grow to $210 billion from $131 billion .Cloud computing will become more attractive for
DDoS attacks in the future Both DDoS attacks and prevention against DDoS attacks will improve on self. An ideal DDoS
Defence mechanism that deal with all ,must have some determined measures which includes Low False Positive Rate,
Low Detection time, Low Negative rate, High Normal packet survival ratio. Exploration of precise approach for
recognizing attacks and minimizing its after effect is a future research issue.
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