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Abstract: Big data is a term used to describe the collection of large and complex data sets. This large data sets are
difficult to process using traditional data processing applications. In Big data, the software packages provide a rich set
of tools and options where an individual could map the entire data landscape across the company, thus allowing the
individual to analyze the threats he/she faces internally. This is one of the main advantage of big data keeps the data
safe. With this an individual can be able to detect the potentially sensitive information that is not protected in an
appropriate. For this purpose we use Apache Hadoop. Hadoop is a Programming framework used to support the
processing of large data sets in a distributed computing environment. Hadoop is a software framework where an
application break down into various parts. The Current Appache Hadoop ecosystem consists of the Hadoop Kernel,
Mapreduce, HDFS and numbers of various components.. MapReduce is a programming framework used divide and
conquer method used to break the large complex data into small units and process them . MapReduce have two stages
which are : Map is the master node takes the input, divide into smaller subparts and distribute into worker nodes. A
worker node further do this again that leads to the multi-level tree structure. The worker node process the m=smaller
problem and passes the answer back to the master Node. Other is Reduce:- The Master node collects the answers from
all the sub problems and combines them together to form the output.
KeyWords: KV1, KV2, and KV3.
I. INTRODUCTION
Big Data
Big data is a term used to describe the collection of large and complex data sets that are difficult to process using on
hand database management tools or traditional data processing applications. There are some characteristics of Big data:
volume, velocity, variety, value, veracity, volatility, complexity. There are several challenges related to security for Big
Data. These security issues can be classified into four distinct aspects of the Big Data Ecosystem.
1. Infrastructure Security
2. Data Privacy
3. Data Management
4. Integrity & Reactive Security
Big Data Security Framework are the following:
1. Data Management
2. Identity & Access Management
3. Data Protection & Privacy
4. Network Security
5. Infrastructure Security & Integrity
Big Data consists of extensive datasets, primarily in the characteristics of volume, velocity, and/or variety that
require a scalable architecture for efficient storage, manipulation, and analysis.
To prevent the Big Data from different types of challenges we use Hadoop. Hadoop consists of MapReduce
framework and HDFS. MapReduce is also a component of HDFS. Working of HDFS as shown in fig.

Fig. 1: Working of HDFS
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“Apache Hadoop MapReduce is a framework for processing large data sets in parallel across a Hadoop cluster. Data
analysis uses a two step map and reduce process. The job configuration supplies map and reduce analysis functions and
the Hadoop framework provides the scheduling, distribution, and parallelization services.
The top level unit of work in MapReduce is a job. A job usually has a map and a reduce phase, though the reduce
phase can be omitted. For example, consider a MapReduce job that counts the number of times each word is used across
a set of documents. The map phase counts the words in each document, then the reduce phase aggregates the perdocument data into word counts spanning the entire collection.
During the map phase, the input data is divided into input splits for analysis by map tasks running in parallel across
the Hadoop cluster. By default, the MapReduce framework gets input data from the Hadoop Distributed File System
(HDFS). Using the MarkLogic Connector for Hadoop enables the framework to get input data from a MarkLogic Server
instance
The reduce phase uses results from map tasks as input to a set of parallel reduce tasks. The reduce tasks consolidate
the data into final results. By default, the MapReduce framework stores results in HDFS. Using the MarkLogic
Connector for Hadoop enables the framework to store results in a MarkLogic Server instance.
Although the reduce phase depends on output from the map phase, map and reduce processing is not necessarily
sequential. That is, reduce tasks can begin as soon as any map task completes. It is not necessary for all map tasks to
complete before any reduce task can begin. MapReduce operates on key-value pairs. Conceptually, a MapReduce job
takes a set of input key-value pairs and produces a set of output key-value pairs by passing the data through map and
reduce functions. The map tasks produce an intermediate set of key-value pairs that the reduce tasks uses as input. The
diagram below illustrates the progression from input key-value pairs to output key-value pairs at a high level:

Though each set of key-value pairs is homogeneous, the key-value pairs in each step need not have the same type.
For example, the key-value pairs in the input set (KV1) can be (string, string) pairs, with the map phase producing
(string, integer) pairs as intermediate results (KV2), and the reduce phase producing (integer, string) pairs for the final
results (KV3). Example: Calculating Word Occurrences.
When the user submits a MapReduce job to Hadoop:
1. The local Job Client prepares the job for submission and hands it off to the Job Tracker.
2. The Job Tracker schedules the job and distributes the map work among the Task Trackers for parallel processing.
3. Each Task Tracker spawns a Map Task. The Job Tracker receives progress information from the Task Trackers.
4. As map results become available, the Job Tracker distributes the reduce work among the Task Trackers for
parallel processing.
5. Each Task Tracker spawns a Reduce Task to perform the work. The Job Tracker receives progress information
from the Task Trackers.
All map tasks do not have to complete before reduce tasks begin running. Reduce tasks can begin as soon as map
tasks begin completing. Thus, the map and reduce steps often overlap.
II. SETTING PROPERTIES IN A CONFIGURATION FILE
Configuration files are best suited for static configuration properties. By default, Apache Hadoop looks for
configuration files in $HADOOP_CONF_DIR. You may override this location on the Hadoop command line. Job
configuration files are XML files with the following layout:
<?xml version='1.0'?>
<?xml-stylesheet type='text/xsl' href='configuration.xsl?>
<configuration>
<property>
<name>the.property.name</name>
<value>the.property.value</value>
</property>
<property>...</property>
</configuration>
Setting Properties Using the Hadoop API
You can use the Apache Hadoop API to set properties that cannot be set in a configuration file or that have dynamically
calculated
values.
For
example,
you
can
set
the
InputFormat
class
by
calling
org.apache.hadoop.mapreduce.Job.setInputFormatClass.
Set properties prior to submitting the job. That is, prior to calling org.apache.mapreduce.Job.submit or
org.apache.mapreduce.Job.waitForCompletion.
To set an arbitrary property programmatically, use the org.apache.hadoop.conf.Configuration API. This API
includes methods for setting property values to string, boolean, numeric, and class types. Set the properties prior to
starting the job. For example, to set the MarkLogic Connector for Hadoop marklogic.mapreduce.input.documentselector
property, at runtime, you can do the following:
© 2016, IJARCSSE All Rights Reserved

Page | 828

Reetu et al., International Journal of Advanced Research in Computer Science and Software Engineering 6(6),
June- 2016, pp. 827-829
import org.apache.hadoop.conf.Configuration;
import org.apache.hadoop.mapreduce.Job;
import com.marklogic.mapreduce.MarkLogicConstants;
...
public class myJob { ...
public static void main(String[] args) throws Exception {
Configuration conf = new Configuration();
String[] otherArgs =
new GenericOptionsParser(conf, args).getRemainingArgs();
Job job = new Job(conf);
// Build up the document selectory dynamically...
String mySelector = ...;
conf = job.getConfiguration();
conf.set(MarkLogicConstants.DOCUMENT_SELECTOR, mySelector);
...
System.exit(job.waitForCompletion(true) ? 0 : 1);
}
}
Setting Properties on the Command Line
You can set properties on the hadoop command line using the -D command line option. For example: $ hadoop Dproperty_name=value jar myJob.jar myClass
III. CONCLUSIONS
Hence there are several challenges related to security for Big Data as Big Data means large amount of Data. To
prevent the Big Data from these types of challenges we use Hadoop. Hadoop consists of MapReduce framework and
HDFS. The top level unit of work in MapReduce is a job.
A job usually has a map and a reduce phase, though the reduce phase can be omitted. During the map phase, the
input data is divided into input splits for analysis by map tasks running in parallel across the Hadoop cluster. By default,
the MapReduce framework gets input data from the Hadoop Distributed File System (HDFS). The reduce phase uses
results from map tasks as input to a set of parallel reduce tasks. The reduce tasks consolidate the data into final results.
By default, the MapReduce framework stores results in HDFS.
Although the reduce phase depends on output from the map phase, map and reduce processing is not necessarily
sequential. MapReduce operates on key-value pairs. Conceptually, a MapReduce job takes a set of input key-value pairs
and produces a set of output key-value pairs by passing the data through map and reduce functions. The map tasks
produce an intermediate set of key-value pairs that the reduce tasks uses as input.
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