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Abstract—Software security has become a great challenge as the rate of breaches is increasing. The main reason
behind the security breaches of software systems is the lack of security consideration during the early development
stages. There are two views in software development, Product view and process view. Former is concerned is what is
to be developed and the latter is concerned with how it is to be developed. Security mainly comes under the process
view of software development. Incorporation of security in the early stages of software development is a very young
field and still the real development practices are lacking in addressing security issues early development phases. In
this paper a thorough analysis of the current approaches towards secure software development have been presented. A
survey has been carried out on the existing efforts in this field. For each of the Development stages the survey is based
on the (i) Efforts made at each of the development stages (ii)Tools and techniques employed at each of the stage (iii)
Level of applicability in real practices. The output of the survey is presented in graphical form for better insight into
the current trend & efforts in secure software development processes.
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I. INTRODUCTION
Information system encompasses many components like people, hardware, software, data, and networks. Each of these
components must be secure enough for the smooth and reliable functioning of the information system. One of the most
important components relative to the all other components of information systems is the software systems. Incorporating
the security in software product or system is a long standing challenge for software developers. Developing secure
software is not an advantage but has become a necessity for the software organization. In Today’s networked
environment, the software is becoming more vulnerable to both the deliberate and accidental malicious intents. The main
reason behind the security holes in the software is due to the negligence of addressing security issues in the software
development process. Security is always treated as an afterthought in the software development process, and dealt with
after the system development stages by providing the required preventive measures. Security needs to be considered from
the very beginning of the software development life cycle [1], [2]. Such secure software development process should start
with the security requirements, known as NFR (Non Functional Requirements) along with the procedural software
requirements, followed by the secure design and implementation. This paper presents a detailed analysis and the survey
of the current approaches and efforts that have been made towards secure software development lifecycle (SSDLC).
II. SOFTWARE SECURITY
Software security is to engineer software in such a way that the desired application functions uninterrupted and is able to
properly handle the security threats during malicious attacks. Security ensures that application works in a desired manner
and to provide defence against security threats. In common practice, security is unnoticed in early phases of software
development life cycle (SDLC). A good software engineering approach is to think about security right from beginning of
SDLC. Inadequate practice of software development can lead to insecure software [3].
III. CURRENT APPROACHES AND SCENARIOS
In an effort to produce a secure software product, there are mainly three approaches that are followed in real practices
[4].
A. Penetrate and patch:
This approach aims at the application of patches after the detection of vulnerabilities in the system. There are two
drawbacks to this approach ,first the application of patches results in further vulnerabilities exploitation once the attacker
came to know about the patch ,secondly it is believed that fixing the bug after the release of a software is almost 100
times more expensive than putting the efforts in the system development stages [5].
B. Secure operational environment:
This approach focus on employing the protection mechanisms in the operational environment like firewalls, intrusion
detection systems etc.
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C. Secure software engineering:
This approach is actually the most structured way of developing secure software by taking the security right from the
scratch i.e. from the requirement to the design, implementation and testing stages of software development.
There is a difference between the software security and application security. Software security is concerned with
addressing the security in the development phases of the software whereas application security is concerned with
protecting the software after the development phases by mean of various protection mechanisms like intrusion detection ,
firewalls etc. Secure software development focus on the security issues right from the beginning from requirement,
design and implementation phases of SDLC. Many ideas of secure software development (SSD) methods have been
proposed [6]. However the process of software development still follows the conventional SDLC models and process. In
their study [6] have summarized the various secure software development lifecycle (SSDLC) processes and also provided
the detailed comparisons of these processes based on the identified characteristics.
Typically SSDLC is comprised of following phases [7]
1. Software Security Requirements
2. Secure Software Architecture & Design
3. Secure Software Implementation and Coding
4. Security Assurance
Figure 1 depicts the stages for secure software development process with the core activities to be carried out at each of
the stage. These stages only tell what is to be achieved not the how it can be achieved. The ingredients of each of the
above mentioned stage vary from one approach to other. The difficulty behind the specification of operations that can be
performed in each of the stages of the lifecycle in order to develop the secure software is due to multifaceted nature of
the software security [8]. It is a complex problem to identify which factors constitute to the security of the system, also
the software system have different environment factors under which they operate. Such dependencies create an
uncertainty about the fact that which technique is the best.

Figure 1: Secure software development Lifecycle
IV. SOFTWARE SECURITY REQUIREMENTS
It is believed and estimated that an error introduced in the requirement phase can cost up to 100times more to correct in
the further development stages [9]. A security requirement act as the manifestation of a high-level organizational
security policy in the detailed requirements of a specific system. The most current software requirement specifications
fall within the following three categories [10]
(i) Totally silent regarding security.
(ii) Merely specify vague security goals or
(iii) Specify commonly used security mechanisms as architectural constraints.
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In the first case security is not considered in the software development at all, in the second case the specified security
requirements are unstructured and very hard to be evaluated. Third case binds architectural decision too early in the at the
requirement phase, which results in inappropriate security mechanism. Software security requirements come under the
NFRs (Non-functional Requirements) which are quite different from the functional requirements. NFR describe how the
software will perform rather than what it performs. NFRs are subjective in nature like maintainability, performance,
reliability security etc. From the literature survey, still there exist no concrete, well established and unambiguous nonfunctional security requirements specification criteria, and also the lack of metrics for specifying objectives tolerance of
these requirements, which poses the difficulties in evaluating the system against the specified requirements. If software
is developed without consideration of the security requirements, the more work gets shifted to later design phase of the
software development to address and remove such security holes incurred during the requirement phase. This can lead to
security flaws in the design phase, because the primary focus of the developers remains on the functional parts rather
than the non-functional aspect of the system. Exploitation of security flaws in such software occurs due to the
circumvention of security mechanism rather than breaking such mechanisms [11].
V. SECURITY REQUIREMENTS ENGINEERING
Requirement engineering is the most important and fundamental step towards the quality software development. Security
requirements are not precise enough and need to be more explicit about who can do what and when [12]. Generally
software requirements engineering can be split into requirement development and requirement management [13]. The
requirement development involves the activities like gathering, evaluating and documenting the requirements and
requirement management entails establishing and maintaining an agreement with customer on the requirements [14].
VI. SECURITY REQUIREMENTS SPECIFICATION LANGUAGES
There are various security specification languages such as UMLsec [15], secureUML [16], SecureTropos [17], Misuse
Case [18], AbuseCase [19], UMlintr [20] and AsmlSec [21].
VII. SECURE SOFTWARE ARCHITECTURE & DESIGN
Design is the blueprint of the overall structure of the software, it address the definition of the overall structure of the
software. It is the design phase where the decision is to be taken to fulfill the specified requirements. The incorporation
of security into the software design process is influenced by both the software design concepts and security methods.
Defining the overall structure of the software from the security perspective entails identifying those components whose
correct functioning is essential to security and identifying design techniques that will assure its security. Architecture &
design specifies two aspects of the software: Static structure and Dynamic Behavior. According to [7]in Secure Software
Development process(SSDP), architecture & design phase involves following steps.
1. Detailed functional design including the security mechanisms should be specified by following the secure
design guidelines and patterns. The security specification languages like UMLsec can be utilized at the end.
2. The design should be inspected repeatedly for the identification and removal of errors.
3. The threat modeling which is normally carried out in the requirement phase of secure software development
should also be enhanced and applied in architecture and design phase.
4. Based on the identified threats, the risk analysis should be performed to calculate the potential damage of each
of the identified threat.
5. The prioritization of secure design decision should be carried out to remove threats based on cost-benefit
analysis.
6. Previous specified secure design decision should be identified. The Security vulnerabilities in the existing
similar software can also be used as checklist.
7. A threshold of acceptable security needs to be defined. Security index of the design must be within the
threshold.
8. If the calculated security index not satisfies the threshold level, then secure design to remove the errors should
be specified. The secure software design is still in the early stages; in practice secure software design guidelines
are widely used. These secure design guidelines are the suggestion and the principles based on the experience
the developers have gained while solving software security problems repeatedly. In [22] proposed three
software security design principles that are intended to associate software and security design concepts. The
proposed principles are:
Principle 1: The software design has multiple iterative phases and the security features should be incorporated and
adjusted during each of those phases.
This author [22] suggests that the principle 1. Can be achieved by utilizing the UML(Unified Modeling language). From
the UML use case diagrams representing the requirements, the UML class diagrams at the higher level of abstraction
with only attributes and methods signature should be specified. The designer needs to return to the UML use case and
associate the use case with the classes as required. This may also result in the design of new classes between actors and
use case. With the increasing maturity of the design, the use case of requirement phase and the associated design phase
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classes can be combined together into the sequence diagrams. As the process of design progress further, other UML
diagrams such as collaboration, object, state, activity diagrams etc. may be supplied. With each sub phase of the design
phase the security level of the design gets improved repeatedly
Principle 2: Security assurance is relative to the phase of software design and the chosen Security Assurance Rules
(SARs).
This principle stipulates that the security assurance be evaluated against the respective software design phase to
constantly enforce Software Assurance Rules (SARs). The author in [22] suggests that the principle 2 can be achieved
by utilizing the SARs (Software Assurance Rules). These SARs are derived from the higher level security policies. The
idea is, as the design context changes from one to the next in UML, different SARs are to be utilized to enforce the
security features for that sub-phase of design.
Principle 3: The security incorporating process should neither counter the intuition nor decrease the productivity of the
software designer. In literature various principles for secure software design have been proposed. To start with, first set
of guidelines proposed in [23]. These guidelines have elaborated by providing the examples in [24]. In their study, [25]
have proposed secure sets of secure design guidelines. In his study [26] have analyzed and refined the guidelines
proposed in the earlier studies as result of which a consolidated set of secure software design guidelines by adding and
modifying the adequate guidelines from the existing sources and also some newly proposed have been reported.
VIII. SECURE DESIGN SPECIFICATION LANGUAGE
The UML diagrams are heavily used in the design phase of the software development. UML is equipped with verities of
diagrams to specify the functional and behavioral aspects of the software. UML is one of the dominant modeling
languages used in the software design for specification, visualization, construction of software artifacts. The extended
UML such as UMLsec [15], secureUML [16], SecureTropos [17], MisuseCase [18], AbuseCase[19], UMlintr[20],
AsmlSec[21] discussed above are also used for the specification of the secure software design. According to[7], there are
two major concerns that should be considered in selecting a secure design language. These concerns are the verities of
diagrams available to represent the design from various perspectives with certain level of abstraction and the availability
of tools. Verities of tools provided by UMLsec can be utilized for secure software design. SecureUML on the other hand
can also be used in secure software design; however it is limited to representing only role-based access control notions in
a UML class diagram. SecureTropos [27] proposes verities of use Agent diagrams such as agent interaction diagram,
plan diagrams which are similar to the UML activity diagrams and sequence diagrams .With the help of such secure
design languages the security of the software can be specified explicitly in both the requirement and design phase in
order to promote secure software development.
IX. SECURE SOFTWARE IMPLEMENTATION (CODING)
For the secure software development process the security needs to be taken into consideration from the requirement to
design followed by the implementation (coding). Secure software implementation (coding ) involves the process and
application of secure coding standards and guidelines, application of security testing tools including ”fuzzing ” , staticanalysis code scanning tools, and conducting code reviews in order to eliminate the vulnerabilities in the code. Various
studies showed that much of the vulnerabilities creep into the system through the poor coding techniques. There is no
widely accepted standard(s) for secure programming. Programmers today must instead rely on techniques, examples,
guidelines, rigorous testing and an awareness of risks to be avoided, in order to write reasonable secure code [28]. Many
secure coding guidelines have been proposed in the literature but are very difficult to apply in practice. Some of the
guidelines spread over the hundreds of rules, some aim to prevent the very specific type or errors. Also the choice of the
language used is a key consideration in secure coding process which is beyond the scope of current study. Various
secure coding guidelines tend to have little effect on the programmers when they write code and their benefit is very
small in practice. His study [29] have analyzed the problem with the existing secure coding guidelines and principle as:
 The worst aspect of various secure coding guidelines is that they not allow for comprehensive tool-based
compliance check. Tool based check is required, since it is infeasible to check the hundreds and thousands lines
of code manually.
 The set of the rules have to be small and clear enough, so that it can be easily understood and applied by the
programmers. Regarding this aspect the author argued that, it will be beneficial significantly by restricting the
number of rules below or up to ten in numbers.
In the same work [28] proposed a set of rules for safety critical coding. This set comprises of ten rules along with the
brief rationale for the inclusion of the each of the rule in real practices.
X. SECURITY IN SOFTWARE DEVELOPMENT: A SURVEY
In the current networked environment most of the organizations rely on the software system for the storage and
processing of data. Any deliberate or unintentional bug if get exploited can lead to a serious problem with respect to the
confidentiality of the overall system and organizations. According to CERT [29] there has been considerable increase in
the vulnerabilities in the last few years. Below diagram depicts the rate of the increase in vulnerabilities detection [30].
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Figure 2: vulnerability reports.
As the rate of vulnerabilities increased, security has been taken as a serious challenge over the last few years [31]. In this
section a detailed survey of some recent efforts towards secure software development process has been presented. In our
benchmark, generalized secure software development lifecycle has been selected that covers the key stages of the
development process. The parameters for the current benchmark are:
I. Activities carried out in each of the above mentioned stage.
II. Tools and techniques that have been employed at each of the stage.
III. Level of Applicability in real practices.
The first parameter just presents the conceptual aspect of the particular selected effort in an abstract manner. The second
parameter specifies the tools and the techniques adopted to achieve the activities carried out at first stage. The third
parameter, level of applicability is dependent upon many factors under different conditions. In our study we have
quantified the level of applicability into three categories as low, moderate and high. From this the level of applicability is
further based on three parameters, (i). Knowledge of security required in implementation (ii). Availability of automated
tools (iii) If automated tools are not available the amount of manual work to be done to achieve the desired goal.
Below Table 1 will present the selected efforts towards secure software development process in an abstract manner. We
have categorized the efforts into four basic class’s i.e. analysis, design, coding & Testing. Further each of the above
mentioned parameters have been looked upon and analyzed& specified. The entry (x) in the table 1 specifies that the
efforts have not been made under that class.
XI. RESULTS AND DISCUSSION
As presented in table 1 the efforts made towards the security in software development process are sporadic in nature. It is
very hard to find out any linear path in the efforts made. The reason behind the discontinuity and such large spectrum of
different and divergent efforts is because of the nature of the problem. The security of a software system depends upon
the various independent factors such as size, nature of the operational environment etc. and also for each organization
there is a different set of security preferences. Still there is great need to streamline the efforts towards secure software
development process. Further majority of the efforts made have very less feasibility & significance in the real practices.
Below figure 3 to 7 depicts the result of this survey in a graphical manner. Figure 3 depicts the overall frequency of
efforts made at the identified stages (analysis, design , coding , testing) of secure software development process The level
of applicability at each of the stage have been calculated and presented in the below figure 4, 5, 6 and 7 respectively.
From this survey, as depicted in the below figure 3, the highest level of applicability with respect to our identified
parameters is of the analysis and the testing phase of the software development process. The Design and the coding phase
have the lowest applicability level with respect to our identified parameters. Among all these, the efforts made at the
design phase having the least applicability.
XII. CONCLUSION
Secure software development demands a great deal of efforts because of the multistage phases of the software
development life cycle. The secure software development process is twofold in nature. On one hand we still lack the
secure software development mechanism that can be widely adopted and on the other hand a mechanism is needed to
evaluate the effectiveness of the applied mechanism. The difficulty behind the immaturity of secure software
development process is due to the fact that multiple external factors and the variation in the actual operating environment.
From our survey we found that most of the efforts towards secure software development are made at the design and
testing phases, which is very much on the track since design act as a blueprint of the entire system. Also the survey
revealed that a great percentage of efforts made are not applicable in the real practices. Our future efforts will be the
identification of key factors and parameters responsible for the security of overall system at each of the above mentioned
phase (Fig.1) of secure software development life cycle. Based on the indicators of the current survey and the identified
parameters we will propose a hybrid secure software development cycle that can be generic in nature and applicable in
any environment.
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Table 1. Data collection and categorization of efforts towards secure software development
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Figure 3. Level of Efforts made towards secure software development at different identified stages

Figure 4. Applicability level of efforts made at analysis phase of secure software development.

Figure 5. Applicability level of efforts made at Design phase of secure software development.

Figure 6. Applicability level of efforts made at Coding phase of secure software development.
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Figure 7. Applicability level of efforts made at testing phase of secure software development.
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