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Abstract: Tremendous data is all over the place, just take a look around us our Laptops, hard disks, computers,
mobiles, everything is flooded with information and as the time passed by, data is tremendously increasing and Hence
for transferring, saving and securing data it is becoming a complicated and troublesome work. To reduce the
redundancy, storage requirements and to efficiently reduce communication costs data compression algorithms are
used and to protect our data from eavesdropping and from unauthorized users, data encryption is used . Data
compression offers an approach for reducing communication costs using available bandwidth effectively and at the
same time we have to consider the security aspect of the data being transmitted which is vulnerable to attacks. Those
encoding techniques are the best which offers high compression ratio so a module has to be developed for combining
the operation of compression and encryption simultaneously on the same file of data and compare the combination
of these outputs with the existing techniques or algorithms but in the secure compression module, the complete text
file is preprocessed and then transform into some intermediate form so that it can be compressed with better
efficiency and security. So in this paper we are presenting an optimized approaching encoding technique which offers
high compression ratio which deals with both the issues of size and security. To improve the capability of algorithms
and to compress the transmitted data an intelligent and reversible transformation technique is applied. The
experimental results shows that our proposed method performs better than many existing techniques with respect to
compression ratio, delay and the speed of Compression.
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I. INTRODUCTION
Over a period of last consecutive years we have seen an unrivalled explosion in the amount of information or text
data which is transmitted via many digital devices and for reducing the traffic ,there is a need to be compressed, so that
large amount of information can be transmitted . For this a number of sophisticated compression algorithms have been
proposed such as LZW,RLE,DWT,DCT,HUFFMAN. However, few of the above algorithms has been able to achieve
best compression ratio[1][2].
Security of information and data has always been in demand since past few years and plenty of instances highlight
the importance of the security of text data. As it is known cryptography is an art of hiding information and has been
known from a long time,e.g.credit cards, debit cards, bank accounts, important documents and what not, everything
needs protection. The most important issue in world today is the vast amount of valuable information that is passed
among in various networks and present network development demands swap of information with more reduction and
security in both the time for data transmission and the space requirement for data storage. This can be skilled by
compression and encryption, such type of scheme is known as compression –crypto scheme[3][4]. That means
ciphering/encryption is indeed a secure coding technique and data compression is a coding technique, whose purpose is
to reduce both the space for data storage and the time for data transmission and hence compression ratio becomes an
most important parameter which we have to always keep in mind [5][6]. So the data, which needs to be protected, is
increasing on a rapid rate and can be handled a bit if we can remove the redundancy or can reduce its size and for this
both encryption algorithm and Compression technique have to be combined and made them work on data so that our
valuable information or message or file will be of compressed and encrypted form and is easy to handle and secure
because of its reduced size and encrypted form which extends many advantages like saves space, manageable, easily
transferrable, practical, and feasible[7][8].
We observed around that the rapid adoption of network technologies and computing systems has brought newer risks
and threats such as stealing , unauthorized access service ,interruptions and altering of information, and so on. This
becomes more intense to suggest the importance of security and presents every organization with the legal and ethical
responsibility to correctly secure its information by using appropriate processes and measures. Imposing security at all
states promises that information is processed, stored, or transmitted with integrity,reliability , authenticity and available
to all authorized entities.
For a reduced and protected transfer of text information, the algorithms of encryption on text data must be able to be
combined with the algorithms of compression of text data. The techniques of compression removes the redundancies
contained in the text file in order to reduce the amount of information and on the other hand, the techniques of encryption
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aim to guarantee a level of optimum safety to avoid the chosen plaintext attacks and brute-force attack which are the
famous problem[11][12].
II. PROPOSED COMPRESSION AND ENCRYPTION ALGORITHM
Following is the proposed algorithm which compresses and encrypts the message :
Step 1: Prepare a Table for encoding the input symbols.
The upper limit and lower limit of each new symbol can be calculated or values can assigned
a) Initially load lower limit =0, upper limit =1
b) Encode all the symbols like a,b,c,d…..
c) Find new values for current range, upper limit and lower limit
Current range = upper limit - lower limit
Upper limit = lower limit + (current range * upper limit of new symbol)
Lower limit = lower limit + (current range * lower limit of new symbol)
Step 2:- The string can be encoded by taking any value within the range of probability and after that
convert the output decimal number into its binary format.
Step 3:- Limit the number of bits by using the formula and anyways can ceil it or floor it or put it in bracket also:No of bits=log [2/upper limit of last encoded symbol - lower limit of last encoded symbol]
Step 4:-In this way compression can be done and the number of bits are used to reduce the number of bits obtained in
step2.
Step 5:- Now for encryption choose any one binary key pad and EX-OR it with above.
Step 6:- Then rotate right less than 4 bits.
Step 7:- Convert above result into decimal format again.
We will get output which is floating point number and that is corresponding to the input symbol.
Now here is the algorithm which decompresses and decrypts the text
Step 1:- Convert the received data into binary form.
Step 2:- Rotate bits to left.
Step 3:- Selected binary key pad and EX-OR it with above result.
Step 4:- Convert the result back into decimal form, note this will encoded value.
Step 5:-Encoded_ value=Encoded input
Still string is not fully decoded so match the symbol containing encoded value within its range
Current range = upper limit of new symbol - lower limit of new symbol
encoded value = (encoded value - lower limit of new symbol) ÷ current range
At the output we will found the original string.
III. MATHEMATICAL ANALYSIS OF ALGORITHM:
To explain the above algorithm in a better way we will consider following example.
Table I: Representation of characters along with its probability occurrence
Symbol
Probability
Range(lower limit,upper limit)
a
40%
(0.00, 0.40)
l
15%
(0.40 , 0.55)
k
25%
(0.55, 0.80)
p
20%
(0.80, 1.00)
Compression and Encryption has been done in a following manner:
Data to be encoded and encrypted is “alkp”
Step 1:- Encode 'a'
current_ range = 1 - 0 = 1
upper bound = 0 + (1 × 0.4) = 0.4
lower bound = 0 + (1 × 0.0) = 0.0
Encode 'l'
current range = 0.4 - 0.0 = 0.4
upper bound = 0.0 + (0.4 × 0.55) = 0.22
lower bound = 0.0 + (0.4 × 0.4) = 0.16
Encode 'k'
current range = 0.22-0.16 = 0.06
upper bound = 0.16 + (0.06 × 0.8) = 0.208
lower bound = 0.16+ (0.06 × 0.55) = 0.193
Encode „p‟
current range = 0.208-0.193 = 0.015
upper bound = 0.193 + (0.015 × 0.90) = 0.2065
lower bound = 0.193+ (0.015 × 0.80) = 0.205
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Step 2:The string "alkp" may be encoded by any value within the range [0.2065, 0.205].
Now output is 0.20425 and its binary equivalent= 0.0011010010010011011101
Step3:- No_ of_ bits= [log_2/0.0015]=[log1333.33]=8bits
Step4:- So after reducing number of bits binary value is 0.00110100.
Step5:- Our One time pad is – 0.10101010
Data- 0.00110100 from step 4.
After EX-ORing the output is 10011110
Step6:- Rotate 4 bits right the result is 11101001
Step7: 0 .11101001 in decimal is 0.91015625
Decompression and Decryption has been done in a following manner:
Step 1:- Received data is 0.91015625 and binary format of received data is 0.11101001
Step2:- Apply 4 left shifts to result of step1 the result is 10011110
Step3:- Apply selected one time pad i.e 10101010 and EX-OR it with the result of step2 the result is 0.00110100
Step4:- convert 0.00110100into decimal i.e. 0.203125
Step5:- Using the probability ranges from table decodes the four character string encoded as
0.203125
Decode first symbol ‟a‟
0.20312 5is within [0.00, 0.40)
0.203125encodes 'a'
Remove effects of 'a' from encode value
Current _range = 0.40 - 0.00 = 0.40
Encoded _value = (0.203125- 0.0) ÷ 0.40 = 0.50775
Decode second symbol „l‟
0.50775is within [0.40, 0.55)
0.50775 encodes 'l'
Remove effects of 'l' from encode value
current range = 0.55 - 0.40 = 0.15
encoded value = (0.50775 - 0.40) ÷ 0.15 = 0.71833
Decode third symbol „k‟
0.71833is within [0.55, 0.80)
0.71833encodes‟k‟
Remove effects of 'k' from encode value
current range = 0.80 - 0.55 = 0.25
encoded value = (0.71833-0.55) ÷ 0.25=0.67332
Decode third symbol „p‟
0.67332 is within [0.80, 0.90]
0.67332 encodes „p‟
IV. CONCLUSION
If both compression technique and encryption algorithm are combined and made them work on data then that will be
compressed encrypted form i.e. it will be easy to handle and secure because of its reduced size and encrypted form. Such
combination presents many advantages. It saves space, manageable, easily transferrable, practical and feasible, shielded.
Compression and encryption of large text data gives an efficient way of handling it. Combination of these techniques
reduces the size first and then makes the reduced size secured, which is a less time consuming process. Such methods can
be helpful in saving memory and transfer of data. Propose method provided good results by combining own compression
and technique.
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