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Abstract—having been a core feature of IT systems for several decades, passwords continue to represent both one of
the most familiar and most maligned aspects of security technology. While their potential weaknesses have been well
recognized mainly over the past decade, no permanent solution has come up yet as in terms of all-round usage and
applicability. Shoulder surfing, simple guessing, external eavesdropping, side channel attacks etc are the common
methods which lead to password leakages. The situation gets worse when a user puts a very obvious password which
can be easily guessed by anyone knowing the person even vaguely. Most systems propose to improve both
identification and verification of user but this method of mind-metrics can augment the current password based
systems by strengthening the identification process. Mind-metrics utilizes personal secret data instead of a login id to
identify a user uniquely. The proposed system also creates a scenario where two servers cooperate to authenticate a
client and if one server is compromised, the attacker still cannot pretend to be the client with the information from the
compromised server. The proposed system presents a symmetric solution for two-server key encryption, where the
client can establish different cryptographic keys with the two servers, respectively.
Keywords: User authentication, Password leakage, Mind-metrics, Mind-metrics token, two-server password, El-Gamal
Encryption, Diffie-Hellman key exchange.
I. INTRODUCTION
Computer systems employ an authentication mechanism to allow access only to legitimate users. The authentication
procedure is composed of two parts, identification & verification. The identification is for answering the question, “who
am I?”, and the verification is for answering, “Am I who I claim I am?”. Traditionally the identification is performed
with a username or login ID and the verification is done with a password. In a password-based system, the plaintext
passwords are transformed into hash values with a one-way hash function, and stored in a password hash file. During the
verification process, a new hash value is generated from the newly entered password, and compared with the stored hash
value in the password hash file. If the hash values match, access is granted. This password verification process is the
heart of the most authentication systems. There are a number of ways to acquire other users’ password for illegal access.
Plaintext passwords can be captured from the network, by malware or by key logging software. When the plaintext
password is not available, the attackers can try password-guessing attack where they try possible values for the victim
user. In the password cracking attack, the attackers obtain a password hash file and tries different inputs to find an input
that produces the same hash value as the victim user’s hash value. Sample password hash file Password hash files are
stolen quite often and cracked by hackers. Password cracking attack is a statistical attack, and some of the weak
passwords can be broken through a dictionary attack or a hybrid attack. After the attackers crack some passwords, they
can access the system using the known login IDs for the cracked passwords.
The attack against passwords is a serious threat to current authentication systems, and additional security measures
are needed to mitigate this threat. Once an account is breached, the cost from the damage is high for both victims and the
companies. In 2013, the average organizational cost of data breaches in US was $5.4 million and the average per capita
cost was $188 in US. [1]. While passwords are supposed to be random characters, login IDs are not random. They are
used for communication or accounting purposes, and must carry a meaningful pattern. It may be part of users’ first and/or
last names, part of social security number, combination of names and numbers, account number, or email addresses. Thus
login IDs are publicly known or can be guessed easily. In other words, obtaining the login ID is generally not a barrier
for the attackers, and the success of an attack depends on the difficulty of the password. While a great emphasis was
given to the verification, i.e., password system shown in figure 1.1, somewhat less attention was given to the
identification, i.e., login ID. By fortifying the identification part, the overall authentication system can be strengthened.
The goal of this research is improving the security of the authentication system by supplementing it with a secure
identification process. To make false login attempts difficult, 2014 IEEE International Conference on Systems, Man, and
Cybernetics October 5-8, 2014, San Diego, CA, USA our method does not use a publicly known login ID for
identification. Instead it uses private information known only to the computer system and the user. This process makes
the stolen password files unusable for the attackers shown in figure 1.2. In the following sections, we survey the previous
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works, describe the proposed method, explain the demonstration system, and present the survey results from the test
users.
II. RELATED WORK
Adhikari and S. Sikdar [1] says that Visual cryptography (VC) is a s pecial type of secret sharing. In this Report have
proposed a ne w approach for phishing ebsites classification to solve the problem of phishing. The use of images is
explored to preserve the privacy of image captcha by decomposing the original image cap tcha into two shares that are
stored in separate database servers such that the original image captcha can be revealed only when both are
simultaneously available; the individual sheet imag es do not reveal the identity of the original image captcha. Once the
original image captcha is revealed to the user it c an be used as the password. Several solutions have been proposed to
tackle phishing.
Juyeon Jo, Yoohwan Kim, and Sungchul Lee [2] Authentication to a computing system is composed of two parts,
identification and verification. Traditionally, login IDs have been used for identification and passwords for verification.
Many schemes have been proposed to improve both parts, but they may require specialized devices or they may not be
always reliable. We propose a method that can augment the current password-based system by strengthening the
identification process. It utilizes personal secret data instead of a login ID to identify a user uniquely, hence mind metrics.
It then asks the user to choose a correct login ID among multiple choices of partially obscured IDs. Since it does not
accept a login ID during the authentication process, a stolen or cracked password cannot be used for gaining an access to
the computing system unless the attacker provides a correct identification material, i.e., mind metrics token. This
additional step raises the security of an authentication system considerably over single or double password systems.
Since the stolen passwords cannot be used immediately by the attackers, account holders can have extra time to change
their passwords before the attackers gain an access. This scheme does not require any specialized hardware and can be
implemented easily. It may be used where biometrics schemes cannot be used cost-effectively, e.g., on public ecommerce web sites. Mind metrics scheme separates the identification server and the verification server, thus it is
scalable to a large system. We implemented a proof-of-concept system and evaluated it with test users. The survey
indicates that the system is not as intrusive as other schemes, users feel better protected, and they are willing to use the
scheme on public web sites.
Xun Yi, San Ling, and Huaxiong Wang [3] Password-authenticated key exchange (PAKE) is where a client and a
server, who share a password, authenticate each other and meanwhile establish a cryptographic key by exchange of
messages. In this setting, all the passwords necessary to authenticate clients are stored in a single server. If the server is
compromised, due to, for example, hacking or even insider attack, passwords stored in the server is all disclosed. In this
report, we consider a scenario where two servers cooperate to authenticate a client and if one server is compromised, the
attacker still cannot pretend to be the client with the information from the compromised server. Current solutions for twoserver PAKE are either symmetric in the sense that two peer servers equally contribute to the authentication or
asymmetric in the sense that one server authenticates the client with the help of another server. This report presents a
symmetric solution for two-server PAKE, where the client can establish different cryptographic keys with the two servers,
respectively. Our protocol runs in parallel and is more efficient than existing symmetric two-server PAKE protocol, and
even more efficient than existing asymmetric two-server PAKE protocols in terms of parallel computation.
C. Blundo, S. Cimato, and A. De Santis Stinson [4] introduces A visual cryptography scheme encodes a black and
white secret image into n shadow images called shares which are distributed to the n participants. Such shares are such
that only qualified subsets of participants can "visually" recover the secret image.
III. IDENTIFICATION WITHOUT LOGIN ID
In this paper I present the main results of this Seminar. I prove that there is a Identification is a process to recognize
an unknown individual out of many (1:N relationship). All authentication systems require some form of ID for user
identification, such as text-based login ID, fingerprint, or facial image. Then in the verification process, the system asks a
proof of the ID since the system does not know whether the user is the legitimate ID holder (1:1 relationship). Generally
the login ID is not considered a secret. For example, a social security number or an email address may serve as a login ID.
It is impractical to keep the login ID secret because it is used for many other purposes such as accounting or email. So an
alternative secret is needed for identification to recognize a user uniquely. This secret is referred as Mind metrics token.
We coined the term Mind metrics due to the similarity to biometrics. In case of biometrics, only the legitimate holder of
the physical trait (e.g., fingerprint) can pass the identification stage. Similarly, with some kind of personal secret
knowledge (mind metrics token), a user can pass the identification stage, thus the effect of biometrics is simulated.
Without this secret knowledge, the attackers cannot pass the identification stage before they can even try the password
the process of identification in Mind metrics uses something in user’s mind instead of something on their body. There are
two parts in the mind metrics-based authentication process. First, mind metrics token is requested in the login page. A
user specifies the token with which a computing system can identify a user account. Then the identification server looks
up the registered access tokens to find a matching token and login ID. Second, the server presents multiple login IDs to
the user, with one of the login IDs being the correct login ID for the user account and some more real or fake IDs. To
prevent the attackers from recognizing the login IDs, the login IDs are partially obscured among these partial login IDs, a
legitimate user can still recognize the correct login ID and choose it. This completes the identification stage, and the rest
is same as password verification system. If the login ID and password match the credentials stored for the user account,
the user is authenticated to access information associated with the user account. for no information is given back to the
user, so the attacker will not know whether he entered a valid access token, chose a wrong login ID, or entered a wrong
© 2016, IJARCSSE All Rights Reserved

Page | 174

Yogesh et al., International Journal of Advanced Research in Computer Science and Software Engineering 6(4),
April - 2016, pp. 173-176
password. Compares the conventional password-based system and the proposed mind metrics-based system. While the
password-based system allows anyone to try publicly known login IDs without any restriction, mind metrics-based
system allows only the legitimate users to pass the identification stage. Now the password verification server is hidden,
and users cannot access it unless they pass the identification server. Compared with the conventional password-based
system, the only difference is the addition of the identification server, so an existing password-based system can be easily
upgraded by just adding the identification server. Mind metrics system has several benefits over biometrics. The
characteristics in mind metrics can be changed if needed. It does not requires any specialized device, so it can be used for
accessing local or remote computing systems from any conventional private or public computers. It is a deterministic
process, and thus there is no uncertainty. Thus mind metrics is more practical, cheaper, and can be used by any public
web sites such as e-commerce web sites
IV. TWO-SERVER PASSWORD –ONLY AUTHENTICATION AND KEY EXCHANGE
Now Days, passwords are commonly used by people during a log in process that controls access to protected
computer operating systems, mobile phones, cable TV decoders, automated teller machines and so on. A computer user
may require passwords for many purposes: logging in to computer accounts, retrieving e-mail from servers, accessing
programs, databases, networks, web sites, and even reading the morning news report online. Earlier password-based
authentication systems transmitted a cryptographic hash of the password over a public channel which makes the hash
value accessible to an attacker. When this is done, and it is very common, the attacker can work offline, rapidly testing
possible passwords against the true password’s hash value. Studies have consistently shown that a large fraction of userchosen passwords are readily guessed automatically. For example, according to Bruce Schneider, examining data from a
2006 phishing attack, 55 percent of MySpace passwords would be crack able in 8 hours using a commercially available
Password Recovery Toolkit capable of testing 200,000 passwords per second in [1].
Recent research advances in password-based authentication have allowed a client and a server mutually to
authenticate with a password and meanwhile to establish a cryptographic key for secure communications after
authentication. In general, current solutions for password based authentication follow two models. The first model, called
PKI-based model, assumes that the client keeps the server’s public key in addition to share a password with the server. In
this setting, the client can send the password to the server by public key encryption. Gong et al. were the first to present
this kind of authentication protocols with heuristic resistant to offline dictionary attacks, and Halevy and Krawczyk [2]
were the first to provide formal definitions and rigorous proofs of security for PKI-based model.
The second model is called password-only model. Bellowing and Merritt [2] were the first to consider authentication
based on password only, and introduced a set of so-called “encrypted key exchange” protocols, where the password is
used as a secret key to encrypt random numbers for key exchange purpose. Formal models of security for the passwordonly authentication were first given independently by Bellaire et al. [2] were the first to give a password-only
authentication protocol which is both practical and provably secure under standard cryptographic assumption. Based on
the identity-based encryption technique suggested an identity-based model where the client needs to remember the
password only while the server keeps the password in addition to private keys related to its identity. In this setting, the
client can encrypt the password based on the identity of the server.
This model is between the PKI-based and the password only models. Typical protocols for password-based
authentication assume a single server stores all the passwords necessary to authenticate clients. If the server is
compromised, due to, for example, hacking, or installing a “Trojan horse,” or even insider attack, user passwords stored
in the server are.
Two servers Model
In our system, there exist two servers S1 and S2 and a group of clients. The two servers cooperate to authenticate
clients and provide services to authenticated clients. Prior to authentication, each client C chooses a password pwC and
generates the password authentication information Authð1Þ C and Authð2Þ C for S1 and S2, respectively, such that
nobody can determine the password pwC from Authð1Þ C or Authð2Þ C unless S1 and S2 collude. The client sends
Authð1Þ C and Authð2Þ C to S1 and S2, respective, through different secure channels during the client registration.
After that, the client remembers the password only, and the two servers keep the password authentication information.
Like all existing solutions for two-server PAKE, we assume the two servers never collude to reveal the password of the
client. When the two servers cooperate to authenticate a client C, we assume that the client C can broadcast a message to
both of S1 and S2 simultaneously, but stress that we do not assume a broadcast channel and, in particular, an attacker can
deliver different messages to the two servers or refuse to deliver a message to a server.
In our protocol, the client and the two servers communicate through a public channel which may be eavesdropped,
delayed, replayed, and even tampered by an attacker. Our protocol is symmetric if two peer servers equally contribute to
the authentication in terms of computation and communication Definition.
Our protocol is correct if each server establishes a secret session key with the client in the end. An adversary in our
system is either passive or active. We consider both online dictionary attacks, where an attacker attempts to login
repeatedly, trying each possible password, and offline dictionary attack, where an adversary derives information about
the password from observed transcripts of log sessions.
The online dictionary attack cannot be prevented by cryptographic means but can be easily detected and suspended
once the authentication fails several times. Lower computational cost since the secret message is recognized only by
human eyes and not cryptographically computed.
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V. CONCLUSION
Authentication is done in two steps, identification and verification. The traditional password-based verification
system has been challenged by sophisticated attacks, but new schemes are being made to cover the weaknesses of the
password-based systems. However, the identification part is still done based on a public login ID. We proposed a new
scheme called mind metrics to strengthen the identification process with personal secret information. In mind metrics
systems, a login ID is not asked. Instead a user must provide the correct token to pass the identification stage. In case the
password file is stolen, the login attempts by attackers. I have presented a symmetric protocol for two-server passwordonly authentication and key exchange. Security analysis has shown that our protocol is secure against passive and active
attacks in case that one of the two servers is compromised. Performance analysis has shown that our protocol is more
efficient than existing symmetric and asymmetric two-server PAKE protocols blocked by the identification server. Thus
it may stop or slow down attackers, and account holders can change their account credentials before attackers can gain
access.
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