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Abstract—Deadlock is a highly unfavourable situation, the deadlock problem becomes further complicated if the
underlying system is distributed. Deadlocks in distributed systems are similar to deadlocks in single processor systems,
only worse. They are harder to avoid, prevent or even detect. They are hard to cure when tracked down because all
relevant information is scattered over many machines.In deadlock situations the whole system or a part of it remains
indefinitely blocked and cannot terminate its task. Therefore it is highly important to develop efficient control scheme
to optimize the system performance while preventing deadlock situations. In this research paper, already existent
deadlock prevention and detection schemes are discussed. The main objective of paper is to handle deadlock problem
in Grid environment in order to preserve the data consistency and increase the throughput by maximizing the
availability of resources and to ensure that all the resources available in the grid are effectively utilized.
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I. INTRODUCTION
Deadlocks are important resource management problem in distributed systems because it can reduce the throughput
by minimizing the available resources. In distributed systems, a process may request resources in any order, which may
not know a priori, and a process can request a resource while holding others. If the allocation sequence of process
resources is not controlled in such environments, deadlock can occur. A deadlock can be defined as a condition where a
set of processes request resources that are held by other processes in the set. Deadlock can be dealt with using any one of
the following three strategies: deadlock prevention, deadlock avoidance, and deadlock detection. Deadlock prevention is
commonly achieved by either having a process acquire all the needed resources simultaneously before it begins execution
or by pre-empting a process that holds the needed resource. In the deadlock avoidance approach to distributed systems, a
resource is granted to a process if the resulting global system is safe. Deadlock detection requires an examination of the
status of the process- resources interaction for the presence of a deadlock condition. To resolve the deadlock, we have to
abort a deadlocked process.
Deadlock refers to the coordination and concurrency problem where two or more processes are waiting
indefinitely for the release of a shared resource [1]. The deadlock problem involves a circular waiting where one or more
transactions are waiting for resources to become available and those resources are held by some other transactions that
are in turn blocked until resources held by the first transaction are released. [2, 3, 4].Deadlock processes never terminate
their executions and the resources held by them are not available to any other process.
Resource Vs. Communication deadlock.
Two types of deadlock have been discussed in the literature: resource deadlock and communication deadlock. In
resource deadlocks, processes make access to resources (for example, data objects in database systems, buffers in storeand forward communication networks). A process acquires a resource before accessing it and relinquishes it after using
it. A process that requires resources for execution cannot proceed until it has acquired all those resources. A set of
processes is resource- deadlocked if each process in the set requests a resource held by another process in the set. In
communication deadlocks, messages are the resources for which processes wait. Reception of a message takes a process
out of wait - that is, unblocks it. A set of processes is communication- deadlocked if each process in the set is waiting for
a message from another process in the set and no process in the set ever sends a message. To present the state of the art of
deadlock detection in distributed systems, this article describes a series of deadlock detection techniques based on
centralized, hierarchical, and distributed control organizations.
A System Model
A distributed system consists of a set of processors that are connected by a communication network. The
communication delay is finite but unpredictable. A distributed program is composed of a set on 𝑛 asynchronous
processes 𝑃1, 𝑃2, 𝑃3, … … … 𝑃𝑖, … … . . , 𝑃𝑛 that communicate by message passing over the communication network. Each
process is running on a different processor. The processors do not share a common global memory and communicate
solely by passing messages over the communication network. There is no physical global clock in the system to which
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processes have instantaneous access. The communication medium may deliver messages out of order, messages may be
lost, garbled, or duplicated due to timeout and retransmission, processors may fail, and communication links may go
down. The system can be modeled as a directed graph in which vertices represent the processes and edges represent
unidirectional communication channels.
A process can be in two states, running or blocked. In the running/active state, a process has all the needed
resources and is either executing or is ready for execution. In the blocked state, a process is waiting to acquire some
resource.
A distributed system consists of a collection of processes which communicate with each other to achieve a
common goal. These processes may run concurrently on separate physical processors which are not connected to any
global memory. Local states of the processes are maintained in memories local to the processors running the processes.
In absence of a shared memory, processes communicate through messages. The communication is asynchronous, and a
message may take an arbitrary but finite amount of time to move from one process to another. When one process needs a
resource currently being used by another process, it sends a request and waits for that resource to be released. It is
assumed that every process is well-behaved in as much as once it acquires a resource, it releases it within a finite amount
of time. It is fair to assume that no process has a prior knowledge of the future resource requirements of any process,
including itself, in the total system. In such a resource sharing environment, deadlock is a potential danger. When a set of
processes enter into such a state that each process waits for some other process in this set to release a resource, all the
processes are blocked indefinitely. In a shared memory environment, a number of deadlock detection algorithms are
available. However, in a distributed environment, the added complexity of these algorithms is due to the unpredictable
propagation delays, and the consequent nonavailability of the global state.
In distributed systems, the state of the system can be modeled by a directed graph, called a wait-for graph
(WFG).In a WFG nodes are processes and there is a directed edge from node 𝑃1 to node 𝑃2 . If 𝑃1 is blocked and is
waiting for 𝑃2 to release some resource. A system is deadlocked if and only if there exists a directed cycle or knot in the
WFG.
Deadlock is an undesirable situation; some of the consequences of deadlock have been listed:
1. Throughput of the system is affected.
2. Performance of system suffers.
3. Deadlock in real time applications is not appreciable at any cost.
4. Entire or partial system is crippled.
5. Utilization of the involved resources decreases to zero.
6. Deadlock increases with deadlock persistence time.
7. Deadlock cycles do not terminate by themselves until properly detected and resolved.
8. No progress
Deadlock occurs in a resource allocation system because of the deficiency of system resources. An inappropriate
execution order of the processes also causes the deadlock to occur in the resource allocation system of the distributed
systems. The rest of the paper is organized as follows. Section 2 presents the background and related work. In Section3
all deadlock handling strategies are given. Section4 describes the different deadlock prevention schemes. Section5
presents the deadlock avoidance. In Section6 already existent different distributed deadlock detection approaches are
discussed. Finally Section 7 concludes the paper.
II. RELATED WORK
Deadlock detection, resolution techniques and deadlock avoidance technology typically require pre empting
resources, aborting processes or centralized resource management so they are inappropriate for many distributed real
time systems that require the execution time of processes be predictable [5,6]. Therefore it would be more efficient if we
look for an efficient deadlock prevention mechanism for distributed real time systems. The deadlock avoidance strategies
make system performance to suffer [7], although deadlock detection may be effective, but it costs a lot in business
transaction services [8] and detection of false deadlocks leads to wastage of resources. However deadlock resolution
mechanisms are there but many real time applications are not well suited for run time deadlock resolution [9]. Although
the deadlock prevention strategies are considered to be conservative and less feasible but in safety critical systems in
which deadlocks may lead to serious results and [4] economic losses only deadlock prevention mechanisms can prove to
be miraculous, for example in a highly automated semiconductor manufacturing system, the amount of time that wafers
stay at a chamber is absolutely crucial. The occurrence of a deadlock extends the sojourn of wafers at chambers, possibly
making all the wafers in such chambers scrapped. [4] As a result, it is essential to ensure that deadlock will never occur.
Now a system cannot be made completely deadlock free, if resource sharing is high, but the occurrence of deadlocks can
be prevented using deadlock prevention mechanisms.
In [10] describes certain theorems which propose sequence structures for processes and the resource allocation
methods. It emphasizes on sequential allocation to prevent deadlocks in tool sharing systems. In [11] a service interaction
model has been designed and the deadlock problem related with shared internet resources has been analyzed. It has
proposed 2 solutions for deadlock prevention: a) to arrange an order for all shared web resources b) if one or more
requested resource is busy transaction releases the resources it got before and restarts. Work of [6] suggests a deadlock
prevention technique that involves requiring that managers in the RTC runtime system meet the AND-OR request
conditions. This prevents deadlock in systems where processes can make AND-OR requests [12]. Describes a deadlock
prevention mechanism which is based on atomic transaction approach to co allocate grid resources.
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To detect deadlocks introduced by highly concurrent access, some researchers proposed graph-based detection
algorithm [14] to detect deadlocks, and Omran Bukhres compared two different wait-for-graph (WFG) based algorithms
(Central Controller and Distributed deadlock detection algorithms) for each throughput and performance evaluation [17].
Though deadlock detection may be effective, it costs a lot in business transaction services. While most researches focus
on deadlock detection, for they argue that it is inappropriate to exploit prior knowledge in general purpose transaction
processing to prevent deadlock, J Ezpeleta. et. al,[15] have proposed Petri net based deadlock prevention policy for
flexible manufacturing systems.
On the other hand, after the deadlock is detected, one of the transactions in the cycle must be aborted. In a distributed
system, inappropriate locks abortion may cause live-lock if retry mechanism is adopted. Though some researchers
propose probabilistic analysis of time-out based mechanism [16] to detect global deadlock in distributed systems, the
time of timeout itself or deadlock detection time should be the key factor for transaction throughput calculation, whatever
timeout based or graph based detection [13].
III. DEADLOCK HANDLING STRATEGIES
Deadlock handling is complicated in distributed systems because no site has accurate knowledge of the current state of
the system and because every inter site communication involves a finite and unpredictable delay. Next, we examine the
complexity and practicality of the three deadlock-handling approaches in distributed systems.
Deadlock Prevention (statically make deadlocks structurally impossible)
Deadlock Avoidance (avoid deadlocks by allocating resources carefully)
Deadlock Detection (let deadlocks occur, detect them, and try to recover)
Deadlock prevention is commonly achieved by having a process acquire all the needed resources simultaneously
before it begins executing or by pre-empting a process that holds the needed resource. This approach is highly inefficient
and impractical in distributed systems.
In the deadlock avoidance approach to distributed systems, a resource is granted to a process if the resulting global
system state is safe: Global state includes all the processes and resources of the distributed systems. Due to several
problems, deadlock avoidance is impractical in distributed systems; in fact, it is not even used in single processor
systems. The problem is that the banker’s algorithm needs to know (in advance) how much of each resource every
process will eventually need. This information is rarely, if ever, available. Hence, we will just talk about deadlock
detection and deadlock prevention
Deadlock detection requires an examination of the status of process-resource interactions for the presence of cyclic
wait. Deadlock detection in distributed systems seems to be the best approach to handle deadlock in distributed systems
because prevention and avoidance are so difficult to implement.
IV. DEADLOCK PREVENTION SCHEMES
A method that might work is to order the resources and require processes to acquire them in strictly increasing
order. This approach means that a process can never hold a high resource and ask for a low one, thus making cycles
impossible. With global timing and transactions in distributed systems, two other methods are possible -- both based on
the idea of assigning each transaction a global timestamp at the moment it starts. When one process is about to block
waiting for a resource that another process is using, a check is made to see which has a larger times. We can then allow
the wait only if the waiting process has a lower time stamp. The timestamp is always increasing if we follow any chain of
waiting processes, so cycles are impossible --- we can used decreasing order if we like. It is wiser to give priority to old
processes because they have run longer so the systems have larger investment on these processes. They are likely to hold
more resources. A young process that is killed off will eventually age until it is the oldest one in the system, and that
eliminates starvation.
Wait-die Vs. Wound-wait: As we have pointed out before, killing a transaction is relatively harmless, since by definition
it can be restarted safely later.
Wait-die: If an old process wants a resource held by a young process, the old one will wait. If a young process wants a
resource held by an old process, the young process will be killed.
Observation : The young process, after being killed, will then start up again, and be killed again. This cycle may go on
many times before the old one release the resource. Once we are assuming the existence of transactions, we can do
something that had previously been forbidden: take resources away from running processes. When a conflict arises,
instead of killing the process making the request, we can kill the resource owner. Without transactions, killing a process
might have severe consequences. With transactions, these effects will vanish magically when the transaction dies.
Wound-wait: (we allow preemption & ancestor worship) If an old process wants a resource held by a young process, the
old one will preempt the young process – wounded and killed, restarts and wait. If a young process wants a resource held
by an old process, the young process will wait.
False Deadlock: One possible way to prevent false deadlock is to use
 the Lamport’s algorithm to provide global timing for the distributed systems.
 When the coordinator gets a message that leads to a suspect deadlock: It sends everybody a message saying ―I
just received a message with a timestamp 𝑇 which leads to deadlock. If anyone has a message for me with an
earlier timestamp, please send it immediately ―When every machine has replied, positively or negatively, the
coordinator will see that the deadlock has really occurred or not.
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A. Two-Phase Commit Protocol
The two-phase commit protocol has been widely used as the protocol in the distributed transaction management
environment. This protocol guarantees that the transaction is either successfully committed or not performed at all. The
protocol work in two phases.
 Two Transaction Managers request the same resource
For example, 𝑇𝐴 and 𝑇𝐵 are sub-transactions of a local transaction 𝑇, and they both need to request the same resource 𝑅 .
Due to two phase commit protocol, 𝑅 will be held by one of the two transaction managers 𝑇𝑀𝐴 or 𝑇𝑀𝐵 (maybe according
to the first come first serve mechanism). We assume 𝑇𝑀𝐴 for 𝑇𝐴 gets the lock for 𝑅, and then it votes its approval to the
coordinator saying that it is prepared. The coordinator now is waiting another participant 𝑇𝐵 ′𝑠 response. But TB requests
the same resource 𝑅 and must be blocked because 𝑅 is held by 𝑇𝐴 , so it must wait until 𝑇𝐴 release its lock. In fact, if
timeout period in phase one is not considered, 𝑇𝐴 will not release its lock until it receives the coordinator's final decision.
In this case, a wait-for cycle is formed and the guaranteed deadlock happens.

.
Fig1: Local Deadlock
Phase I : Prepare to Commit
 Transaction Co-ordinator 𝑇𝐶 is asking all the Transcation Manager 𝑇𝑀 of all the nested sub transaction
available on different nodes of the n/w to prepare themselves ; i.e. to make lock on the resources which they
needed.
 𝑇𝐴 request the Resource Manager 𝑅𝑀 for the resource 𝑅 if it is available, then it will be allocated to transaction
𝑇𝐴 . Then 𝑇𝐴 will lock the resource 𝑅
 𝑇𝐴 gets the lock for 𝑅
 𝑇𝐴 votes it approval to the 𝑇𝐶 saying that it is prepared.
 𝑇𝐶 now is waiting another participant 𝑇𝐵′𝑠 response. But 𝑇𝐵 has given the request for the same resource 𝑅 and
must be blocked because Resource 𝑅 is held by 𝑇𝐴 , so it must wait until 𝑇𝐴 release its lock.
 If Time out period in phase one is not considered, 𝑇𝐴 will not release its lock until it reaches the co-ordinator’s
final decision.
 In this case, wait for cycle is formed and the guaranteed deadlock happens because it is the case where two or
more participants request for the same resources.
Phase II
Transaction Co-ordinator 𝑇𝐶 sends a commit acknowledgement to all the participants (sub transaction) (i.e, 𝑇𝐴 and 𝑇𝐵
if all of them reach prepared state. Otherwise it tells all of them to rollback. Then all the Transaction Manager’s commit
or rollback as directed and return status to the Transaction Co-coordinator. As Resource 𝑅 is held by 𝑇𝐴 .So 𝑇𝐶 asks 𝑇𝐴
and 𝑇𝐵 to rollback.
This section describes deadlock in one nested transaction. This deadlock cannot be prevented and cannot be resolved
even if detected.
 More Resources in One local Transaction/ Several Resources are requested by two or more participants
The above describes two 𝑇𝑀 s request the same resource. We can easily extend it to more resources in one local
transaction. One 𝑇𝑀 is supposed to request more than one resource at one time, so if several resources are requested by
two or more participants simultaneously, deadlock is also inevitable [8](un avoidable). Let’s consider the distributed
transaction 𝑇1 and 𝑇2 , each with two sub-transactions 𝑇1𝐴 , 𝑇1𝐵 and 𝑇2𝐴 , 𝑇2𝐵 .

Fig2: Global Deadlock
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Phase I : Prepare to Commit
 𝑇1 asks 𝑇1𝐴 , 𝑇1𝐵 and 𝑇2 asks 𝑇2𝐴 , 𝑇2𝐵 to prepare their work respectively i.e. to make lock on the resources which
they needed.
 𝑇1𝐴 enters in prepare phase and request resource 𝑅1 and set it lock on 𝑅1 .
 𝑇2𝐵 enters in prepare phase and request resource 𝑅2 and set it lock on 𝑅2 .
 𝑇1𝐵 starts its work after receiving 𝑇1 ′𝑠 instruction and begin to execute 𝑅2 but it must wait for 𝑅2′ 𝑠 lock.
 𝑇2𝐴 , begin its work too and request 𝑅1 , but also needs to wait for 𝑅1′ 𝑠 lock
In the above scenario, resource request flow can be shown as:𝑇1𝐴

𝑤𝑎𝑖𝑡𝑠 𝑓𝑜𝑟

𝑇1′ 𝑠 final decision → 𝑇1

𝑤𝑎𝑖𝑡𝑠 𝑓𝑜𝑟

𝑇2′ 𝑠

𝑇1′ 𝑠 𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑜𝑓 𝑝ℎ𝑎𝑠𝑒 𝐼 → 𝑇1𝐵
𝐵

𝑤𝑎𝑖𝑡𝑠 𝑓𝑜𝑟

𝑇2𝐵 𝑡𝑜 𝑟𝑒𝑙𝑒𝑎𝑠𝑒 𝑅2

𝑇2′ 𝐴 𝑠

→ 𝑇2𝐵 𝑤𝑎𝑖𝑡𝑠 𝑓𝑜𝑟
final decision → 𝑇2 𝑤𝑎𝑖𝑡𝑠 𝑓𝑜𝑟
𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑜𝑓 𝑝ℎ𝑎𝑠𝑒 𝐼
→ 𝑇2𝐴 𝑤𝑎𝑖𝑡𝑠 𝑓𝑜𝑟 𝑇1𝐴 𝑡𝑜 𝑟𝑒𝑙𝑒𝑎𝑠𝑒 𝑅1
The above scenario describes how deadlock is inevitable (unavoidable) when different transactions concurrently
execute and have intersection of some common resources. As, we have seen that the wait-for graph cycle exists between
the two transaction 𝑇1 and 𝑇2 ,each with two sub-transactions 𝑇1𝐴 , 𝑇1𝐵 and 𝑇2𝐴 , 𝑇2𝐵 .Unlike the usual transaction
deadlocks, they often compete for several resources and each one holds a lock but waits for others. The simplest scenario
contains only one resource but no transaction can proceed. This is caused by the two-phase commit protocol; for each
sub-transaction has to compete for the same lock of resource in conflicting modes in phase I. So, it is obvious that the
deadlock cannot be simply prevented by usual way [18]. On the other hand, once this deadlock is detected, we can
simply choose one of the sub-transactions to abort or retry later, but it cannot solve the issue even the transaction aborts
entirely and restarts again(This is why we call it guaranteed deadlock).
B. Replica Based local Deadlock Prevention
Replica based mechanism is also used to prevent local deadlocks. The basic idea is to produce a replication of the
resource when more than one participants request it [8][19][20].Here the intelligent resource manager is used which is
responsible for allocating resources for every applicant. Every transaction has a unique transaction id, including subtransactions [8]. When a sub-transaction manager receives instruction from parent transaction manager/coordinator, it
keeps the root transaction id passed by its parent and produces its own sub-id. So every participant knows the root id and
we can distinguish if two sub-transactions belong to the same nested transaction. If two participants have the same root
id, we don't care which level they are on.
In this type of mechanism, resource manager 𝑅𝑀 first receives 𝑇1′𝑠 request and then 𝑇2 for the same resource 𝑅. Step
one, 𝑅𝑀 immediately caches the root transaction id from 𝑇1 , then it takes over 𝑇𝑀1′𝑠 request and sets a lock on 𝑅. Soon
𝑇2 comes. 𝑇2 asks for 𝑅𝑀 to request 𝑅 but it's already occupied by 𝑇1 . 𝑅𝑀 should not reject 𝑇2′𝑠 request but checks its
root transaction id first. It finds that more than one sub-transactions belong to the same local nested transaction, so it
caches 𝑇2′𝑠 request and then creates a duplication of resource 𝑅 (noted as 𝑅′ ). From now on, all requests from subtransactions with the same root id should operate on resource𝑅′ ). But this time 𝑇1 will not hold its lock until phase two. In
fact, 𝑅𝑀 will hold R's lock for root transaction and gives a new lock of R' to𝑇1 . 𝑇1 immediately commits its work on 𝑅′
and returns prepared information to the coordinator if no exception occurs. Now 𝑅𝑀 takes 𝑇2′𝑠 turn to occupy
resource 𝑅′ and work on it. After 𝑇2 commit, the coordinator sends the second phase instruction to commit all of their
works. 𝑇1 or 𝑇2 will pass this decision to 𝑅𝑀. 𝑅𝑀 writes 𝑅′ back to 𝑅 and release its lock. At the end, all the participants
return their final status to coordinator. On the other hand, if one of the participants cannot commit their work on
replica 𝑅′ ), it should vote negative information to the coordinator. Then the coordinator notices all the participants to
rollback their work. When 𝑅𝑀 receives this decision, it simply discards 𝑅′ ).and release the lock on 𝑅.

Fig3: Replica based mechanism for guaranteed deadlock [8]
C. Timestamps Based Restart Policy for Global Deadlock prevention
In this section, we describe global deadlock in distributed transaction environment. This is a more frequently
discussed topic, for it is a system level problem (e.g. competing hardware devices, computing resource or database
operation). Standard technology of deadlock avoidance expects sequentially resource access. For some resources, system
could declare the most amount of requirements in advance. This is a pessimistic static allocation algorithm that needs to
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exploit prior knowledge of transaction access patterns. If deadlock is allowed (e.g. it's rare to happen), detection and
resolution are the main issues we should consider [12]. Timeout-based detection guesses that a deadlock has occurred
whenever a transaction has been blocked for a long time. Wait-for graph is often used that if a circle exists in the graph,
the transactions are regarded as deadlocked. But it's not easy to implement on distributed nodes. To resolve deadlock, we
should choose a blocked transaction to be removed. For timeout-based detection, the blocked transaction can simply
abort itself if a timeout period reaches. The best way of breaking all circles in a wait-for graph is to find a type of
transactions with minimum conflicting cost. For example, we can choose the transaction that has done the least amount
of work. In distributed transaction environment, business transactions are usually provided with different functional
services. Each service is independent and already knows what resources it would request. That is to say, for every
transaction, it is appropriate to exploit prior knowledge of related resources. Based on this premise, it has been prove that
pre-assigning required resources should be a much efficient way to avoid global deadlocks.
To follow the two-phase commit protocol, we add a new phase called pre-check before every participant could
prepare their work. At the first stage, the coordinator delivers all the user's requests to the participants, then these
participants communicate with each resource managers to check the resources if they are available. If yes, the
participants will hold them at the same time and return OK to the coordinator. It can be seen as a try-lock phase that
means a transaction can go on if the resource lock is obtained, otherwise it should return false. After receiving all positive
feedback from participants, the coordinator will enter in the standard two-phase commit process.

Fig4: Global Deadlock Resolution [8]
V. DEADLOCK AVOIDANCE
In deadlock avoidance strategy, a resource is granted to a process only if the resulting state is safe. (A state is
safe if there is at least one execution sequence that allows all processes to run to completion.) Finally, in deadlock
detection strategy, resources are granted to a process without any check. Periodically (or whenever a request for a
resource has to wait) the status of resource allocation and pending requests is examined to determine if a set of processes
is deadlocked. This examination is performed by a deadlock detection algorithm. If a deadlock is discovered, the system
recovers from it by aborting one or more deadlocked processes. The suitability of a deadlock-handling strategy greatly
depends on the application. Both deadlock prevention and deadlock avoidance are conservative, overly cautious
strategies. They are preferred if deadlocks are frequent or if the occurrence of a deadlock is highly undesirable. In
contrast, deadlock detection is a lazy, optimistic strategy, which grants a resource to a request if the resource is available,
hoping that this will not lead to a deadlock.
For deadlock avoidance in distributed systems, a resource is granted to a process if the resulting global system
state is safe (the global state includes all the processes and resources of the distributed system). The following problems
make deadlock avoidance impractical in distributed systems:
(1) Because every site has to keep track of the global state of the system, huge storage capacity and extensive
communication ability are necessary.
(2) The process of checking for a safe global state must be mutually exclusive. Otherwise, if several sites concurrently
perform checks for a safe global state (each site for a different resource request), they may all find the state safe but the
net global state may not be safe. This restriction severely limits the concurrency and throughput of the system.
(3) Due to the large numbers of processes and resources, checking for safe states is computationally expensive.
VI. DEADLOCK DETECTION APPROACHES
Deadlock handling using the approach of deadlock detection entails addressing two basic issues: first, detection of
existing deadlock and, second, resolution of detected deadlocks.
A. Detection of deadlocks
Detection of deadlocks involves addressing two issues: maintenance of the WFG and searching of the WFG for
the presence of the cycles. Since, in distributed systems, a cycle may involve several sites, the search for cycles greatly
depends upon how the WFG of the system is represented across the system. Depending upon the way WFG information
is maintained and the search for cycles is carried out, there are centralized, distributed and the hierarchical algorithms for
deadlock detection in distributed systems [21].
A deadlock detection algorithm must satisfy the following two conditions:
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no undetected deadlocks: The algorithm must detect all existing deadlocks in a finite time. Once a deadlock has
occurred, the deadlock detection activity should continuously progress until the deadlock is detected. In other
words, after all wait-for dependencies for a deadlock have formed, the algorithm should not wait for any more
events to occur to detect the deadlock.
no false deadlocks: The algorithm should not report deadlocks that do not exist (called false deadlock). In
distributed systems where there is no global memory and there is no global clock, it is difficult to design a
correct deadlock detection algorithm because sites may obtain an out-of-date and inconsistent WFG of the
system. As a result, sites may detect a cycle that never existed but whose different segments existed in the
system at different times. This is the main reason why many deadlock detection algorithms reported in the
literature are incorrect.

B. Resolution /Recovery of a detected deadlock
When a detection algorithm determines that a deadlock exists, several alternatives exist. One possibility is to
inform the operator that a deadlock has occurred, and to let the operator deal with the deadlock manually. The other
possibility is to let the system recover from the deadlock automatically.
Deadlock resolution involves breaking existing wait-for dependencies between the processes to resolve the
deadlock. It involves rolling back one or more deadlocked processes and assigning their resources to blocked processes
so that they can resume execution. There are several deadlock detection algorithms that propagate information regarding
wait-for dependency along the edges of the wait-for graph. Therefore, when a wait-for dependency is broken, the
corresponding information should be immediately cleaned from the system. If this information is not cleaned in a timely
manner, it may result in a detection of false deadlocks.
C. Strengths and weaknesses of :
 Centralized algorithms. In centralized deadlock detection algorithms, a designated site, often called the control
site, has the responsibility of constructing the global state graph and searching it for cycles. The control site may
maintain the global state graph all the time, or it may build it whenever deadlock detection is to be carried out
by soliciting the local state graph from every site. Centralized algorithms are conceptually simple and are easy
to implement. Deadlock resolution is simple in these algorithms - the control site has the complete information
about the deadlock cycle, and it can optimally resolve the deadlock. However, because control is centralized at a
single site, centralized deadlock detection algorithms have a single point of failure. Communication links near
the control site are likely to be congested because the control site receives state graph information from all the
other sites. Also, the message traffic generated by deadlock detection activity is independent of the rate of
deadlock formation and the structure of deadlock cycles.
 Distributed algorithms: In distributed deadlock detection algorithms, the responsibility of detecting a global
deadlock is shared equally among the sites. The global state graph is spread over many sites, and several sites
participate in the detection of a global cycle. Unlike centralized algorithms, distributed algorithms are not
vulnerable to a single point of failure, and no site is swamped with deadlock detection activity. Deadlock
detection is initiated only if a waiting process is suspected to be part of a deadlock cycle. But deadlock
resolution is often cumbersome in distributed deadlock detection algorithms because several sites may detect the
same deadlock and may not be aware of other sites and/or processes involved in the deadlock. Distributed
algorithms are difficult to design because sites may collectively report the existence of a global cycle after
seeing its segments at different instants (though all the segments never existed simultaneously) due to the
system’s lack of globally shared memory. Also, proof of correctness is difficult for these algorithms.
 Hierarchical algorithms:In hierarchical deadlock detection algorithms, sites are arranged hierarchically, and a
site detects deadlocks involving only its descendant sites. To efficiently detect deadlocks, hierarchical
algorithms exploit access patterns local to a cluster of sites. They tend to get the best of both worlds: they have
no single point of failure (as centralized algorithms have), and a site is not bogged down by deadlock detection
activities that it is not concerned with (as sometimes happens in distributed algorithms). For efficiency, most
deadlocks should be localized to as few clusters as possible; the objective of hierarchical algorithms will be
defeated if most deadlocks span several clusters.
D. Different deadlock detection algorithms
In distributed algorithms all sites cooperate to detect a cycle in the state graph, which is distributed over several sites
of the system. Deadlock detection can be initiated whenever a process is forced to wait, and it can be initiated either by
the local site of the process or by the site where the process waits.
 Goldman’s algorithm. Goldman’s algorithm exchanges deadlock-related information in the form of an ordered
blocked process list (OBPL), in which each process (except the last) is blocked by its successor. The last process
in an OBPL may either be waiting to access a resource or be running. For example, OBPL 𝑃1 , 𝑃2 , 𝑃3 ,
𝑃4 𝑟𝑒𝑝𝑟𝑒𝑠𝑒𝑛𝑡𝑠 the state graph in Figure 5. The algorithm detects a deadlock by repeatedly expanding the
OBPL, appending the process that holds the resource needed by the last process in the list until either a deadlock
is discovered (that is, the last process is blocked by a process in the list) or the OBPL is discarded (the last
process is running). As an example, suppose in the system shown in Figure 6 process 𝑃1 , initiates deadlock
detection and sends OBPL 𝑃1 , 𝑃2 , to process 𝑃2 . When process𝑃2 , receives the OBPL, it appends 𝑃3 to the
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OBPL and sends the new OBPL 𝑃1 , 𝑃2 , 𝑃3 to 𝑃3 .Likewise 𝑃3 sends OBPL 𝑃1 , 𝑃2 , 𝑃3 , 𝑃4 to 𝑃4 and 𝑃4 sends
OBPL 𝑃1 , 𝑃2 , 𝑃3 , 𝑃4 , 𝑃5 to 𝑃5 . When 𝑃5 receives the OBPL, it discards the OBPL because it is not blocked.
Had 𝑃5 been blocked by a 𝑃1 , 𝑃2 , 𝑃3 𝑜𝑟 𝑃4, a deadlock would have been detected by 𝑃5 .

Fig 5: Example of OBPL

Fig 6: Example Goldman’s algorithm
An advantage of Goldman’s algorithm is that it does not require continuous maintenance of TWF graphs. It constructs an
OBPL whenever deadlock detection is to be carried out. However, it requires that every process have at most one
outstanding resource request.
 Isloor-Marsland algorithm. The ―online‖ deadlock detection algorithm of Isloor and Marsland‖ detects
deadlocks at the earliest possible instant - that is, at the time of making decisions about data allocation at the
concerned site. It is based on the concept of reachable set. The reachable set of a node in the state graph is the
set of all the nodes that can be reached from it. A process is deadlocked if the reachable set of the corresponding
node contains the node itself. The algorithm detects deadlocks by constructing reachable sets and checking
whether any node belongs to its own reachable set. To do this, every site maintains the system state graph and
reachable sets for each node in the state graph; the reachable sets are continually updated whenever edges are
added to or deleted from the state graph. Whenever a resource is allocated, a process is made to wait for a
resource, or whenever a process releases a resource, the corresponding information is broadcast to all other sites.
Therefore, if r changes per second occur in the state graph, then the algorithm requires r (N-I) messages per
second for deadlock detection. However, the messages are short because they contain only an update to the state
graph resulting from the execution of a request.
All distributed deadlock detection algorithms have a common goal -to detect cycles that span several sites in a
distributed manner - yet they differ in the ways they achieve this goal.
VII. CONCLUSIONS
Deadlocks are a fundamental problem in distributed systems. In distributed systems, a process may request
resources in any order, which may not know a priori, and a process can request a resource while holding others. If the
allocation sequence of process resources is not controlled in such environments, deadlock can occur. Deadlock can be
dealt with using any one of the following three strategies: deadlock prevention, deadlock avoidance, and deadlock
detection. Deadlock prevention is commonly achieved by either having a process acquire all the needed resources
simultaneously before it begins execution or by pre-empting a process that holds the needed resource. In the deadlock
avoidance approach to distributed systems, a resource is granted to a process if the resulting global system is safe.
Deadlock detection requires an examination of the status of the process- resources interaction for the presence of a
deadlock condition. To resolve the deadlock, we have to abort a deadlocked process. The paper reviews the literature of
the different deadlock prevention as well as the detection mechanisms.
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