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Abstract— Security is given paramount importance in modern computing world. It must be true with Wireless Sensor
Network (WSN) which is resource hungry. Moreover such networks run in hostile environment. As low-cost sensor
networks became ubiquitous and used in different real world applications, it became indispensable to have secure key
distribution mechanism in place. Of late, the usage of mobile agent assumed significance in communication networks
for dissemination of data or collection of data efficiently. Mobile agent is encapsulates software and data moves
autonomously from one node to another node in network. Thus it is found suitable for WSN to have cost-effective key
distribution. The key idea of using mobile agent is that it travels in a pre-defined path to reach sensor nodes in its
broadcasting range in order to distribute keys. In this paper we proposed a key distribution scheme that exploits the
concept of mobile agent. The scheme makes use of symmetric cryptography between nodes. However the key exchange
is made securely using asynchronous cryptography. The agent based key distribution has significance in this context
as it can serve sensor nodes in distributing keys. The analysis revealed that the proposed scheme is efficient in terms
of communication cost, computational cost, memory overhead and resilience against node capture attacks. Our NS2
simulations demonstrate the proof of concept. The results showed that the performance of the proposed scheme is
better than many existing schemes.
Keywords— Wireless Sensor Network, authentication, dynamic key distribution, mobile agent
I. INTRODUCTION
With innovations in electronics and computing technologies there is availability of low-cost sensing devices.
This has caused the ubiquitous nature of WSN which is widely used in military and civil applications. Sensor networks
are used in applications pertaining to health monitoring, study of animal and plant habitats, sensing natural calamities
such as earth quake, tsunami, and cyclones, detection of explosives, and traffic control to mention few. As the nodes in
WSN are resource hungry, they are vulnerable to attacks. To overcome security and privacy issues in WSN, an efficient
key management system is needed. Such scheme should not be resource intensive. Stated differently, highly energy
efficient key distribution scheme is needed to ensure longevity of WSN besides secure communications.
Generally key distribution involves key setup, initial distribution of keys, periodic key distribution and key
revocation to get rid of the usage of compromised keys. The key distribution approaches are broadly classified into static
and dynamic. In the static key distribution approaches keys are pre-loaded into sensor nodes before the network is
deployed. Once the network is in place, all nodes have shared keys and they can communicate securely. There is no key
update in the life of network. This approach has advantages such as no communication overhead after deployment and
base station is excluded from key management. Its downside includes the probability of compromising keys which
jeopardizes the interests of whole network and not suitable for dynamic WSN where nodes have mobility and there may
be new nodes added and existing ones removed.
To overcome the issues of static key management, dynamic key management approaches came into existence.
These schemes change master keys periodically so as to avoid known key attacks. The advantages of this scheme include
improved network survivability, resilience, and support for network expansion. Disadvantages include communication
overhead and demands highly efficient mechanisms for key distribution. The remainder of the paper is structured as
follows. Section II provides review of literature. Section III presents the proposed system in detail. Section IV presents
implementation details. Section V shows experimental results while section VI concludes the paper.
II. PROPOSED KEY DISTRIBUTION SCHEME
This section provides an overview of the proposed system model before presenting the proposed distribution
scheme.
A. System Model
In this model, WSN is considered with sensor nodes forming into number of clusters. These sensors are built for
particular purpose. They sense data from surroundings as per the purpose for which they are manufactured. Each cluster
in network is denoted as C(SN1, SN1, SN3,…). Each cluster has a special node with high energy sources. Such node is
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known as Cluster Head (CH). A SN can capture data from surroundings and send the data to CH. In turn the CH
communicates with base station. This is shown in Figure 1. The base station (BS) is considered to have rich energy and
computing resources. It is the important node in the network that can serve queries on the sensed data. With innovative
technologies that came up in the recent past, the BS can be connected to Internet server through gateway. Thus the whole
WSN can participate in the new networking world known as Internet of Things (IoT). IoT is an emerging technology
which makes use of many technologies in inter-disciplinary fashion. Thus WSN is going to play vital role in the real
world for remote surveillance, healthcare, military, house hold monitoring, monitoring of animal and plant habitats, and
even machine critical applications such as predication of cyclones, tsunami, earthquake and so on.

Fig.1. System Model
As shown in Fig 1, it is evident that the network has many things associated. They are known as Mobile Agent
Manager (MAM), Mobile Agent (MA), Sensor Node (sn), Cluster Head and Base Station. The MAM can be considered a
class of mobile agents. It can produce a mobile agent on demand. Then the mobile agent will start doing its intended
functionality in cost effective fashion besides being autonomous from its producer. Thus it is possible to have multiple
instances of mobile agents if required. We assume that one mobile agent instance is sufficient in the proposed model
which has limited number of sensor nodes. The mobile agent is the software composition of computer software which
can have its identification in the network. It can communicate with sensor nodes in the network. Moreover it can move
around the network repeatedly and serves its intended purpose of distributing keys. CH is responsible to sense data and
also collects sensed data from other SNs. Thus the collected data is taken by CH and sends it to BS. The BS is assumed
to have high computing and energy sources. This is the system model in which research is made in this paper to identify
ways and means to have secure key distribution. Moreover, the keys are updated periodically in order to prevent known
key and other attacks over WSN. When WSN is extended and integrated zith IoT infrastructure, it appears as shown in Fig 2.

Fig. 2 Integration of WSN with IoT to Achieve Precision Agriculture
As illustrated in Figure 2, the blue circles are set of 8 trees that are under surveillance of a sensor node of WSN.
All sensor nodes can have vital signs of trees and their needs to base station. Here the trees are things that can participate
in the network as they can introduce themselves with Radio Frequency Identification (RFID). The RFID can uniquely
identify things besides eliminating line of sight. The trees with RFID can help sensors to collect their data along with
virtual identities of trees. This way Internet of Things is helping physical world of trees to be integrated with digital
world of WSN and Internet. The BS is intern connected to Internet gateway and Internet. The people concerned with the
network can be at any corner of the world and gain access to the sensed data. Particularly this scenario is pertaining to
Precision Agriculture (PA) which is an inter-disciplinary approach which makes use of technologies to have real time
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monitoring of agricultural fields to optimize inputs and outputs. The point being made here is that the proposed key
distribution scheme can be used in this kind of scenario to protect communications in WSN. Since WSN can participate
in Iota, protecting its communications is indispensable. Though this paper is not related IoT, the scenario should provide
the context in which WSN can bestow value to the real word for real time monitoring of any target area.
As shown in Figure 1, the mobile agent is supposed to route through the network and provide public keys to
sensor nodes as and when needed. MA is assumed to be trusted and resource rich. It can compute complex operations as
well. MA moves according to a pre-defined path and provides public keys to sensors. Sensors are assumed to have
private key that can be used to decrypt cipher text or encrypted messages. The keys are disseminated within its
broadcasting range. The symmetric cryptographic approach is followed for ensuring secure communications. NS2
(Network Simulator) is a discrete event simulator that supports simulation of wireless networks such as WSN. The
notations used in the proposed model are presented in Table 1.
Table 1 Notations Used In The Proposed Scheme
NOTATION
DESCRIPTION
L
Network latency
S
Data to be transferred
R
Compression ration
B
Network bandwidth
C
Compression time
ID of ALICE
ID of BOB
P1,p2,q1,q2
Prime integers
N
Modulus of public and private key
ø(n)
Euler's totient function
E
Public key exponent
D
Private key exponent
Public key of BOB
Public key of ALICE
E
Encryption
C
Cipher text
P
Plain text
D
Decryption
Shared Key
Private Key of BOB
In the proposed model there is communication between sensor node and MA. Two sensor nodes also can
communicate each other securely by establishing a shared key. The mobile agent based secure key distribution is
explored in this paper. When sensor nodes have their private key and public key known, they are supposed to get the
public key of other node to which they need to communicate secure. For each sensor node public key is provided by MA.
Then the node named Alice gets the node Bob’s public key from MA. Then the two nodes can have mutual shared key.
The mechanism is presented in Fig 3.

Fig.3 Mobile Agent Based Key Distribution Scheme
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Prior to elaborating each step in the proposed key distribution scheme, here is the brief description of it. First of
all Alice sends her ID to Bob. Then Bob sends his ID to Alice. Thus two nodes are able to exchange IDs to each other.
Afterwards Alice or Bob can make a request to MA for other node’s public key. On receiving such request MA computes
public key of the node whose public key is requested. Then MA sends it to the node requested in secure fashion. Once
Alice gets public key of Bob, she can send encrypted message to Bob. Alice uses public key of Bob, the recipient, to
encrypt message. On receiving encrypted message from Alice, Bob uses his private key to decrypt the message. This is
the beauty of public key or symmetric key encryption where key sharing is avoided. Since the public key and private key
combination are with both sender and receiver there is no need to share a key in network on the fly which is vulnerable to
attacks. The graphical view of the process in which two keys are used for encryption and description is shown in Figure 3.
B. Obtaining Public Key of Neighbour from MA
Alice sends her ID to Bob.
X=( , )

(1)

After receiving Alice ID, Bob sends his ID to Alice.
Y=( , )

(2)

Alice sends request to MA for public key of Bob. For this Alice needs to choose two prime integers denoted as p1 and q1.
The request made by Alice is represented as follows. (X,p1,q1)

(3)

In the same fashion, Bob can also get public key of Alice from MA. For this, Bob sends request to MA for public key of
Alice. For this Bob needs to choose two prime integers denoted as p2 and q2. The request made by Alice is represented
as follows.
(Y,p2,q2)

(4)

MA on receiving a public key request from Alice or Bob computes n and ø where n denotes a value which is the
multiplication of p and q and ø denotes totient function.
n=pq
(5)
The totient function is computed as follows.
ø(n)=(p-1)(q-1)
(6)
where ø(n) is known as Euler’s totient function.
Then MA computes public key exponent e that much be a coprime number to ø(n) i.e. 0<e< ø(n). It also should satisfy
the condition Gcd(e, ø(n))=1 where Gcd is nothing but greatest common divisor. Thus correct public key exponent is
obtained.
C. Encryption
Alice or Bob can send encrypted messages to each other. For instance, Alice wants to send a message m to Bob. Then the
encryption process is denoted as follows.
C (m)=
mod n
(7)
where e is known as public key exponent and n is the one computed in equation (5). C(m) represents cipher text or the
encrypted message while m represents message. The whole encryption process is represented as follows.
C=E(
)
(8)
D. Decryption
After receiving encrypted message, Bob uses his private key to decrypt the message. The decryption process is done as
follows.
m(C)= mod n
(9)
where d is private key exponent of Bob which can be computed as follows.
d*e mod (ø(n))=1
The whole decryption process can be denoted as follows.
P=D(
,C)

(10)
(11)

III. IMPLEMENTATION AND RESULTS
The proposed scheme is implemented using NS2 which is a discrete event simulator widely used by computing
world across the world. The simulator supports different types of wired and wireless protocols to in simulated
environment. We have chosen this simulation tool as it can provide a means to test the proposed scheme in the laboratory
environment prior to implementing in the real world sensor networks.
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Table 2 Simulation Environment Used

The simulation environment is shown in Table 2. The proposed scheme is implemented and tested to
demonstrate the proof of concept. Many performance metrics are used to evaluate the proposed work.
A. Communication Overhead
It is a measure used to know how WSN causes overhead in communication. It is computed as follows.
Communication overhead = 2L +

+C

where L denotes network latency, S denotes data to be transferred, R denotes compression ratio, B denotes network
bandwidth and C denotes compression ratio.
B. Computation Overhead
It is the measure used to find out overhead pertaining to computations involved in key distribution scheme.
Excess or indirect or possible unnecessary computations cause overhead to WSN.
C. Memory Overhead
It is the measure used to know how much main memory is consumed by WSN for execution of proposed key
distribution scheme.
D. Resilience against Node Capture
It is the measure used to know the number of revealed rate of secret keys when a node is physically captured.
E. Results and Discussion
NS2 simulations are made with many experiments. The empirical study is made with 100 nodes to 1000 nodes
increasing by 100 gradually. The results of the proposed key management system is compared with existing works in
terms of computational overhead, communication overhead, memory overhead and resilience against node capture
attacks.
Table 3 Memory Usage (Bytes) Of Different Schemes
NUMBER
SAHINGOZ
NETWORK
PROPOSED
OF NODES
[18]
WIDE KEY
100
410
340
20
200
420
350
20
300
430
360
20
400
440
370
20
500
450
380
20
600
460
390
20
700
470
400
20
800
480
410
20
900
490
420
20
1000
500
430
20
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The results presented in Table 3, show the performance of proposed scheme and other schemes to which it is
compared. When number of nodes is increased, the memory usage is increases for the proposed scheme and Sahingoz [18]
scheme. Interestingly, this trend is not true with Network Wide Key scheme where only one key is used for the entire
network. It is consuming 20 bytes consistently when number of nodes is increased by 100 from initial 100 nodes to 1000
nodes. Therefore the Network Wide Key scheme outperforms all other schemes for the same reason. When the proposed
scheme is compared with that of [18], it is understood that the proposed scheme outperforms the scheme in [18]. The
memory consumed by the proposed scheme when number of nodes is 100 is 340 bytes while the scheme in [18]
consumes 410 bytes for the same. In the same fashion when number of nodes is 1000, the proposed scheme consumes
430 bytes while that of [18] consumes 500 bytes. This trend is apparent for different number of nodes presented. This
clearly indicates the efficiency of the proposed scheme with respect to optimal memory usage.

Fig. 4 Memory Usage Dynamics of Different Key Distribution Schemes
Three key distribution schemes, as shown in Figure 4, are compared with respect to memory usage. It is
understood that the Network Wide Key consumes very less memory as it make use of only one key for entire network.
Apart from that two other trends are visible. The first trend is that the memory usage is directly proportional to number of
nodes used in the simulation. The second trend is that the proposed scheme is consistently using less memory when
compared with the scheme in [18] with all number of nodes.
Table 4 Performance (Communication Overhead) Comparison Of Different Schemes
COMMUNICATION OVERHEAD IN BITS
NUMBER
SAHINGOZ
PROPOSED PUBLIC
OF NODES
[18]
KEY
100
1200
600
2700
200
1400
700
3000
300
1600
800
3500
400
1800
900
3700
500
2000
1000
4500
600
2200
1100
4800
700
2400
1200
5000
800
2600
1300
5300
900
2800
1400
6000
1000
3000
1500
6200
As shown in Table 4, the performance of three schemes is compared in terms of communication overhead. The
communication overhead results reveal that the number of nodes in the network has its influence on the key distribution
scheme. When the number of nodes is increases, the communication overhead is relatively increased. This trend is clearly
visible in all the schemes. The public key scheme is causing more communication overhead when compared to that of
proposed scheme and the scheme in [18]. The number of nodes is increased by 100 and the results are captured from 100
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to 1000 nodes. The proposed scheme is causing less overhead when compared with the other two schemes. The rationale
behind this is the optimization in the key distribution scheme which makes use of mobile agent. When 100 nodes are in
the network, the proposed scheme causes communication overhead in bits 600, scheme in [18] causes 1200 while the
public key scheme causes 2700. In the same fashion when the number of nodes is 1000, the proposed scheme, scheme in
[18] and public key scheme cause overhead such as 1500, 3000 and 6200 respectively. This trend is visible with all
experiments done with different number of nodes in WSN.

Fig.5 Number of Nodes vs. Communication Overhead for Different Schemes
The communication overhead, as shown in Figure 5, is more with public key scheme as it has more
communication messages involved. In the same fashion, the scheme in [18] causes less overhead when compared with
that of proposed scheme. When number of nodes is increased the communication overhead is also increased. The
communication overhead is measured in number of bits. When number nodes is 100, the communication overhead
caused by the three schemes is less while same is gradually increased when the number of nodes is increased by 100 till
it reaches 1000. The bottom line here is that number of nodes in the network has its influence on the communication
overhead and the proposed scheme outperforms other schemes studied. These insights are useful in making decisions
while using different security schemes.
Table 5 Shows Rate Of Compromised Keys In WSN
NUMBER
SAHINGOZ
NETWORK
OF NODES
[18]
PROPOSED WIDE KEY
100
1
0.09
0.08
200
1
0.07
0.05
300
1
0.03
0
400
1
0
0
500
1
0
0
600
1
0
0
700
1
0
0
800
1
0
0
900
1
0
0
1000
1
0
0
Rate of compromised keys, as shown in Table 5, reveals the fact that three schemes are compared with the
values for rate of compromised keys in WSN. The network wide key scheme has the rate 0.08 and 0.05 when the number
of nodes is 100 and 200 respectively. With all other experiments with different number of nodes it shows 0. In the same
fashion, the proposed method shows 0.09, 0.07, and 0.03 when number of nodes is 100, 200 and 300. For all other
experiments with different number of nodes, the proposed scheme shows 0. On the other hand, the scheme in [18] shows
1 as the rate of compromised keys in network for all experiments right from 100 nodes to 1000 nodes. Network wide key
scheme shows superior performance when compared with the other schemes. The proposed scheme performs better than
the scheme in [18].
© 2016, IJARCSSE All Rights Reserved

Page | 111

Kuchipudi et al., International Journal of Advanced Research in Computer Science and Software Engineering 6(11),
November- 2016, pp. 105-113

Fig.6 Rate of Compromised Keys in WSN
The rate of compromised nodes in WSN is presented in Figure 6. It is evident that the rate is high with the
scheme in [18]. There is comparable difference between the network wide scheme and the proposed scheme. The
proposed scheme shows better performance when compared with that of [18]. However, the performance of network
wide key is better than the other two schemes. The empirical results are considered for nodes 100 to 1000 incremented by
100 gradually. Interestingly the number nodes has no influence over the scheme in [18] as it shows same rate for all
range of nodes that is from 100 to 1000. This is not true with the other two schemes as they had varied performance when
number of nodes is increased. When nodes are beyond 200, the network wide key showed zero rate of compromised keys
while the proposed scheme does so when number of nodes is beyond 300.
IV. CONCLUSION AND FUTURE WORK
In this paper we have proposed a key management scheme for resource hungry WSN. The proposed scheme
employs mobile agent for secure key distribution. Mobile agent is software component which moves across a pre-defined
path in WSN to disseminate keys required by sensor nodes. As the concept of mobile agent is becoming an attractive
solution for data gathering of dissemination, in this paper, we proposed a mobile agent which is meant for key effective
distribution. Symmetric cryptography is preferred between nodes in the network. However the key exchange involved in
the symmetric approach leverages the presence of asymmetric cryptography that is used by nodes in order to have secure
key establishment.
The agent based key distribution has significance in this context as it can serve sensor nodes in distributing keys.
The analysis revealed that the proposed scheme is efficient in terms of communication cost, computational cost, memory
overhead and resilience against node capture attacks. We implemented the proposed scheme using NS2 simulations. The
results revealed that the scheme has comparable performance improvement over other schemes such as [18], public key
and network wide key in terms of communication overhead, memory overhead and the rate of compromised keys in
WSN.
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