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Abstractð The transmission of data and information through open channels such as the Internet, exposing them to 

danger by hackers So information security became a challenging and an important issue. This paper will offer An 

Improved system that provides huge capacity of embedding data and high security, this system combines Cryptography 

using RSA algorithm for encrypted text message and our proposed LSB technique; used for embedding text message 

via the colored image, the performance of the proposed system is evaluated using peak signal to noise ratio (PSNR) 

and histogram analysis. The simulation results show that; the proposed system provides high level of security and 

higher capacity of embedding text message. 
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I . INTRODUCTION  

The use of confidential communications by coded messages was the subject of practical application across. 

Ancient and modern history When Julius Caesar send letters to its leader was using the code Alphabet to ensure you do 

not know what the message should they occur in the hands of the enemy. In modern warfare is the use of symbols and 

codes to ensure that no secret information leaks to the enemy, as well as use codes and cipher by the security agencies for 

a number of Governments, the military and the diplomatic corps for the purpose of communication, there for in these 

days With the development of computer and expanding its use in different areas of life and work, transmission sensitive 

data and information through open Chanel, such as internet very important issue[11], So the information security and 

protection has become increasingly very important. 

 To treatment this issue different methods such as cryptography, steganography, coding, etc. have been used. 

The method of steganography is among the methods that have received attention in recent years [1]. The main goal of 

steganography is to hide information in the other cover media so that other person will not notice the presence of the 

information, in such a way that no one apart from the sender and intended recipient, suspects the existence of the 

message, this a form of security through obscurity. 

 The process which converts original data into the unreadable form is called encryption process. The encryption 

process is applied before transmission, and the decryption process is applied after receiving the encrypted data. 

Cryptography was introduced for making data secure. But alone cryptography cannot provide a better security approach 

because the scrambled message is still available to the eavesdropper [12]. There arises a need of data hiding, so here in 

this paper we proposed system using a combination of steganography and cryptography for improving the security. 
 

II .  SYMMETRIC  ENCRYPTION  AND ASYMMETRIC/PUBLIC  KEY  ENCRYPTION  

Symmetric encryption is the oldest and best-known technique. A secret key, which can be a number, a word, or 

just a string of random letters, is applied to the text of a message to change the content in a particular way. This might be 

as simple as shifting each letter by a number of places in the alphabet [4]. As long as both sender and recipient know the 

secret key, they can encrypt and decrypt all messages that use this key. The problem with secret keys is exchanging them 

over the Internet or a large network while preventing them from falling into the wrong hands. Anyone who knows the 

secret key can decrypt the message. One answer is asymmetric encryption, in which there are two related keys, a key pair. 

A public key is made freely available to anyone who might want to send you a message. A second, private key is kept 

secret, so that only you know it. Any message text, binary files, or documents that are encrypted by using the public key 

can only be decrypted by applying the same algorithm, but by using the matching private key, any message that is 

encrypted by using the private key can only be decrypted by using the matching public-key [4]. 

This means that you do not have to worry about passing public keys over the Internet (the keys are supposed to 

be public). A problem with asymmetric encryption, however, is that it is slower than symmetric encryption. It requires far 

more processing power to both encrypt and decrypt the content of the message, to achieve the security requirement, we 

need to have the following characteristics: 

¶ Encryption algorithm such that it became impossible to find the decryption key unless the encryption key and 

Encryption algorithm is available. 

¶ Public key encryption allows the use of digital signatures which enables the recipient of a message to verify that 

the message is truly from a particular sender. 

http://www.ijarcsse.com/
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III .    LSB (LEAST  SIGNIFICANT  BIT)  

LSB is common simple technique to embedding information in a cover image. LSB method uses a simple 

concept of replacing the last bit with the secret message that are least important with the bits of the secret information. 

The aim of the LSB is to transmit the secret information to the receiver without knowing to the intruder that the message 

is being passed [8]. The LSB uses a digital image, some people may choose a gray scale image, 8 bits per pixel are used 

or possibly another image format such as GIF [10]. The reason being is that posting of large images on the internet may 

arouse suspicion. whereas in a color image following RGB model, there are 24 bits/pixels, 8 bits assigned to each color 

components. An 800 × 600-pixel image, can thus store a total amount of 1,440,000 bits or 180,000 bytes of embedded 

data [9]. 

Suppose that we  a grid for 3 pixels of a 24-bit image can be as follows: (10010101 00001101 11001001 

10010110 00001111 11001011 10011111 00010000 11001011) , When the number 300, which binary representation is  

100101100, is embedded into the least significant bits of this part of the image, the resulting grid is as follows: 

(10010101 00001100 11001000 10010111 00001110 11001011 10011111 00010000 11001010) Although the number 

was embedded into the first 8 bytes of the grid, only the 5 bits needed to be changed according to the embedded message. 

On average, only half of the bits in an image will need to be modified to hide a secret message using the maximum cover 

size. Since there are 256 possible intensities of each primary color, changing the LSB of a pixel results in small changes 

in the intensity of the colors. These changes cannot be perceived by the human eye - thus the message is successfully 

hidden. With a well-chosen image, one can even hide the message in the least as well as second to least significant bit 

and still not see the difference [8]. The advantage of LSB embedding is its ease and many techniques use these methods 

[5]. 

 

IV .    IMPROVED  SYTEM  

The improved system combining both cryptography and steganography together to provides huge capacity of 

embedding data and high security, this system using RSA algorithm for encrypted text message and our proposed LSB 

technique; used for embedding text message via the colored images, the following algorithm describes main process 

phases of the improved system as shown in Fig. 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1 Main process phases of the proposed system 

 

Algorithm 

Input: Secret text message and cover image. 

Output: Stego-image and original text message. 

1) Input cover image for embedding Secret text message.  

2) Encryption of text message using RSA algorithm. 

3) Embedding encrypted message in cover image using proposed LSB embedding technique. 

4) Transformed Stego-image. 

5) Extraction of encrypted text message 

6) Decrypted text message using private key 

7) Finally get secret text message. 

 

A. RSA Encryption Process. 

RSA is an Internet encryption and authentication system based on a public key system that uses an algorithm 

developed in 1977 by Ron Rivest, Adi Shamir, and Leonard Adelman [13]. In this proposed System, asymmetric 

cryptography is used as it provides both public and private which it is more security. Cryptography covert message in 

cipher text form so that it is not possible for unauthorized party to understand it offers better integrity and no intermediate 

loss of data. We generate secret key or private key for transmitting data and receiver having that secret key can only 

access that data, so results in prevention of unauthorized access as shown in Fig. 2 The following is the procedure for 

generating a public and private key shown as follows. 
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1)   Choose two distinct primes p and q of approximately equal size so that their product n = p q is of the required 

length. 

2)    Compute ű(n) = (p-1) (q-1). 

3)    Choose a public exponent e, 1 < e < ű(n), which is coprime to ű(n), that is, gcd (e, ű(n)) =1. 

4)    Compute a private exponent d that satisfies the congruence ed ſ 1 (mod ű(n)). 

5)    Make the public key (n, e) available to others. Keep the private values d, p, q, and ű(n) secret. 

 

 

 

 

 

 

 

 

 

 

Fig. 2 RSA algorithm 

 

These definitions of the various symbols are listed below for convenience: 

¶ n = a modulus for modular arithmetic 

¶ ű (n) = the totient of n 

¶ e = an integer that is relatively prime to ű(n) 

¶ d = an integer that is the multiplicative inverse of e modulo ű(n) 

 

   So, in a public key cryptosystem, the sender encrypts the data using the public key of the receiver and uses an 

encryption algorithm that is also decided by the receiver and the receiver sends only the encryption algorithm and public 

key. But by using the public key, data can only be encrypted but not decrypted, and the data is only decrypted by the 

private key that only the receiver has. So, no one can hack our data [4]. 

 

B. Embedding process  

To enhance the embedded capacity and image quality we used our Proposed LSB technique for embedding text 

message in an image; this technique suggests that in this system is basically designed based on the original LSB method 

which that text message can be hidden in only 3-3-2 LSBSS of red, green, blue components respectively of each pixel, 

Proposed LSB technique works by substituted some of the bits in a given pixel with bits from the text image. When we 

attempt to hide our bits in text message then we need a sufficient amount of LSBs to hide our data in. These bits are 

existed in the RGB color image pixels. Each pixel has 3-chamals of components, red, green and blue each one has 8 bit. 

These channels can have a value between 0 and 255. suppose we have an image having pixel width 400 and 500 pixels 

height, then we'll have 400 x 500 x 3 = 600000 LSBs. Each character can be represented by 8 bits, then that image can 

hide 600000 / 8 = 75000 characters. the concept of the proposed for this technique is illustrated in Fig.3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3 The process of embedding secret data into the cover image using proposed LSB technique 
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Algorithm 

Input: Cover image and encrypted message. 

Output: Stego image. 

1) Convert the encrypted message into bit stream.  

2) Divide each byte (8 Bits) in text message into three segments bits in the form (3- 3- 2) and stored in a byte array. 

3) Convert cover image into bit stream. 

4) Loop through the RGB pixel of image.  

5) For each iteration get the LSBs of red color R1, R2 and R3; LSBs of green colour G1, G2 and G3, and LSBs of 

blue colour B1 and B2, then stored in a byte array.  

6) Make the LSBs of RGB positions equal to zeros, these bits will be used in hiding message.  

7) Perform XOR operation for each segment character (3-3-2) with LSB segments (3-3-2) in each RGB pixels. 

8) Get all the xored values of character segments in encrypted message with LSBs bits segments in cover image. 

9)  Replacing the LSBs bits of RGB positions, which equal to zeros with the values of XOR operation, thus each 

pixel can carry one-character from text message.  

10) To indicate that here we reached the end of the text. Place some terminating symbol to indicate end of text 

message.  

 

The embedding procedure of Advanced LSB based steganography is described by the following example: 

 

            

 

 

 

 

 

 

 

 

 

 

 

C. Extracting Process 

Algorithm for extracting the message: 

1) Stego- image received from the receiver  

2) Loop through the RGB pixel of image.  

3) For each iteration get the LSBs of red color R1, R2 and R3, LSBs of green colorG1, G2 and G3 and LSBs of blue 

colour B1 and B2, then attach it into an empty value. 

4) Reverse XOR operation of each LSBs segments values in stego-image pixels with each segments character (3-3-

2) 

5) Convert it back to character, and then add that character to the result text you are seeking. 

6) Finally, the secret message will be get. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.4 The process of embedding secret data into the cover image 

        One pixel with the RGB encoding       R                       G                     B 
1 0 0 1 0 1 0 1 0 0 0 0 1 1 0 1 1 1 0 0 1 0 0 1 

                                                             XOR each segment                                

The value for óAô  

1 0 0 0 0 0 1 1 
                                                                Values 

0 0 1 1 0 1 1 0 

                                        Replacing the LSBs bits of RGB positions, which equal to zeros with the values of XOR 
operation, thus each pixel can carry one-character from text message  

1 0 0 1 0 0 0 1 0 0 0 0 1 1 0 1 1 1 0 0 1 1 0 

 

Pixel of RGB cover image 

1 byte of encrypted message 

        Divided into 3 segments 

The xored values 

Pixel of stego-image 

RECEIVER 

Stego-Image received from the Sender 

Stego-Image 

Get LSBs of each pixel from stego-image 

Reverse XOR operation of each LSBs 
segments values in stego-image pixels 

with each segments character (3-3-2) 

Convert it back to character 

Apply RSA encryption 

 Get Secret message 



Najjar International Journal of Advanced Research in Computer Science and Software Engineering 6(10), 

October - 2016, pp. 146-153 

© 2016, IJARCSSE All Rights Reserved                                                                                                               Page | 150 

D. RSA Decryption the Message 

In decoding function, the pixel value from the encrypted secrete image are again inputted to the RSA decoding 

function by using private key pair (d, n) to obtain pixel value of original secrete message as follows: 

M = Cd   mod n. After execution of decoding function for every pixel, the secrete message or original message is created. 

Uses his private key (n, d) to compute m = cd mod n. 

Extracts the plaintext from the message representative m.  

 

V.  EXPERIMENTAL  RESULTS 

 

A. Implementation and result 

The work accomplished during this research is implemented in C#.net Firstly, public key encryption in RSA 

algorithm is  used which converts a text file in to a cipher text file, after that for adding a new layer of security called 

steganography, we used our proposed LSB technique for further enhancing the security of communication process and 

increased the capacity of data embedding. this act a robust system that employs cryptography and stenography together to 

improve the security of the information. The following screenshots present phases of implementation the system. 

                                                   Fig.5 Encryption by using RSA Algorithm. 

 

       Fig.6 Embedding Encrypted text by advanced LSB             Fig. 7 Extract the encrypted text file from stego-image 
 

 

 

 

 

 

 

 

 

 
 

 

 

 

Fig.8 Decryption the Message 
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The improved system has been implemented, for evaluated the three major properties of any image 

steganography technique: undetectability, level of security and capacity has been obtained, in order to characterize the 

strengths and weaknesses of the proposed technique. 

The true RGB color images used to test our proposed LSB technique as shown in Figure 9, which are C1, C2, 

C3 And C4 each of size 240 × 128. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.9 Image steganography testing example. 

 

B. MSE AND PSNR 

Before analysing the result of the improved system, we have to define some parameter by which we can 

understand the difference between the original and the manipulated image. Any processing applied to an image may 

cause an important loss of information or quality [6]. In the experimental phase, we have used the parameter PSNR (Peak 

Signal-to-Noise Ratio), MSE (Mean Squared Error) are standard measurement used in order to test the quality of the 

stego images. MSE measures the average of the squares of the errors. The error is the amount by which the pixelôs value 

implied by the stego image differs from the cover image. PSNR, define ratio between the maximum possible power of a 

signal and the power of corrupting noise that affects the fidelity of its representation. The signal in this case is the cover 

image, and the noise is the error introduced by bits of secret image. Higher the value of PSNR, more the quality of the 

stego image. Let us consider, the Mean Square Error (MSE) and Peak Signal to Noise Ratio (PSNR) [2] between the 

stego image and its corresponding cover image have been studied and given below as eq. 1 and 2. 

                 éééé... (1) 

Where, MSE is Mean Square Error, H and W are height, width and P (i, j) which represents the cover image and 

S (i, j) represents its corresponding stego image. 

                                      ééé.é. (2) 

Where, PSNR is peak signal to noise ratio, L is peak signal level for a color image have been taken as 255. In 

this technique of image steganography eight bits of data are embedded in 1 pixels of the cover image. 

The mean square error (MSE) and the peak signal to noise ratio (PSNR) for different stego images are shown in 

the Table I. 
 

Table 1. MSE and PSNR values for the Original and Stego images 

Original 

Image 

90KB  

Stego Image  

90KB 

MSE  

(%)  

PSNR  

(dB)  

Data 

Embedded  

(in bytes)  

Data 

Extracted (in 

bytes)  

C1 

(240Ĭ128) 

S1 

(240Ĭ128) 

0.05 61.5901572 1,548 bytes 1,548 bytes 
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C2 

(240Ĭ128) 

S2 

(240Ĭ128) 

0.08 59.1349599 2,752 bytes 2,752 bytes 

C3 

(240Ĭ128) 

S3 

(240Ĭ128) 

0.10 58.2649045 4,096 bytes 4,096 bytes 

C4 

(240Ĭ128) 

S4(240Ĭ128) 0.13 56.8774083 8,192 bytes 8,192 bytes 

 

The experimental work was done using MATLAB and in the experiment, we observed that the text messages 

were successfully embedded into the cover images, thus the difference between cover image and stego-image can hardly 

be distinguished after using the proposed LSB technique, the images that are taken for embedding message that it uses a 

lossless compression so the substitutions made during the whole process of LSB steganography is not lost. 

Our results as shown in Table I. indicate that the values of PSNR obtained are greater than 50 dB and MSE 

value is less than 1 i.e. higher Peak Signal to Noise Ratio (PSNR) and lower Mean Square errors (MSE) prove that the 

proposed technique has good quality of the stego images that is highly acceptable by the human visual system HVS, and 

how MSE increases and PSNR decreases by using larger number of text messages, in other word a smaller text size. 

embedding process introduces less perceptual distortion and higher PSNR. also, the size of the image has not changed 

after embedding. Furthermore, the secret information is also retrieved without encountering any loss of data. 

 

C. Histogram of Cover Images and Stego Images 

One of the best way of finding out a good steganography technique is the analysing the histogram of all stego 

image and then compare them with original one. The Histogram of our cover images and stego images shown in below 

fig.10. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

  

 

 

 

 

Fig. 10 Histogram of cover image and transformed stego image 


