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Abstract— In government organizations and in research institutions there is huge amount of data that need
privacy .And data privacy is becoming the big issue day by day. In this paper we will study method which will provide
privacy to sensitive data. The method called fuzzy fingerprints and DLD (Data leak Detection) are the techniques
which provide privacy to sensitive data and leaks if any. t-closeness technique is used to make Fuzzy Fingerprints.
Privacy preserving data-leak detection (DLD) solution is used to solve the issue of special set of sensitive data digests.
It enables the owner of data to safely give the detection operation to a semi-honest provider without revealing the
sensitive data to the provider.
Index Terms- Fuzzy Fingerprints, Data leak, Sensitive Data, Privacy
I. INTRODUCTION
According to various reports from Risk Based Security, the number of leaked sensitive data records has increased
dramatically. Attacks, inadvertent leaks, and human mistakes lead to the data-leak incidents. Detecting and preventing
data leaks requires total solutions, which may include data-leak detection [1].
Fuzzy fingerprint technique enhances data privacy during data-leak detection operations [5]. It enables the data
owner to securely give the content-inspection task to DLD providers without exposing the sensitive data. In detection
procedure, the data owner compute fuzzy fingerprints from the sensitive data and then discloses only a small amount of
data to the DLD provider [3] who is semi-honest. The DLD provider computes fingerprints from network traffic and
identifies potential leaks in them. Using detection method, the DLD provider, who is modeled as an honest-but-curious
(semi-honest) provider, can only get limited knowledge about the sensitive data from either the released digests, or the
content being inspected [2].
II. RELATED WORK
Now a day‟s privacy of sensitive information is big issue. In the previous research they used the different techniques
and algorithms to give privacy to sensitive data, but it is still necessary to improve their performance in terms of accuracy
rate because they got failed to provide good output.
Also, the previously proposed technique l-diversity does not support reverse engineering. While using l-diversity
method there are more chances of leakage of sensitive data than t-closeness technique.
III. PROPOSED RESEARCH
In this paper, data leak detection solution is provided for the privacy of sensitive data. Fuzzy fingerprints is one of the
most important term in data leak detection method. In the proposed methodology data is presented in tabular form. From
the table sensitive data and non-sensitive data fields are differentiated. for e.g. an organisation having data of person
having data fields name, age, address, account no. etc. In this name, age, and address are non-sensitive data fields and
account no. is sensitive data field. After retrieving sensitive data field, we compute fuzzy fingerprints from sensitive data
fields. These fuzzy fingerprints are computed using t-closeness. In previous method, fuzzy fingerprints were computed
using l-diversity technique which has some disadvantages. t-closeness is successor of l-diversity technique. Fuzzy
fingerprints of sensitive data organization can safely give to semi-honest provider who can find the data leaks if any.
The diagrammatic representation of the data leak detection method is given below
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IV. PROPOSED MODEL AND OVERVIWE
In the privacy preserving data model there are two most important players
1. The Organization
2. Data leak detection (DLD) provider
1.

The Organization
The Organisation is a data owner who has sensitive data which need privacy and give permission to the Data Leak
Detection (DLD) provider to inspect the data contents but the organisation does not want to disclose the information to
DLD providers.
2. DLD provider
DLD providers inspect the sensitive data and inform the organisation that if any data leak is present or not. While
inspecting for the data leaks the DLD provider may try to get the sensitive (Private) information, to prevent this only the
organisation make fuzzy fingerprints of the sensitive data which he want to inspected using t-closeness method. And if
DLD provider found any data leak then it will send alerts to the organisation.

1.
2.

V. EXPECTED OUTCOME
t-closeness method will provide full privacy and security to sensitive data fields.
DLD server will send information about the data leaks if any.

VI. CONCLUSION
Fuzzy fingerprint and a privacy-preserving data-leak detection model provide privacy to data contents. Using special
digests, the exposure of the sensitive data is kept to a minimum during the detection. Fuzzy fingerprints which are
designed using t-closeness method provide more security and privacy to sensitive data than l-diversity method.
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