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Abstract— This paper proposed simple algorithm to encrypt and decrypt the grey level image base on the random
number generation. The image encrypt by changing the position of each pixel in the original image without changing
the value of grey level. The original image reads row by row pixel by pixel each pixel will take a new position in
encrypt image. The new position chose based on random number generation from the random number generators.
The key will generate during the encryption process. The key that will used to decrypt image, it will generate as a
matrix. The key saves the position of each pixel in encrypt image. The encrypted image will decrypt by using the key.
Each pixel in encrypt image return back to its first position in decrypt image position that saved in key then the
decrypt image builds. The function “Rand” in Matlab is used to generate the random numbers that need to scramble
the image.
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I. INTRODUCTION
The importance of digital image security, increased especially after the networking, internet development and modern
communication media. Many decryption algorithms studied to develop processes of encryption and decryption [1]. In
internet there are much weakness points of attack and the information these transfers throw the network have to be secret
and protected against the attacker [2]. The encryption of data is used to transmit data in safety way through the internet
and networks [3]. Many research used different algorithm have been proposed in image encryption in last two decades
[8-16]. Encryption of imagery means that make the image something that not understanding or not easy to understand
[17]. If the hacker catches the image he/she will not know what this image. The image encryption uses two basic methods:
replacement methods or scrambling methods. The first one is changing the value of the pixel in the original image. The
scrambling is changing the position of the pixel in original image that make the original image difficult to recognize by
an attacker. The only user who has the key can access the content of the original image and can rebuild the original
image. Scrambling methods based on permuting coordinates of pixels. This kind of methods usually uses the following
steps to scramble an image: (1) construct a matrix with the same size of the image to be scrambled (the matrix size is
denoted as s) and every element in it is assigned different natural number from 0 to s-1; (2) the generated matrix is
mapped to the image matrix row by row and column by column, where every element’s value in the generated matrix is
as the coordinate of the corresponding pixel in image matrix; (3) move every pixel to the next position, if the mapped
pixel coordinate is x, then move the pixel into the position with the mapped coordinate (x+1) mod s. In these methods,
the key step is to generate a matrix as Coordinate shifting path. [4].Image is scrambling disarrange pixel position or pixel
color in order to make it unrecognizable and finding the algorithm to rebuild the original image. [5] Two types of
scrambling one base on 2D matrix transformation and other is based on 2D Arnold transformation [7].Many researchers
are studying the different ways and techniques that be used to encrypt the image [8-16]. In this paper new technique has
been suggested to encrypt a grey level value image by using transportation technique and scrambling the image pixel.
II. LITERATURES REVIEW
[8] In this paper, a novel data hiding mechanism based on the application of the Rubik’s cubic algorithm is proposed to
achieve the aforementioned goals. The characteristic of our proposed data hiding mechanism is that it possesses the
advantages of reversibility and good visual quality. The Arnold cat map method is also studied in this paper. A
comparative analysis of both the methods is done in this paper.
[9] A new image scrambling concept is proposed in this paper. To encrypt an image with the help of image scrambling
method, security of an image is improved by the even better encryption method. That’s what is done in this paper by
using multi area scrambling concept by choosing various transform coefficients, which creates a dilemma for the attacker
& hence leads to difficulty in deciphering the image since we are not using unique transform coefficients. Statistical
results and image shows that extended proposed algorithm is more efficient & hence can be used as digital image
information hiding tool i.e. for watermarks. For different attacks, it also shows excellent robust effect which does not
affect the original quality of an image, hence can also be used in medical image processing. Hence the above proposed
method is extensively used because of its simple mathematical structure.
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[10] The proposed digital image scrambling algorithm based on chaotic sequence and decomposition and recombination
of pixel values is able to simultaneously scramble pixel positions and pixel values of images. Through de- composition
and recombination of pixels, the algorithm scrambles pixel positions and change pixel values. During recombination, of
pixel values are avoided By conversion of number systems. Apart from disordering pixel positions and changing pixel
values, this algorithm is able to disuse errors, i.e. it is capable of spreading the errors in a particular area of the whole
image in the form of noise. From the experimental results, we see that our method is indeed resistant to attacks and
relatively safe.
[11] used spiral filling of bits to design image scrambling algorithm. The proposed algorithm able to recover the
scrambling images without distortion. The scrambling image pixel values have a homogeneous distribution and the pixel
value distribution of the recovered images and the original image is the same. Pixel position switching algorithm
proposed in this image scrambling. Realize the algorithm is easy with simple, efficient, with low security. But the
security of this algorithm can be enhanced by combined with the existing image scrambling method base on pixel grey
value transformation.
[12] this method based on unauthorized access to the image by converting it into another format which is difficult to
understood by another user except the one who has the authority to use the image. This software gives the authority to the
user to keep his images protected which are meant for private purpose. Even the user has the authority and authentication
for image usage, the scrambled images are difficult to decode. Hence this application has high security and low
complexity of for estimating such a sequence to unscramble the image will be practically impossible because the size of
the M-Sequence matrix is larger and random.
In [13] new algorithm proposed base on Rubik’s cube rotation and logistic system, it changes the size of the image and
partition this image to six blocks the cube is generated this blocks. 25 steps are used to rotate the cube. A chaotic system
is used in controlled different methods to rotate these cubes.
In [14] this algorithm changes the grey image to one dimensional vector and does the scrambling on this vector. This
algorithm is simple to realize in software and hardware. it will give better result if executed more than one.
In [15] new algorithm suggests it scramble the image on full array and combine the scrambling and LSB algorithm. The
experiment shows that the algorithm has high performance on the internet and high performance in information hiding.
In [16] proposed algorithm is used to chaotic map to discretised real value generation. Experimental tests are carried out
with detailed numerical analysis, which demonstrates that the proposed scrambling algorithm it’s fast and secure.
III. METHODOLOGY
The methodology of this algorithm will create, encrypt image with a secret key in encrypt process and create decrypt
image in decrypting process. Two algorithms are suggested one for the encrypt original image, second is for decrypt
image. The original image will read row by row. The encrypted image will build randomly and the decrypt image will
rebuild row by row. In encrypt processing two random number generates for each pixel one for the row the range of this
number starts from 1 to the total number of rows and the following equation to generate the number from a two b. a=1
and b= total number of rows. (Matlab 2011a is used to generate the random numbers)
n1=round ((b-a). *rand+a);The second number of the columns in the range of these numbers start from 1 to total
numbers of columns and the same equation use to generate numbers from 1 to see when c equals the total amount of
columns.
The Algorithm that used to encrypt the image include the following steps:
1- Input original image
2- Find the size of the original image (the total number of rows and column)
3- Point to the first pixel in the original image.
4- Let counter equal to 1.
5- Generate new position of the current pixel in the encrypt image by generating two random (n1, n2) numbers,
one for row the other for the column.
6- While the new position of encrypt image is generated before go to step 4 otherwise go to step6.
7- Save the value of n1 in the array k1 (counter).
8- Save the value of n2 in the array k2 (counter).
9- The current pixel of the original image will take the position (n1, n2) in encrypt image.
10- While all the pixels of original image finished, go to 13 otherwise go to 10
11- Point the next pixel in the original image.
12- Increment counter by 1
13- Go to step 5
14- End
Decryption algorithm
1- Input the encrypt image
2- Input the key k1 & k2
3- Set counter equal to 1
4- Point to the first pixel of the decrypt image
5- n1=k (counter)
6- n2=k2 (counter).
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Get the value of the position (n1, n2) from the encrypt image and put it in the current position of decrypt image
While the counter is not the last position of k1 and k2 go to 9 otherwise go to 13
begin
Increase counter by one
Point to the next pixel of encrypt image
Go to 5
end
end

Practical example
To make the algorithm more clear, we will apply an algorithm for this segment of the image the pixel of the original
image will scramble to build the encrypt image.

Explaining of Encryption
The original image will read row by row. The first pixel in the original image will use to build the first pixel in encrypt
image by changing the position. The new position of the pixel will chose randomly by generating two random numbers
(n1, n2), when n1 represent the row number for a new position and n2 represent the column number of new positions. In
our example the first pixel of the original image in position (1,1) when position is read like (row_number,
column_number) include the element “A” ”, two random number will generate (n1, n2) in our example “n1=3” and
“n2=2” the new position of the element “A” in encrypt image is (2,3). Two arrays (k1, k2) will use to save the new
positions for each pixel and they will use as a key in decryption process. The first position of k1 will include the value of
n1 in our example k1 (1) = 2. First position of k2 will include the value of n2 in our example k2 (1) = 3. For the next
pixel of original image (1,2) (read image row by row) include element “B”. Two random numbers generated “n1=1” and
“n2=3” the new position of the pixel is (1,3). K1 (2) =1, K2 (2) =3. The same procedure will do for all pixels. We will
get:
K1 [3 1 1 3 2 2 2 1 3]
K2 [2 3 1 3 3 1 2 2 1]
Decryption process
Initial c=1In this process the decrypt image will build row by row.The first pixel in decrypt image (1,1) will take the
value of position (b1, b2) when “b1=k (c) & “b2=k2 (c) “ in our example b1=3 and b2=2. The element of position (3,2)
in encrypt image is “A”. “A” will be the first element of decrypt image position (1,1). Increase c by 1. Built the second
pixel of decrypt image in position (1,2). Now c = 2, b1=1 and b2=3, the element of position (1,3) in encrypt image is
“B”.B will be the second element of decrypt image. Increase c by 1. The same procedure will do for all pixels till last
element of k1, k2.
IV. EXPERIMENT AND RESULTS
The proposed algorithm is implemented by Matlab. Three grey level images with different size and type has been
selected. The result of each image implementation are shown in figures (1,2,3)
The image have been selected are shown in table 1:
TABLE I
Image Name
Image Type Image Size
Cameraman
TIF
256*256
Mandi
TIF
3039*2014
Lifting body
PNG
512*512

Fig. 1 Result of proposed algorithm implementation on image (cameraman.tif, 256*256)
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Fig. 2 result of implement the algorithm on image(mandi.tif, 3039*2014)

Fig. 3 result of implement the algorithm in (liftingbody.png, 512*512)
From the histogram of each image in three cases (original image, encrypt the image and decrypt image) are showing that
there is no change of the grey value only the change in position only. We get the decrypt image without any noise or
damage. The algorithm implemented successfully the encrypt image is not understood. The decrypt image is clear
without noise.
V. CONCLUSIONS
This algorithm is used to encrypt and decrypt the grey level image.it reads the original image, then scrambling the pixel
position the scrambling methods base on random number generation. The function and in Matlab is used to generate the
random numbers.This algorithm can use for different grey level image with different size. The key is represented in a one
dimensional array for row and one dimensional array of columns. The decrypt image is clear without any noise. The
algorithm is implemented successfully for different image size and types.
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