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Abstract— Vehicular ad hoc networks (VANETs) are dynamic wireless networks without any infrastructure. The
dynamic topology of VANET allows nodes to join and leave the network at any point of time. Wireless VANET is
particularly vulnerable due to its fundamental characteristics such as open medium, dynamic topology, distributed
cooperation and constrained capability. So security in VANET is a complex issue. This paper analyzes the blackhole
attack which is one of the possible attacks in ad hoc networks. In a blackhole attack, a malicious node impersonates a
destination node by sending a spoofed route reply packet to a source node that initiates a route discovery. By doing
this, the malicious node can deprive the traffic from the source node. In order to prevent this kind of attack, it is
crucial to detect the abnormality occurs during the attack. In this paper, we propose a secure ad hoc on demand vector
routing protocol against blackhole attack (SAODV) which detect and prevent the blackhole attack in Vehicular ad hoc
network. The proposed modification in AODV protocol against blackhole attack improves the performance of AODV
protocol. The packet delivery ratio, average end-to-end delay, routing overhead and normalized routing overhead
improves in SAODV protocol. The simulation results show the effectiveness of our proposed modification.
Keywords: VANET, AODV; Black hole attack; packet delivery ratio;
Throughput; RREQ; RREP; RERR.
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I. INTRODUCTION
An ad-hoc network has a certain characteristics, which imposes new demands on the routing protocol. The most
important characteristics are the dynamic topology, which is a consequence of node mobility. Nodes can change position
quite frequently, which means that we need a routing protocol that quickly adapts to topology changes. The node in an
ad-hoc network can consist of laptops and personal digital assistants and are often very limited in resources such as CPU
capacity, storage capacity, battery power and bandwidth, so the routing protocol should try to minimize control traffic,
such as periodic update messages. Instead the routing protocol should be reactive, thus only calculate routes upon
receiving a specific request. To be effective, the routing protocols have to
1) Keep the routing table up-to-date and reasonably small,
2) Choose the best route for given destination (e.g., in terms of number of hops, reliability, throughput and cost) and
3) Converge within an exchange of a small amount of messages [8].
A Vehicular ad-hoc network [8] is an autonomous system of Vehicular hosts connected with each other using multihop wireless links. There is no static infrastructure such as base stations, each node in the network acts as a router,
forwarding data packets for other nodes, which in such a network move arbitrarily thus network topology changes
frequently and unpredictably. Nodes are free to move, independent of each other, topology of such networks keep on
changing dynamically which makes routing much difficult, therefore routing is one of the most concerns areas in these
networks. Normal routing protocol which works well in fixed networks does not show same performance in Vehicular
Ad-hoc Networks. In these networks routing protocols should be more dynamic so that they quickly respond to
topological changes . If two hosts are not within radio range, all message communication between them must pass
through one or more intermediate hosts that double as routers. The hosts are free to move around randomly, thus
changing the network topology dynamically. Thus routing protocols must be adaptive and able to maintain routes in spite
of the changing network connectivity. Such networks are very useful in military and other tactical applications such as
emergency rescue or exploration missions, where cellular infrastructure is unavailable or unreliable.
Commercial applications are also likely where there is a need for ubiquitous communication services without the
presence or use of a fixed infrastructure; Examples include conferencing applications, networking intelligent devices or
sensors etc.
II. ANALYSIS OF AODV PROTOCOL
The AODV protocol builds on the DSDV algorithm .it is an on demand routing algorithm[3]. But in contrast to DSR it
is a not source based routing scheme rather every hop of a route maintains the next hop information by its own.
Operation of the protocol is divided into two functions, route discovery & route maintenance. At first all the nodes send
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hello message on its interface and receive hello message from its neighbors. This process repeats periodically to
determine neighbor connectivity .when a route is needed is to some destination, the protocols start route discovery .It
uses two term route request & route reply. This RREP packet is unicast to the next node on RREP path. The intermediate
node on receiving the RREP packet make reversal of path set by the RREQ packet. As soon as RREP packet is received
by the source, it starts data transmission on the forward path set by RREP packet. Sometimes while data transmission is
going on, if path break occurs due to mobility of node out of coverage area of nodes on the active path, data packets will
be lost. When the network traffic requires real time delivery (voice, for instance), dropping data packets at the
intermediate nodes can be costly. Likewise, if the session is a best effort, TCP connection, packet drops may lead to slow
start, timeout, and throughput degradation. It is crucial for AODV to properly handle the sequence numbers A node has
to update its own sequence number in two cases: AODV defines three types of control messages for route maintenance as
shown in figure 1.
 RREQ- A route request message is transmitted by a node requiring a route to a node. As an optimization AODV
uses an expanding ring technique when flooding these messages. Every RREQ carries a time to live (TTL) value
that states for how many hops this message should be forwarded.
 RREP- A route reply message is unicast back to the originator of a RREQ if the receiver is either the node using
the requested address, or it has a valid route to the requested address.
 RERR- Nodes monitor the link status of next hops in active routes. When a link breakage in an active route is
detected, a RERR message is used to notify other nodes of
the loss of the link. In order to enable this reporting mechanism, each node keeps a “precursor list”, containing the IP
address for each its neighbors that are likely to use it as a next hop towards each destination

Figure 1: RREQ-RREP in AODV
Routing protocols are exposed to a variety of attacks. Black hole attack [6],[7],[18] is one such attack and a kind of
Denial Of Service (DoS)in which a malicious node makes use of the vulnerabilities of the route discovery packets of the
routing protocol to advertise itself as having the shortest path to the node whose packets it wants to intercept . This attack
aims at modifying the routing protocol so that traffic flows through a specific node controlled by the attacker. During the
Route Discovery process, the source node sends RREQ packets to the intermediate nodes to find fresh path to the
intended destination. Malicious nodes respond immediately to the source node as these nodes do not refer the routing
table. The source node assumes that the route discovery process is complete, ignores other RREP messages from other
nodes and selects the path through the malicious node to route the data packets. The malicious node does this by
assigning a high sequence number to the reply packet. The attacker now drops the received messages instead of relaying
them as the protocol requires. As an example, consider the following scenario in figure 4. We illustrate a typical scenario
of the protocol packet exchanges, depicting the generation and traversal of RREQ and RREP control messages. The node
S is assumed to be the source node desiring to communicate with node D. Thus, as per the explanation earlier, node S
would generate the RREQ control message and broadcast it. The broadcasted RREQ control message is expected to be
received by the nodes 1, 2 and 3. Assuming that the node 3 has a route to node D in its route table, the node 3 would
generate a RREP control message and update its routing table with the accumulated hop count and the destination
sequence number of the destination node. Destination Sequence Number [10] is a 32-bit integer associated with every
route and is used to decide the freshness of a particular route. The larger the sequence number, the fresher is the route [4].
Node 3 will now send it to node. Since node 1 and node 2 do not have a route to node D, they would again broadcast the
RREQ control message. RREQ control message broadcasted by node 3 is also expected to be received by node M
(assumed to be a malicious node). Thus, node M being malicious node, would generate a false RREP control message
and send it to node 3 with a very high destination sequence number, that subsequently would be sent to the node S.
However, since, the destination sequence number is high, the route from node 3 will be considered to be fresher and
hence node S would start sending data packets to node 3. Node 3 would send the same to the malicious eventually reach
node D (destination node), which would generate RREP control message and route it back. However, since the node S
has a RREP control message with higher destination sequence number to that route, node S will ignore two genuine
RREP control messages. If any link is disconnected during the transfer of packets then RERR control message is
generated. For every RREP control message received, the source node would first check whether it has an entry for the
destination in the route table or not. If it finds one, the source node would check whether the destination sequence
number in the incoming control message is higher than one it sent last in the RREQ or not. If the destination sequence
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number is higher, the source node will update its routing table with the new RREP control message; otherwise the RREP
control message will be discarded. In Route Maintenance phase, if a node finds a link break or failure, then it sends
RERR message to all the nodes that uses the route.

Figure 2: Protocol Packet Exchange
III. PROPOSED SAODV
In proposed solution, we modified the working of the source node in AODV protocol, using recvReply() and sendReply()
function. When a packet is received by the “recv” function of the AODV protocol, it processes the packets based on its
type. If packet type is any of the many AODV route management packets, it sends the packet to the receive AODV
function. If the received packet is a data packet, normally AODV protocol sends it to the destination address, but
behaving as a Black Hole it drops all data packets as long as the packet does not come to itself. In the code below, the
first “if” condition provides the node to receive data packets if it is the destination. The “else” condition drops all
remaining packets.
IV.
SIMULATION ENVIRONMENTS
To evaluate the effectiveness of the proposed scheme, we simulated the scheme in NS-2 [13]. The simulation parameters
are listed in Table 1. We implement the random waypoint movement model for the simulation, in which a node starts at a
random position, waits for the pause time, and then moves to another random position with a velocity chosen between 0
m/s and the maximum simulation speed. Here, we assume that the blackhole attack take place after the attacking node
received RREQ for the destination node that it is going to impersonate. We also assume that the communication started
from a source node to a destination node and the node numbers of the source node, destination node and attacking node
are 0, 1 and 9, respectively, as shown in Figure 5 (for 10 nodes). We have carried out the simulation by considering the
different number of nodes 10, 15, 20, 25, and 30. First, we investigate the packet delivery ratio of packet from source
node 0 to destination node 1 in case there are connections from other nodes to the destination node. For the experiment,
in Figure 2, nodes which are selected randomly from 2 to 8 (for 10 nodes), 2 to 18 (for 20 nodes) etc. (except the source
node, destination node, and attacking node) generate traffic toward the destination node. Here, we perform experiment by
changing the number of nodes generating the traffic from one to nine.
Table 1: Values of RREQ and RREP
Simulator
Ns-2(version 2.32)
Simulation Time
500 (s)
Number of Vehicular
10, 15,20,25,30
Nodes
Topology
750 * 750 (m)
Routing Protocol
AODV, IAODV-BH
Traffic
Constant Bit Rate
(CBR)
Pause Time
10
(m/s)
Max Speed
20 (m/s)
No of Malicious Node
1
NodeNode

Figure 3 Packet delivery ratio
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V. RESULTS
To evaluate the Packet Delivery Ratio, End-to-End Delay Routing Overhead and Normalized Routing Overhead;
simulation is done with varying number of nodes. Figure 3 shows the graph for packet delivery ratio for network size
(number of nodes) is varying
VI. CONCLUSION
Blackhole attack is one of the most important security problems in VANET. It is an attack that a malicious node
impersonates a destination node by sending forged RREP to a source node that initiates route discovery, and
consequently deprives data traffic from the source node. In this paper, we have analysed the blackhole attack and
introduced the feature in order to define the normal state of the network. We have presented a new modification in
AODV protocol i.e. SAODV which shows significant effectiveness in detecting and preventing the blackhole attack.
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