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Abstract: Keymanagementintheadhoc network isancrucial issue concerning the security of thegroup communication.
There are three categories forclassifyingGroup key management protocols; centralized,decentralized and distributed.
By establishing key managementprotocol, appropriate solution can be provide to services like data
confidentialityauthentication, data integrity. This paper dealswith anmethod for designing and analyzing theregionbased Group key management protocols for scalableandreconfigurable group key management in Mobile
AdHocNetworks (MANETs). The main problem of centralizedkey management protocols is about data security
ongroup communication. To overwhelmed this problem a novelapproachfor key management in Region based
MANET is proposed. The Group key establishment includes creatingand distributing a common secret for all the
groupmembers. However, key management for a large and dynamic group isa difficult problem because of scalability
andsecurity. Modification of membership needs the group key toberefreshed to ensure backward and forward secrecy.
Inthispaper, a Simple and Efficient Group Key(SERGK)management scheme is proposed for Region basedMANETs.
The proposed method is also operative in protectingagainst many erudite attacks such as Denial of service(DoS)
attack. In order to preserve the security, theregion-based group key management protocols deal with outsider attacksin
MANETs. The experimental results compares thecomputation cost and time for the existing and proposed approach
andtheresults illustrate that the proposed approach outperformstheexisting method with lesser computation cost
andtime.
Keywords—Cluster Head, Group Key, KeyManagementProtocol, Mobile Ad Hoc Networks (MANETs),RegionbasedandRekeying
I. INTRODUCTION
Mostly, an ad hoc network is a collectionofindependent nodes which communicate with eachother, most perceptibly by
using a multi-hop wirelessnetwork.Nodes do not probably know each other andcome together to form an ad hoc network,
only for some
reason. Key distribution systems act as atrusted third party (TTP) that proceed as an
intermediarybetweennodes of the network. A node has straight
connection
with
a
setofnodes,saidtobeneighboringnodes,inanadhocnetwork which are in its communication range. Thenumber of
nodes in the network is not fundamentalpreset. Whenever the new nodes join the network, the oldernodesare considered
to be un-functional [1]. Key management inthe ad hoc network is a main drawback, in terms ofsecurityof the group
communication. The three categories forGroup key management protocols are; centralized,decentralized, and
distributed[2].
MANET has no preset infrastructure such as base stations or mobile switching centers (MSC).Wireless network plays a
vital role in terms ofcommunication; Mobile nodes can be communicated directly by means ofa wireless network through
radio waves, whereas thosefar apart rely on other nodes to act as routers to conveyits messages [3]. The most appropriate
solution
to
providethe
services
among
which
authentication,
data
integrity
anddata
confidentialityistheestablishmentofakeymanagement protocol. Traffic encryption key (TEK) is usedfor
generationanddistributionofallthemembersinagroup. This key is mainly preferred by the source to encryptmulticast data
and the receivers to decrypt it.Thereforelegal members can only receive the multicast flow whichissent by the group
source and other members are notallowed to receive the flow [4]. The key synchronism,secrecy, freshness, independence,
authentication, andconfirmation, forward and backward secrecy are the elementalsecurityservices provided by every key
management system [7].
Cluster is finally said to be group, while clustering isa phenomenon of collecting sub groups. Localcontroller (LC) is
used to manage each sub-group, responsible for localkey management within its own cluster. Energy constitutesa
foremost concern in ad hoc environments, moreover,not many solutions for multicast group clustering didthinkabout the
energy problem to realize an efficientkeydistributionprocess[5][6].Clusterheadgeneratesgroup key which communicate to
other
members
through
a
secureand
controlled
channel
that
uses
public
keycryptography
[14].Clustersmaybeusedforachievingdifferenttargets [8]. Clustering for transmission management,backbone formation,
and for routing efficiency are some of waysforachieving different target. By outsiders and rougemembers, group key
management can be opposed to a broad rangeof attacks. In addition, group key management mustbe scalable, i.e., their
protocols should be proficient inresource usage and able to decrease the effects of amembershipchange.
This paper proposes an approach for the designand analysis of region-based key management protocolsfor scalable and
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reconfigurable group key managementin MANETs. The proposed approach describes aboutthe simple and efficient
group key (SERGK) managementfor region based MANETs. Group key establishment refersthat multiple parties want to
create a shared secret to beused to exchange information securely. Without depending ona central trusted entity, two
people who do notpreviouslyshareamutualsecretcancreateonebasedontheDHprotocol. The 2-party Diffie-Hellman (DH)
protocol canbe prolonged to a generalized version of n-party DH.Research efforts have been put into the design of a
groupkeymanagement scheme for the sake of scalability,reliability,and security. Furthermore, group key managementalso
needs to address the security issue related tomembershipchanges. The modification of membershiprequires
nourishmentofthegroupkey.Thiscanbedoneeitherbyperiodicrekeyingorupdatingrightaftermemberchange.Thechangeofgrou
pkeyensuresbackwardandforward security.
Inthispaper,asimpleandeffectiveregionbasedgroup key management scheme is proposed, simplycalled SERGK, for
MANETs. The basic idea of SERGK is thata physical multicast tree is formed in MANETs
forefficiency.Groupmemberstaketurnsactingasgroupcoordinatorto compute and distribute intermediate key materials
togroup members. The keying materials are delivered throughthetree links. The coordinator is also
responsibleformaintaining the connection of the multicast group. Allgroup members can calculate the group key locally
ina distributedmanner.
The rest of this paper is structured as follows. SectionII of this paper discusses some of the proposed clusterbased
group key management techniques. Section III describesour proposed method of new region based simple andefficient
group key management protocol for MANETs. SectionIV explains the performance evaluation of theproposed approach
and section V concludes the paper withfewer discussions.
II. BACKGROUND STUDY
Key management is aenergetic part of anysecure communication. Most cryptosystems depend on someessential secure,
robust, and efficient key management system.This section discusses some the related proposedkey management schemes
for secure group communicationin wireless ad hocnetworks.
Maghmoumi et al. in [9] put fourth a clusterbased scalable key management protocol for Ad hocnetworks. Their
planned protocol is related to a newclustering technique. The network is segregated into communitiesor clusters based on
affinity relationships between nodes.In order to make sure the trusted communicationsbetween
nodestheyproposedtwotypesofkeysgeneratedbyeach cluster head. The protocol is adaptive according tothe
restrictionofthemobilenodesbatterypowerandtothedynamic network topology changes. Thisproposedapproach of
clustering is based scalable keymanagement protocol provided protected communications betweenthe nodes of the Ad
hocnetworks.
A key management proposal for securegroupcommunication in MANETs was described by Wang etal. in [10]. They
illustrate a hierarchical keymanagement scheme (HKMS) for secure group communicationsin MANETs. For the sake of
security, they encrypted apackettwice. They also converse about group maintenance intheir
paperinordertodealwithchangesinthetopologyofa MANET. At last, they carried out a performance analysistocompare
their proposed scheme with otherconventional methodsthatareusedforkeymanagementinMANETs. The results
demonstrate that their proposedmethod performed well in providing secure group communicationin MANETs.
George et al. in [11] gave a new thoughtabout framework for key management that providesredundancy and
robustness for Security Association (SA)establishment between pairs of nodes in MANETs. They have worna modified
hierarchical trust Public Key Infrastructure(PKI), which nodes can keenly assume managementroles. Furthermore they
employed non-repudiation througha series of communication checks to securely communicatenew nodes information
among Certificate Authorities(CAs).They unsaid that nodes could leave and join the networkat any time. Nodes could
generate
their
owncryptographic
keys
and
were
capable
of
securing
communicationwith
othernodes.Inordertopoisetheflexibilityandincreasedavailability of the Key Management Scheme (KMS),security was
provided by introducing two conceptsin addition to revocation and security alerts:non-repudiationand behavior grading.
The KMS determinedsufficient levels of security by combining node authentication withanadditional element, node
behavior. A behaviorgrading scheme is essential each node to grade the behavior ofother nodes.
A new group key management protocol forwireless communication ad hoc networks was stated by Ronyet al. in [12].
They put forth a well-organized groupkey distribution (most commonly known as groupkey agreement) protocol which is
based on multi-partyDiffie-Hellman group key exchange and which is alsopassword-authenticated. The idea of the
protocol is tosecurely construct and distribute a secret session key, „K,‟ amonga group of nodes/users who want to
communicateamongthemselves in a secure manner. The projected protocolstarts by constructing a spanning tree on-thefly concerning allthe validnodesinthescenario.Itisunderstood,likeallother protocols that each node is individually
addressedand knows all its neighbors. The password „P‟ is alsomostcommon among each valid member present in
thescenario. This „P‟ helps for authentication process and preventsman- in-the-middle attack. Unlike several other
protocols,the proposed approach does not needbroadcast/multicastcapability.
Bechler et al. in [13] proposed cluster-basedsecurityarchitecture for Ad hoc networks. They proposedsecurity concept
based
on
adistributed
certification
facility.
A
network
is
divided
into
clusterswithoneuniqueheadnodeforeachcluster.Theseclusterhead nodes carry out organizational functions and sharesa
network key among other members of the cluster.Moreover the same key is used for certification. In eachcluster,exactly
one distinguished node–the cluster head(CH)–is responsible for establishing and organizing thecluster. Clustering is also
used in some of the routing protocolsfor ad hoc networks. Decentralization is attainedusingthreshold cryptography and a
network secret thatis distributed over a number of nodes. Thearchitecture addresses problems of authorization and access
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control,and a multi-level security model helps to regulate the complexityto the capabilities of mobile end systems. Based
upontheir authentication infrastructure, they afford a multilevel security model ensuring authentication,
integrity,andconfidentiality.
A scalable key management and clustering schemewas anticipated by Jason et al. in [15]. They valued ascalablekey
management and clustering scheme for securegroup communications in ad hoc networks. Thescalabilityproblem is
solved by separating thecommunicating devices into subgroups, with a leader in each subgroup,and further organizing the
subgroups into hierarchies. Eachlevel ofthehierarchyiscalledatierorlayer.Thehierarchical flow is in order of Key
generation, distribution, andactual data transmissions. Distributed EfficientClustering Approach (DECA) present a strong
clustering toform subgroups, and analytical and simulationresultsdemonstrate that DECA is energy-efficient andresilient
against node mobility. Match up to other schemes,their approach is extremely scalable and efficient, providesmore
security guarantees, and is selective, adaptive androbust.
Apart from the above mentioned severalresearches; they have been accompanied in the field of cluster-basedgroup key
management for mobile ad hoc networks(MANETs).
III. METHODOLOGY
New Region Based Group Key Managementfor MANETs
The region-based group key managementprotocol isolate a group into region-based subgroups basedon decentralized key
management principles. This separationof region into subgroups advances scalability andefficiencyof the key
management scheme in providing a securegroup communication
to reduce the cost of key management in terms ofnetwork traffic
N=λpA, the average number of nodes in thesystem, where λp denotes the node density of therandomly distributed
nodes and A point out the operational areawithradius „r‟. The random distribution of nodes is reliantto a homogeneous
spatial Poisson process. The nodes thatcaneither join or leave a group at immediate point of time. Anodemay disappear
from a group at any time with rate μ andmay rejoin any group with rate λ. Therefore, λ/(λ+μ)
istheprobabilitythatanodeisinanygroupandtheprobabilitythat it is not in any group is μ / (λ+μ). Let AJ and AL bethe
groupthatjoinandleaveratesofallnodes,respectively.
Then, AJ and AL, can be calculated asfollows,

Nodes in a group must suit the forward,/backwardsecrecy, confidentiality, integrity and authentication
necessitiesforsecure group communications in the presence ofmalevolent outside attackers. The important responsibility
for securegroup communication is reliable transmission. This can becomplete by using acknowledgement (ACK)
packetsand packet retransmission upon timeout. Hexagon is usedto model a region [17]. Let R(n) denote the number
ofregions (i.e.3n2+3n+1)intheoperationalarea.Forn=3,the number of regions in the operational area is 37, for n=2and
n=1,thenumberofselectedregioninoperationalareaare
19 and 7 respectively.
1. Bootstrapping
In this primary bootstrapping process, a nodesurrounded by a region can take the dependability of aregional“leader”to
carry out Group Diffie Hellman (GDH). If thereare numerous initiators, then the node with the smallest IDwillexist as the
leader and will implement GDH tocompletion togeneratearegionalkey.Oncealeaderisengenderin each region, all leaders
in the group will execute GDHto agree on a secret leader key, K RL, for secure communications among leaders.
The group key KG canbecreated using the following, KG = MAC (KRL, c),where MAC is a cryptographically secure
hash function.
2. KeyManagement
The next important task is managing the generatedkey. These collective secret keys at the subgroup(regional), leader,
group levels may be rekeyed to preserve secrecyin response to events that occur in the system.Therefore, whenever there
take place a change in the leader ofthe group, the leader key, K RL is rekeyed. The regional key(K R) is rekeyed at any
time there is a regionalmembership change, including a local member group join/leave, anodefailure, a local regional
boundary crossing, and agroupmerge or partitionevent.
3. ViewManagement
In addition to maintaining secrecy, the proposedregion- based key management protocol also allowsmembership
consistency to be maintained through membershipviews.Three membership sights can be maintained byvarious parties:
(a) Regional View (RV) containsregional membership information including regional (orsubgroup) members‟ ids and
their location information, (b)Leader View (LV) contains leaders‟ ids and theirlocation information, and (c) Group View
(GV) containsgroupmembership information that includes members‟ idsand their locationinformation.
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3.1. Simple Efficient Region based Group KeyManagement
The simple and efficient region based groupkey management (SERGK) scheme is presented asfollows
3.1.1. Notations andassumptions
It is assumed that a valid certificate fromoffline configurationiscarriedbyeverynodebeforeenteringthenetwork. A smart
card can be used for thispre-configuration. Therefore, there is an underlying public key infrastructure to manage
certificates. When referring to the literature,mostsolutions suffer the man-in-the-middle attack. In this proposed approach,
it is assumed that each groupmember has a unique identifier and all keying materials aredigitally signed by corresponding
initiators to ensure authenticityandintegrity, and to defend against man-in-the-middleattacks. The group access control
depends on the groupmembershippolicy. A member can carry some secret information (suchas a password) in order to
join the group or a node can join
agroupifitcanpresentavalidcertificate, etc. Here, forsimplicity,
itisassumedthatanodecanjoinagroupifit has a valid certificate.
Every group member contributes a share of thefinal commongroupkey,toformacommongroupkeyinthe proposed
approach. The group key can berefreshedperiodicallyoronlybeupdatedinresponsetochangesof group membership. The
updating of the group key helpsto enforce backward and forward secrecy ofgroupcommunications. Obviously, efficiently
exchangingkeying materials is critical in MANETs. In SERGK, allkeyingmaterials are disseminated through the
underlyingmulticast tree links. A native broadcast through flooding isobviously not appropriate because of large
redundancy whichmay result in network traffic congestion. There aremany multicast routing protocols that have been
proposed,and they are described in Section 2. Here, a reliabledoublemulticast tree formation and maintenance protocolis
presented. This idea is similar to Wei and Zakhor[18], however, the double tree scheme guarantees that twotrees cover all
group members. Logically, the two treesare identical from a group member‟s point of view. In WeiandZakhor(2004),
somegroupmembersincludedinonetreemight not be included in the other tree, which is obviously not desirable for group
key management. Themulticast routingprotocolservesasasubsystemofourgroupkey management framework. The detailed
protocolsare presented asfollows.
Group initialization process is started by a groupinitiator bybroadcastingajoinadvertisemessageacrosstheentire network. A
sequence number is used to avoid loops. Anode is coupled with three colors, namely blue, red, and
grey.Anodewillchoosegreyasitscolorifitstotalnumberofneighboursislessthanapredefinedthresholdvalue(forinstance, half of
average node degree). All member nodesare grey. Other network nodes randomly choose blue orred as their color with
probability equal to 0.5. For thefirstreceived message, a grey node stores the upstream nodeID and rebroadcasts the
message. For a non-grey node, itstoresthe upstream node ID and rebroadcasts the message
onlyiftheupstreamnodeisthesamecolour,asender,oragrey node. Based on the join response back from groupmember to the
group initiator, two double multicast trees areformed in parallel. Both trees consist of group membersandintermediate
non-member nodes. A node could sendout join requests to a group. Any existing group membercansend replies back.
The procedure of handling join requestsissimilartotheabovegroupadvertisementtoensurethe consistency of double
multicast tree structures. Theresultant two trees could be disjoint or may share acommon node. Thus, a dynamic double
multicast tree structureis constructed. Figure 1 illustrates the construction of adouble multicasttree.

Figure 1 Illustration of a double multicast treestructure
3.1.1. Construction of double multicasttrees
The above method met with a problem, which is thatthe two multicast trees may not be identical, whichmeans some
group members may be covered by the blue tree,but are not included in the red tree. This scenario can happenwhen a
group member is surrounded by nodes with onlyonecolour,eitherredorblue.Agroupmembercandetectthis scenario if it has
received
messages
from
only
onecolour
(eitherblueorred)
of
nodes.
Then,
thismembernodecanrequestoneofitsupstreamnodestochangeitscolourto grey.
The group originator is responsible initially, for sendingout member refresh messages periodically to maintainthe
connection of the double multicast tree structure. Afteran amountoftimeofoperationwhichispredefined,agroup member
could decide to act as a group coordinatorand notify the group that it is on duty to maintain the group.Allmembers need
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to take turns acting as groupcoordinator. The double multicast trees can be used by enabling onetree in an active state
and the other one in an inactive state asa backup. After a predetermined period of time for thegroup
initializationphase,themulticasttreeshavebeenformedand the group coordinator can invoke the groupkeyestablishment
procedure. This procedure is describedin detail in the group keyestablishment.
3.2.3.
Detection of leavingmembers
It is more complicated to handle the member leaving thanhandling the joining of new members. To join the group,a new
user needs to broadcast a request. The newuser becomes a legitimate group member once its
requestisapprovedbyanyexistinggroupmemberorbythecurrent group coordinator. However, for the scenario ofleaving
members, it cannot be assumed that a leaving memberwillsend out a leaving notice. A member could leave
thegroupsilently.Evenifitcouldsendoutamessageandnotifyits leaving, this notice could get lost in a dynamicenvironment.
A physical leaving and a logical leaving can be defined.For thephysicalleaving,anodemovesouttherangeofthe network or
it switches its transmitter off. For alogicalleaving, a node still stays inside the network, but it doesnotparticipate in the
group activity. Two methods arepresented to address theseproblems.
A. Methodone
The first method‟s strategy is that currentgroup coordinator sends out member refresh messagesperiodically through both
tree links. All group members should sendanack message back to indicate its affiliation
interests(status).Thegroupcoordinatorwilldeterminewhetheramemberremainsattachedorhasleftbasedonitsresponsewithina
certain amount of time. It is the member‟s responsibilityto broadcast a message in a controlled flooding schemeto
reconnect to the group if it has not heard theperiodic member refresh message. If a member does not want
tobepartofthegroupitcouldkeepsilentwithoutsendingtheack message. The current group coordinator notifies themember
change event to all members through the updatedtreestructure. This strategy is very efficient and isappropriatefor a
relatively static networkenvironment.
B. Method two
The second method has another strategy is that thegroup initiator or current group coordinator periodicallybroadcasts
member enforcement messages in acontrolled floodingscheme. The default floodingrangeissettothe
maximumdistancefromthecoordinatortothemembers.
Thus,
members
affiliatedtothegrouparerefreshed.Thisstrategyisquitecostly compared with Method one, and is moreappropriate for a
highly dynamic environment where nodesmove frequently and cause the connections to bebroken frequently.
3.2.4.
Group key establishmentprotocol
TheBASICideaofagroupkeyagreementprotocolisthatall group members maintain a logic key tree in localstorage space.
The key tree is used to deduce the finalcommon group secret. Most contributory group keyapproaches maintain a certain
type of key repository. They differ inthe way they accumulate and distribute intermediate keys.Some are based on the
key ring and the others may bebased onkeytree,etc.Theproposedschemeisbasedonthekey tree structure. Although the
proposed key tree is similartoSTR, several improvements are introduced asdescribe below. The key tree structure in
SERGK is shown inFigure2.

Figure 2 Illustration of key treestructure





To distribute the workload of keying service,the concept of coordinator is introduced. The coordinatoris
responsible for computing and distributingintermediate keys to all group members. It also needs tohandle member
join and leave. The role of coordinatoris rotated among allmembers.
For efficient switching of the role of coordinator,twodummy nodes at two ends of the key tree are
introducedforefficientgroupkeyrefreshingandthe group coordinator roleswitching.
Anewgroupmembercanbeeasilyabsorbedintothe group by adding new members into thecurrent rightmost position
and moving itself to theright.
When a member leave is detected, thecoordinatorgenerates a new random key r and multicast theblinded value b r
as well as other intermediate blindedkeys.

A.Groupkeyinitialization
Thecoordinatordeclaresitsroleandbroadcaststwo random keys r and r o, at the initialization phase.Normally the group
initiator acts as group coordinator atthe beginning.Theorderofmembersonthekeytreeissorted by their ID at the
initialization
phase.
However,
atsubsequentmemberaddevents,
anewmemberisalways
addedattherightmostpositionofthekeytree. Thisrule should be followed by all members to ensure that keytreesin all
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members‟ local memory are consistent. One solutionis that the group coordinator explicitly indicatesthe structure of the
key tree. This can also be done implicitlyby the coordinator since it needs to multicastblinded intermediate keying
materials
to
all
group
members.
All
keyingmaterialsareputinonepackageandtheorderof
blindedintermediatekeymaterialsshowsthestructureofthe keytree.
B. Memberaddition
A new group member can be easily added into thegroupby inserting it into the current rightmost positionandmoving the
dummy coordinator to the right. Themajor advantage of this approach is that the coordinator doesnot
needtogenerateanewrandomkeybutstillprovideskey independence. This means that knowing the previousgroup
keycannothelptodeducethenewgroupkey.Giventwo blindedkeys,thenewmembercandeducethenewgroup key, however, it
cannot deduce the former group key.This ensures backward secrecy. Figure 3 illustrates theoperationof joining a
newmember.

Figure 3 Illustration of key updating for joiningmember
C. Member leave
The leaving group member event can be detectedeither by explicit notification from the leaving node or
throughthescheme described before through Method one orMethod two. The coordinator notifies all group members
ofthe
member
leaving
event
and
multicasts
a
new
blindedrandom
keytoallmembers.Allgroupmemberscancomputethenew group key. Figure 4 illustrates the operation ofa
leavingmember.

Figure 4 Illustration of key updating for leavingmember
IV. PERFORMANCEANALYSIS
The performance analysis helps to recognize theoptimal regional size that will minimize the
networktrafficgeneratedwhilesatisfyingsecuritypropertiesintermsof secrecy, availability and survivability. The cost
metrictatteredfor measuring the proposed group key managementprotocol is the total network traffic per time unit
incurred inresponseto group key management events including regional mobility induced, group join/leave, periodic
beaconing,andgroup merge/partition events. To calculate theperformanceof this proposed approach join/leave cost,
andgroupcommunication cost are discussed on agroup.
The simulation was implemented in NS2. Thesimulation was conducted in a 100 × 100 2-D free-space byrandomly
allocating a given number of nodes in the range from 50 to
200. A dynamic network environment is used to conductthe experiment. It is assumed that every node hasfixed
transmissionranger=20.Iftheirdistanceiswithineachother‟s transmission range, two nodes are directlyconnected. For each
host in an update interval, the correspondinghostmaymovewithintherangeoflunitsinanydirectionorremain stable in the
corresponding internal withthepossibilityρ(lis5andρis0.5inthissimulation).Theresults are compared with some of the
proposeddistributedapproaches and ignore other centralized approaches. Inthisexperiment, the cost of SERGK with the
existingRGK scheme is compared. 1024-bit prime number is takenasrandom key. A base g = 2 with the module n (1024
bits)is used to compute the blinded random key as well as the blinded intermediate keys. A time stamp, sequencenumber,
flags, and keying materials are concatenated andhashed using MD5 (256 bit), and then signed by thesenders‟privatekey.
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Costmeasurement
In the experiments, the cost is measured both bythe number of messages and the computation time. Forthe SERGK
scheme, the message cost includes the multicastofblinded random keys and the intermediatorykeyingmaterials. The
multicast tree nodes include allgroupmembers as well as non-group forwarding nodes neededto forward messages. Every
forwarded message iscounted.Themessagecostforthegroupkeyinitializationprocessand for member joining and leaving
scenarios areanalyzed. For the RGK scheme, the message cost includesthe flooding of all blinded keying materials,
whichincludes random keys and intermediatory keys. The computationcostmainly includes generating large prime
numbers, performing exponentiations, hashing, andproducing signatures. The experimental observations ofthe
computation cost when p=10% are presented in figure5.
The figure clearly shows that the average message costof theSERGKislesserthantheRGKapproach.Thisshows that the
proposed approach performs better thanthe previous region based group key managementtechniques.The performance of
the system can be assed withthe computation
Time and the comparison of computation time for thetwo approaches are given in figure 8. The time taken bythe
present RGK and the proposed SERGK approachare compared in the figure6.

Figure 5 Comparison of Average message cost for SERGK andRGKwhenp=10%

Figure 6Comparison of Average computation time for SERGKand
RGK whenp=10%
Thefigureclearlyillustratethattheproposedapproachuses only less computation time than the presentRGK approach.
V. CONCLUSION
MANET is one where there is noprogrammed infrastructure such as base stations or mobile switchingcenters. Key
management in the ad hoc network isa difficult issue concerning the security of thegroup communication. This paper
gave an approach for thedesign and analysis of region-based key management protocolsfor scalable and reconfigurable
group key managementin MANETs. The proposed simple efficient region-based group key management protocol
divides a groupinto region-based subgroups based on decentralizedkeymanagement principles by using the efficient
Regionbased group key management Protocol (SERGK). In thisapproach, there is one group member that acts as a
groupcoordinatorwhich computes and distributes the blindedintermediate keying information the group. Every member
computesthe group key in a distributed manner. To distributetheworkloadofgrouprekeyingandmaintenance,theroleof
group coordinator is rotated among all members. A newkey tree structure is introduced in order to switch thegroupcontrol
role efficiently. A simulation study hasbeen conducted to compare the message cost andcomputationcost under group
key management schemes and it isfound that the proposed approach performs better than thepresent RGKapproach.
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