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Abstract -- Our aim is to design and develop a full-fledged encryption technique for an organization that won’t allow
the attackers to decrypt the message in a stipulated amount of time. With the advent of technology and complex
processing end systems, the attackers are decrypting the encrypted messages in a stipulated time. To avoid that
situation, we use image[1] as a key to encrypt the message and also a time server to limit the data exposure for a
certain amount of time. The properties of the image[2] such as pixel value, Hue, Saturation, Intensity etc., serves as
keys to encrypt the message. The number of 8-bit keys depends on the number of characters present on the plain text
as each key is used to encrypt each character present in the text or each pixel present on the image which makes the
system complex and difficult to decrypt. The algorithm is purely a symmetric algorithm in which a database of
uniform images is exchanged between the two parties; and the keys are selected based on the time.
This is mainly developed for inter-organizational communications as it includes database sharing and
consumes more amounts of resources for generating the keys providing high security. As the data is the important
financial asset for an organization it should be more secure. The algorithm provides the required security with the
time constraint i.e. the receiver is provided with sufficient amount of time in which he can decrypt the encrypted text
and if the time lapses the sender must resend the data.
Keywords -- Key Generation, Image data Extraction, Encryption, Decryption, Security Algorithm, Image Key
Cryptography
I. INTRODUCTION
Over the Internet there are various communications such as the use of World Wide Web browsers or the e-Mail
which may or may not be secure for sending and receiving information. The information sent by those means may
include sensitive personal data which can be intercepted and will lead to heavy loss or may even threaten life. There is
commercial activity going on the Internet and many organizations communicate with their clients that include sensitive
information such as quotes, product information such as product formula, sales etc. To be able to do that, users would
like to have a secure, private communication with the other party. Online users need a private and secure
communications for other reasons as well. Hence the encryption algorithm survives on the time which is taken to break
the cipher before the session expires.
The efficiency of the algorithm depends on the time taken to intercept the algorithm to extract the plain text
from the encrypted text. My system takes a lot more time than the present existing algorithms, since the number of keys
required to encrypt a single message are more than one and each character is encrypted with a different key which even
increases the complexity in identifying the message from a large number of decrypts.
II. EXISTING ALGORITHMS
All the existing algorithms make use of a finite set of keys and use direct strings or numbers as keys. The
proposed system makes use of Image to generate keys. The properties of image such as RGB value, HSV value etc.,
serves as keys to encrypt the message which is very difficult to decrypt unless the attacker have the image dataset used
for encryption.
III. PROPOSED SYSTEM
The proposed system is as follows:
• Assume that the image database is exchanged with the trusted party in person or through a secure channel.
• The UNG or Unique Number Generator algorithm which is a part of “Time Extraction” is used to select an
image along with the order of the service (properties of the image which depends on the pixel data of the image)
from the image database will serve as a key to encrypt the data.
• The nine properties are extracted for each and every pixel of the selected image and the order of the service is
selected using the unique number and will serve as keyset. The first nine keys are extracted using the nine
properties of the image and so on.
• Now each key is used to encrypt each character or each pixel value in the image.
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The System architecture is as shown in the Figure 1.

Figure 1: System Architecture
A. UNG Algorithm:
The UNG algorithm is as follows:
1. The UNG algorithm collects the time from one of the following servers:
i. NIST, Boulder, Colorado ATOMICTIME_SERVER="132.163.4.101";
ii. NIST, Gaithersburg, Maryland ATOMICTIME_SERVER="129.6.15.28";
iii. NIST, Gaithersburg, Maryland ATOMICTIME_SERVER="129.6.15.30";
2. The unique number is generated using the following time format which is obtained from the server
Server Time: 57159 15-05-17 17:40:11 50 0 0 193.4 UTC (NIST)
3. From the Server time the numbers were collected in the same order leaving the others from half part of the
minutes as follows 57159150517174, which helps in providing the relaxation time for decrypting the text.
4. Now manipulate the data in such a way that it will produce a 7-digit decimal number.
The example of the unique number that is generated from the UNG algorithm
The Unique number generated with the Time server with the IP 129.6.15.30 is as follows:
6233089
The image property services used are as follows:
i. HMMD Service
ii. HSL Service
iii. HSV Service
iv. LAB Service
v. LUV Service
vi. RGB Service
vii. XYZ Service
viii. YCbCr Service
ix. YUV Service
Note: For encrypting we just used few permutations, substitutions along with an XOR as a basic encryption algorithm as
our aim is to provide an approach to secure the information.
B. Relaxation Time for Decryption:
The max and min time to decrypt the encrypted text is
Max time: 20min – execution time to encrypt.
Min time: 10min
This is achieved using the Time Extraction and Unique Number Generator.
C. Complexity Analysis:
The complexity of the algorithm lies in two areas first one is the complexity in calculating the keys from the image and
the other is the encryption algorithm used in this algorithm the complexity is as follows:
O(P)+O(C)
Where P is the number of pixels in the image and C is the number of characters present on the image.
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D. Space analysis based on the algorithms used for the encryption:
The spaces occupied by the algorithms such as DES[3], Triple DES[3] and XOR[4] are as shown in the Table 1.
Table1: Space comparison of different encryption algorithms using our approach.
Encryption Technique
Plain Text
Encrypted Text
Decrypted Text
160 KB
160 KB
160 KB
XOR
160 KB
218 KB
160KB
DES
160KB
390 KB
160KB
T-DES
The results of encrypting the same file using different encryption techniques and their space analysis[5] is as
mentioned in the table 1 and their comparisons is diagrammatically calculated as shown in the Figure 2.

Figure 2: Space comparison of different encryption algorithms using our approach.
E. Time analysis based on the algorithms used for the encryption:
The Time taken [6] by the algorithms such as XOR (with our approach), DES and triple-DES are as shown in the
Table 2.
Table 2: Time comparison of different encryption algorithms using our approach.
Input Size (KB)
XOR with our approach
DES
T-DES
58 sec
24 sec
59 sec
19 KB
111 sec
68 sec
208 sec
35 KB
123 sec
77 sec
223 sec
40 KB
The results of encrypting the same file using different encryption techniques and their time analysis is as mentioned
in the table 2 and their comparisons is diagrammatically calculated as shown in the Figure 3.

Figure 3: Time comparison of different encryption algorithms using our approach.
III.
EXPERIMENTAL SETUP AND RESULTS
The experimental environment and results are as follows:
A. Experimental setup:
We were working in the following environment:
1. Windows 8 operating system.
2. JDK 1.8.
3. Intel atom 1.6 GHz Processor.
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4. 2GB RAM.
5. IDE used: Eclipse JEE KEPLER
6. Other requirements: Uniform Image database (for experimenting we took 99 images)
B. Experimental Results:
The experimental results are as follows:
1. Browsing for the image database.

Figure 4: Browsing image database
2.

Once the image database is selected for the experimental purpose the images are shown as follows.

Figure 5

Figure 6
3.

Now select the plain text to encrypt the text press e/E or if you have the encrypted text then select encrypted text
in-order to decrypt press d/D.

Figure 7
4.

Now the encrypted text is placed in the same directory of the plain text with the name encrypt if you encrypt the
text, if you decrypt the text then the decrypted text is placed in same directory of the encrypted text with two
files with the names decrypt0 and decrypt1. The plain text will be in decrypt0 if the encrypted text is decrypted
in 10 min – encrypted time – digital second min time else will be in decrypt1.
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Figure 8

Figure 9 - Plain Text

Figure 10 - Encrypted text

Figure 11 - Decrypt0
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Figure 12 - Decrypt1
IV. CONCLUSION AND FUTURE SCOPE
Since each character is encrypted with a separate key it is very difficult to decrypt the message. Hence it is very
reliable and secure form of encryption. With the advent of technology the encryption techniques must move from a finite
set of keys to encrypt the text to large number of keys which make the system complex but secure.
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