Volume 5, Issue 6, June 2015

ISSN: 2277 128X

International Journal of Advanced Research in
Computer Science and Software Engineering
Research Paper
Available online at: www.ijarcsse.com

Performance Evaluation of New Encryption Algorithms with Emphasis on
Probabilistic Encryption & Time Stamp in Network Security
Shashi Bala
Software Engineering Department,
Bits Bhiwani, India

Lect. Vipin Arora
Computer Science Department
BITS Bhiwani, India

Abstract- The necessicity of information security within an organization have undergone major changes in the past
and present times. In the earlier times physical means is used to provide security to data. With the advent of computers
in every field, the need for software tools for protecting files and other information stored on the computer became
important. The important tool designed to protect data and thwart illegal users is computer security.
This study represents the importance of Encryption of data for storage and transmission. The significance of
encrypted data can be identified in light of the mushrooming applications and globalization of communication. The
advantages of encrypting data manifest themselves in the form of security & confidentiality in real time applications.
Encryption of data is of particular significance in applications like email, e commerce, e-cash where highly
vulnerable communication lines is accessed for transmission of highly volatile data.
The study traces the development of various encryption models in a real time environment in all their breath taking
diversity and breakthroughs. The significance of the advances and adaptabilities is measured in terms of their
diversity of applications in myriad ways that we feel in our daily lives.
To identifies the methodology used in the developed work. It is classified as two algorithms. The first algorithm
generates a sequence, followed by model to generate sub keys and mapping of sequence or the sub keys on plain text
to generate cipher text. The second algorithm considers a key, a time stamp & a nonce value to generate sub keys
which are mapped on plain text to generate cipher text.
Training an encryption model involves variable length key, a plain text and an algorithm which applies the key on the
plain text to generate cipher text. This allows for the data to be transmitted over the network in some form which
cannot be read by any intruder. In the first algorithm, the model is trained for different keys and an analysis of the
models is being done. The random matrix keys of the form 3*3 keys and 4*4 matrix keys are considered in the
training process. In the second algorithm, the model is trained for different key values, time stamps & nonce values.
By having small variations in the keys, the models are studied for their increase in performance and working. The
models are also trained for their increase in security by having slight variations in the key values. The models are also
studied for changes in data overhead for small variations in the key values.
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I.
INTRODUCTION
Introduction-Because of the fallibility of its human designers and its own abstract, complex nature, software
development must be accompanied by quality assurance activities. It is not unusual for developers to spend 40% of the
total project time on testing. For life-critical software (e.g. flight control, reactor monitoring), testing can cost 3 to 5 times
as much as all other activities combined. The destructive nature of testing requires that the developer discard
preconceived notions of the correctness of his/her developed software The necessicity of information security within an
organization have undergone major changes in the past and present times. In the earlier times physical means is used to
provide security to data. With the advent of computers in every field, the need for software tools for protecting files and
other information stored on the computer became important. The important tool designed to protect data and thwart
illegal users is computer security.
With the introduction and revolution in communications, one more change that affected security is the introduction of
distributed systems which requires carrying of data between terminal user and a set of computers. Network security
measures are needed to protect data during their transmission. The mechanisms used to meet the requirements like
authentication and confidentiality are observed to be quite complex.
Security mechanisms usually involve more than a particular algorithm or protocol for encryption & decryption
purpose and as well as for generation of sub keys to be mapped to plain text to generate cipher text. It means that
participants be in possession of some secret information (Key), which can be used for protecting data from unauthorized
users. Thus a model has to be developed within which security services and mechanisms can be viewed.
To identify and support the security services of an organization at its effective level, the manager needs a systematic
way. One approach is to consider three aspects of information security that is Security attack, Security mechanism and
Security services. Security attack identifies different modes by which intruder tries to get unauthorized information and
the services are intended to counter security attacks, and they make use of one or more security mechanisms to provide
the service.
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As the importance of information systems is ever growing in all most all fields, electronic information takes on many
of the roles, earlier they being done on papers. Few information integrity functions that the security mechanism has to
support are security and confidentiality of the data to be transmitted and authentication of users.
This general model shows that there are four basic tasks in designing a particular security service.
1. Designing an algorithm for performing encryption & decryption process.
2. Generating the secret information with the help of algorithm of step 1.
3. Identifying methods for the distribution and sharing of secret information.
4. Identifying rules to be used by both the participating parties to make it secured.
A crypto system is an algorithm, plus all possible plain texts, cipher texts and keys.
II. METHODOLOGY OF THE PROPOSED WORK
The following sequence of steps identifies the methodology adopted in this work.
1. Definition of the problem.
2. Algorithms for generation of subkeys.
3. An algorithm 1 which multiplies ternary vector and a random matrix key to generate a sequence. Dividing the
sequence generated in algorithm 1 into basins based on equality of values. Mapping of the sequence or basins to
the plain text to generate cipher text. This mapping develops 3 models which are discussed in detail as subunits.
The developed algorithm is trained to find an optimal key.
4. An algorithm 2 which considers a key, a time stamp and an Initialization vector to generate sub keys which are
mapped to plain text to generate cipher text.
5. Training of the developed algorithms with different keys.
6. Adopting a suitable mechanism to identify any garbled keys while transmission from the Key distribution
centre.
7. Comparative study of the developed algorithms in terms of Computing power, their Complexity in terms
construction & strength, Avalanche effect & Security analysis.
8. Comparative study of the algorithms with standard models like DES & RC4.
9. Summary & Conclusion of the work.
The first algorithm uses a matrix key which on multiplication with a ternary vector and applying a sign function on
the product generates a sequence. This sequence will be used to generate three different models of substitution technique.
Thus the algorithm is considered to be a substitution algorithm which uses a single key to be shared by both the sender
and receiver, and the cipher processes the input element continuously, producing output one element at a time. The new
encryption algorithm is based on the concept of Poly alphabet cipher which is an improvement over mono alphabet..
The second algorithm considers not only key but also initialization vector and a time stamp to generate sub keys
which are used for encryption process.
COMPARATIVE STUDY OF DIFFERENT DEVELOPED MODELS
Comparative Study of Different models of the proposed work.
The core of the study is the analysis and discussion of Developed encryption models. All the models are studied for
their performance in terms of computational power, avalanche effect, complexity of the models in terms of their
construction and strength. The models are also studied for their improved performance against crypto analysis.
Number of Computations for the developed models
Algorithm1:
Model 1: 10 Computations to convert one plain text character to one cipher text character.
Model 2: 14 Computations to convert one plain text character to one cipher text character.
Model 3: 11 Computations to convert one plain text character to one cipher text character.
Algorithm 2:
Model : 09 Computations to convert one plain text character to one cipher text character.
Computational overhead (Computing Power) for the developed models
Algorithm 1:
Model 1:
Computation overhead for a 9 character key
1st computation: 27 calculations, 2 computation: 27 calculations, 3 computation: 27*9 calculations. 4th computation:
27 calculations, 5th computation: 27 calculations, 6th computation: 27 calculations, 7 computation: 27 calculations
considering a 27 character plain text, 8th computation: 27 calculations, 9th computation: 27 calculations, 10th
computation 27 calculations.
Thus the total computational overhead per block of data by the first model is 486 calculations.
Model 2:
Computational overhead for a 9 character key
1st computation: 27 calculations, 2nd computation: 27 calculations, 3rd computation: 27*9 calculations, 4th
computation: 27 calculations, 5th computation: 27 calculations, 6th computation: 27 calculations, 7th computation:
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27*27 calculations +27*27 calculations, 8th computation: 27 calculations, 9th computation: 03 calculations depending on
chosen rule, 10 computation 03 calculations, 11 computation: 27 calculations, 12th computation: 27 calculations, 13th
computation: 27 calculations, 14th computation: 03 calculations depending on the chosen rule.
Thus the total computational overhead per block of data by the second model is 1953 calculations.
Model 3:
Computational overhead for a 9 character key
1st computation: 27 calculations, 2nd computation: 27 calculations, 3rd computation: 27*9 calculations, 4th
computation: 27 calculations, 5th computation: 27 calculations, 6th computation: 27 calculations, 7th computation:
27*27 calculations +27*27 calculations, 8th computation: 27 calculations, 9th computation: 81 calculations, 10th
computation: 81 calculations, 11th computation: 81*k calculations (where k refers to number of computations for a
random pick up of values). Thus the total computational overhead per character by the fourth model is 2025 +81k
calculations.
Algorithm 2:
If we go by the algorithm, the number of computations required to generate the sequence at different grid points by
different time stamps depends on the steps of time stamp, nonce considered. In the given problem for a time stamp 10
units & a Nonce of 21, the total number of computation needed to generate 20 character block of cipher text is around
500 computations.
III. APPLICATIONS
Mobile Adhoc Networks:
In applications like Mobile Adhoc Networks [39], Wireless Sensor Networks and Broad Casting Applications, New
symmetric encryption techniques and probabilistic encryption techniques can well be used. It can also be used for Key
encapsulating mechanism (KEM) along with Public key cryptography, which can well be used in secure electronic
transactions.
A wireless sensor network:
WSN is a wireless network [19,41,42] consists of distributed devices which contains sensors to observe
environmental conditions, such as temperature, sound, vibration, pressure, motion or pollutants, at different places. The
main application of this sensor networks lies with motivated by military applications. Each node is associated with
sensors, with a radio transceiver, a small microcontroller, and a battery. The capacity of the sensor considered depends on
energy requirements and bandwidth and computational speeds. A sensor network is supported with multi-hop routing
algorithm. Since the very important application of wireless sensor network lies with military applications, security is of
high importance.
Broad Casting Applications:
One more important application of encryption algorithms lies with Broadcasted data [6]. Broadcasting applications
like audio and video is transmitted to the public. Television and radio programs are examples of broadcasting
applications. In certain applications like military applications, policing applications, financial applications relevant to a
larger variety of customers, message transmission through broad casting is very much relevant. These are certain
applications where higher level of security is needed. Since the data rate is very high in broad casting applications, the
computing power needed for encryption process and decryption process is also high.
Key Encapsulating Mechanism:
Some more practical applications use hybrid encryption to deal with large plaintext messages since the efficiency of
the public key encryption algorithm is low and computational head is high. As a main part of hybrid encryption schemes,
Key Encapsulation Mechanism [5,16] allows a sender to generate a random session key and distribute it to recipient. In
some communication scenario, the session key used in new symmetric encryption model and as well probabilistic
encryption models can be encapsulated to designated group through their public keys. Anyone can encapsulate a session
key for a designated group and any recipient in the designated group can decapsulate the session key with his private key.
Thus the mechanism is secure against adaptively chosen cipher text attacks in standard model, which provides ultimate
security, confidentiality and authentication to the transmitted data.




IV. CONCLUSION
The conclusions is, reflecting the overall security and confidentiality rates of transmitting data, confirm the
improvement in the efficiency of transmitting data. The methodology used in the dissertation can be used for
evaluating new encryption algorithms in terms of multiple parameters. Further, the quantitative data indicates
relationship between Random key considered, sub keys (Basins) generated, computational power needed by the
first algorithm and the strength and security of the algorithm. It also identifies the importance of multiple
parameters like keys, time stamps and nonce values used in second algorithm in terms of its security & strength.
In the case of Substitution encryption algorithms, the gain by using DES algorithm is its low computational
power, which will be very much gained by using the developed models. The developed models are giving
almost equal security at low computational overhead (Computing power). As the security of encrypting models
is directly related to the key length [3], the more the key length the more will be the security of the algorithm.

© 2015, IJARCSSE All Rights Reserved

Page | 589



Bala et al., International Journal of Advanced Research in Computer Science and Software Engineering 5(6),
June- 2015, pp. 587-591
But this parameter increases the computational overhead (computing power) of the encryption algorithms. The
security of the developed models is relatively free from the key length which gives more flexibility regarding
computing power.
Another conclusion from the above study is freeness from public key attacks. With probabilistic encryption
algorithm (Model 3), a crypto analyst can no longer encrypt random plain texts looking for correct cipher text.
Since multiple cipher texts will be developed for one plain text, even if he decrypts the message to plain text, he
does not know how far he had guessed the message correctly. Under this scheme, different cipher texts will be
formed for one plain text. Also the cipher text will always be larger than plain text.

V. FUTURE SCOPE
The focus today and I believe for the indefinite future, will be to create new products that are far simpler and easier to
use, that cost less to manage, and that provide a higher level of assurance the enterprise is in compliance with
government regulations and industry standards. I see secure messaging and data-storage solutions becoming largely
transparent to the end user. Nearly all the technologies needed to transparently encrypt, decrypt, sign, and verify any data
object—whether it’s an email, a video clip, or a voice transmission—are in place today. At the same time, however,
future products based on these newer application technologies will also offer a degree of user interaction—or at least
enterprise-level modification—to accommodate the varied and specific security needs of particular groups of users. So,
the underlying implementations will be more sophisticated than they are today, but the user interface will be virtually
transparent to most users. We will secure our messages and data and not even have to think about it. That is where I see
the future of encryption—enabling us to accomplish more complicated tasks with far less effort, and more securely.
The present work deals with plain text being represented by numerical and characters of English alphabet. The work
can be improved so that it can support the characters of not only English but also of other languages as well. The work
can also be improved to support not only text but also other forms of message transmission like audio, video and images.
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