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Abstract: - The mobile ad hoc network is a new model of wireless communication and has gained increasing
attention from industry. As in a general networking environment, mobile ad-hoc networks have to deal with various
security threats. Due to its nature of dynamic network topology, routing in mobile ad-hoc network plays a vital role
for the performance of the networks. It is understandable that most security threats target routing protocols – the
weakest point of the mobile ad-hoc network. There are various studies and many researches in this field in an
attempt to propose more secure protocols. However, there is not a complete routing protocol that can secure the
operation of an entire network in every situation. Typically a secure protocol is only good at protecting the network
against one specific type of attacks. Many researchers have been done to evaluate the performance of secure routing
protocols in comparison with normal routing protocols. One of the objectives of this research is to examine the
additional cost of adding a security feature into non-secure routing protocols in various scenarios. The additional
cost includes delay in packet transmission, the low rate of data packets over the total packets sent, etc. It is well
known that the real-world network does not operate in an ideal working environment, meaning that there are always
threats and malicious actions affecting the performance of the network. Thus, studying the performance of secure
routing protocols in malicious environments is needed in order to effectively evaluate the performance of those
routing protocols. In the thesis, I have implemented two secure routing protocols: a secure version of the dynamic
source routing - DSR and Secure Ad hoc on-demand Distance Vector routing protocol (SAODV) in the OPNET
simulation environments. I will also create malicious scenarios by implementing several attacks in the simulation
environments.
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I.
INTRODUCTION
A mobile ad hoc network is a self-configuring infrastructure less network of mobile devices connected by
wireless. Ad hoc is Latin and means "for this purpose, each device in a MANET is free to move independently in
any direction, and will therefore change its links to other devices frequently. Each must forward traffic unrelated
to its own use, and therefore be a router. The primary challenge in building a MANET is equipping each device to
continuously maintain the information required to properly route traffic. Such networks may operate by themselves or
may be connected to the larger Internet. MANETs are a kind of Wireless ad hoc network that usually has a
routable networking environment on top of a Link Layer ad hoc network. The growth of laptops and 802.11/Wi-Fi
wireless networking has made MANETs a popular research topic since the mid-1990s. Many academic papers
evaluate protocols and their abilities, assuming varying degrees of mobility within a bounded space, usually with all
nodes within a few hops of each other. Different protocols are then evaluated based on measures such as the packet drop
rate, the overhead introduced by the routing protocol, end-to-end packet delays, network throughput etc. Wireless
networks have gained much more preferences over wired network for the past few decades owing to the improved
technology and reduced costs. It is preferred to be the choice of most people since the day of invention due to their
mobility and scalability. Mobile Ad-hoc network is a set of wireless devices called wireless nodes, which dynamically
connect and transfer information. Wireless nodes can be personal computers (desktops/laptops) with wireless LAN
cards, Personal Digital Assistants (PDA), or other types of wireless or mobile communication devices. In general, a
wireless node can be any computing equipment that employs the air as the transmission medium.

Fig. 1: Overview of Mobile Ad-hoc Network
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As shown, the wireless node may be physically attached to a person, a vehicle, or an airplane, to enable
wireless communication among them. In MANET, a wireless node can be the source, the destination, or an intermediate
node of data transmission. When a wireless node plays the role of intermediate node, it serves as a router that can
receive and forward data packets to its neighbour closer to the destination node. Due to the nature of an ad - hoc
network, wireless nodes tend to keep moving rather than stay still. Therefore the network topology changes from time to
time.
II. BACKGROUND
A.IDS AND MANETs
IDSs on MANETs use a variety of intrusion detection system. The most commonly proposed intrusion detection
method to date is specification based detection. This can detect attacks against routing protocols with a low rate of false
positives. Unfortunately, mobility of MANETs increases the rate of false positives in these systems. There have been
few signatures based IDSs developed for MANETs and a little research on signature of attacks against MANETs. Since
nodes in MANETs have only local data, a distributed and cooperative IDS architecture is generally used to provide a
more informed detection approach. In this section, we mainly describe about EAACK an existing approach.
EAACK is consisted of three major parts, namely, ACK, secure ACK (S-ACK), and misbehavior report
authentication (MRA). In order to distinguish different packet types in different sc hemes to include a 2-b packet header
in EAACK. According to the Internet draft of DSR, there is 6 b reserved in the DSR header. In EAACK, use 2 b of the
6 b to flag different types of packets.
DATA

ACK

S-ACK

MRA

Fig. 2: EAACK protocol in MANETs

Fig. 3: System control flow of EAACK
In these secure IDS, It is assumed that the link between each node in the network is bidirectional. Furthermore,
for each communication process, both the source node and the destination node are not malicious. All acknowledgment
packets are required to be digitally signed by its sender and verified by its receiver.
1) ACK: ACK is basically an end-to-end ACK IDS.[9][5] It acts as a part of the hybrid IDS in EAACK,
aiming to reduce network overhead when no network misbehaviour is detected. Consider the scenario source
node first sends out an ACK data packet to the destination node D. If all the intermediate nodes along the route
between nodes S and Dare cooperative and node D successfully receives packet, node D is required to send
back an ACK acknowledgment packet along the same route but in a reverse order. Within a predefined time
period, if node S receives packet, then the packet transmission from node S to node D is successful. Otherwise,
node S will switch to S-ACK mode by sending out an S-ACK data packet to detect the misbehaving nodes in
the route.
2) S-ACK: It is an improved version of the TWOACK IDS. The principle is to let every three consecutive nodes
work in a group to detect misbehaving nodes. For every three consecutive nodes in the route, the third node is
required to send an S-ACK acknowledgment packet to the first node. The intention of introducing S-ACK
mode is to detect misbehaving nodes in the presence of receiver collision or limited transmission power.
3) MRA: Unlike the TWOACK IDS, where the source node immediately trusts the misbehaviour report,
EAACK requires the source node to switch to MRA mode and confirm this misbehaviour report. This is a vital
step to detect false misbehaviour. The MRA field is designed to resolve the weakness of Watchdog when
it fails to detect misbehaving nodes with the presence of false misbehaviour. The false misbehaviour report can
be generated by malicious attackers to falsely report innocent nodes as malicious. The core of MRA field is to
authenticate whether the destination node has received the reported missing packet through a different route. To
initiate the MRA mode, the source node first searches its local knowledge base and seeks for an alternative
route to the destination node. If there is no other that exists, the source node starts a DSR routing request to find
another route. Due to the nature of MANETs, it is common to find out multiple routes between two nodes.
4) When the destination node receives an MRA packet, it searches its local knowledge base and compares if the
reported packet was received. If it is already received, then it is safe to conclude that this is a false
misbehaviour report and whoever generated this report is marked as malicious. Otherwise, the misbehaviour
report is trusted and accepted. By the adoption of MRA scheme, EAACK is capable of detecting malicious
nodes despite the existence of false misbehaviour report.
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Fig. 4: Packet type indicators
5) Digital Signature: EAACK is an acknowledgment-based ID. All three parts of EAACK, namely, ACK, SACK, and MRA, are acknowledgment-based detection schemes. They all rely on ACK packets to detect
misbehaviours in the network. Thus, it is extremely important to ensure that all acknowledgment packets in
EAACK are authentic and untainted. Otherwise, if the attackers are smart enough to forge acknowledgment
packets, all of the three schemes will be vulnerable. To overcome this problem, need to incorporate digital
signature in secure IDS.
B. Watch Dog
The main aim of watchdog is to increase the throughput of the network with the presence of malicious notes.
The watchdog scheme consist of two parts namely watchdog and path rater. Watchdogs serve as IDS for MANETs. It is
responsible for detecting the malicious node misbehaviors in the network. Watchdog detects malicious misbehavior by
promiscuously listening to its next hop‘s transmission. If a watchdog node overhears that it‗s next node fails to forward
the packet within a certain period of time it increases its failure counter. Whenever a node failure counter exceeds
predefined threshold, the watch dog node reports it as misbehaving in this case the path rater co-operates with the
routing protocols to avoid the repeated nodes in future transmission.[14] Many following research studies and
implementation have proved that the watchdog scheme is efficient. Furthermore, compared to some other schemes,
watchdog is capable of detecting malicious nodes rather than links.[10] These advantages have made the watchdog
scheme a popular choice in the field. Many MANET IDSs are either based on or developed as improvement to the
watchdog scheme. The watch dog scheme fails to detect malicious misbehaviors with the presence of the following: 1)
ambiguous collision; 2) receiver collision; 3) limited transmission power; 4) false misbehavior report; 5) collision; and
6) partial dropping.
III.
PROBLEM DESCRIPTION
In the previous paper EAACK was an acknowledgement based scheme, where a digital signature is introduced
for preventing the attacker from forging the acknowledgement packets. Since an additional scheme is introduced here for
protecting the acknowledgement higher bandwidth is optimized. The EAACK scheme uses two algorithms DSA and
RSA in which the key size is larger and process is longer here we tackle three of the six weaknesses of Watchdog
scheme, namely, false misbehavior, limited transmission power, and receiver collision. In this section, finally, complete
content and organizational editing before formatting.[16] Please take note of the following items when proofreading
spelling and grammar:

Fig. 5. Receiver collisions
Both nodes B and X are trying to send Packet 1 and Packet 2, respectively, to node C at the same time.

Fig. 6. Limited transmission power
Node B limits its transmission power so that the packet transmission can be overheard by node A but too weak to reach
node C.

Fig. 7. False misbehavior report
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Node A sends back a misbehavior report even though node B forwarded the packet to node C. In a typical
example of receiver collisions, , after node A sends Packet 1 to node B, it tries to overhear if node B forwarded this
packet to node C; meanwhile, node X is forwarding Packet 2 to node C. In such case, node A overhears that node B
has successfully forwarded Packet 1 to node C but failed to detect that node C did not receive this packet due to a
collision between Packet 1 and Packet 2 at node C. In the case of limited transmission power, in order to preserve its own battery resources, node B intentionally limits its transmission power so that it is strong enough to be
overheard by node A but not strong enough to be received by node C, as shown in Fig. 5. For false misbehavior report,
although node A successfully overheard that node B forwarded Packet 1 to node C, node A still reported node B as
misbehaving, as shown in Fig. 6. Due to the open medium and remote distribution of typical MANETs, attackers can
easily capture and compromise one or two nodes to achieve this false misbehavior report attack. As discussed in
previous sections, TWOACK and AACK solve two of these three weaknesses, namely, receiver collision and limited
transmission power. However, both of them are vulnerable to the false misbehavior attack. In this research work, our
goal is to propose new IDS specially designed for MANETs, which solves not only receiver collision and limited
transmission power but also the false misbehavior problem. Furthermore, we extend our research to adopt a digital signature scheme during the packet transmission process. As in all acknowledgment-based IDSs, it is vital to ensure the
integrity and authenticity of all acknowledgment packets.
IV. SCHEME DESCRIPTION
In this section, we describe our proposed HYBRID CRYPTOGRAPHY TECHNIQUES in detail. The
approach described in this research paper is based on the previous work of DSA and RSA algorithms where the key size
is larger and requires a large storage space and higher transmission power. Here the scheme describes about two
algorithms AES (Advanced Encryption Standard) and ECC (Elliptic Curve Cryptography) with the help of these
algorithms the problems of the previous scheme are eliminated. Please note that, in our proposed scheme we assume
that the link between each node in the network is bidirectional. Furthermore, for each communication process both the
source node and destination node are not malicious
A.AES
AES is based on a design principle known as a substitution-permutation network, and is fast in both
software and hardware. Unlike its predecessor DES, AES does not use a Feistel network. AES is a variant of Rijndael
which has a fixed block size of 128bits, and a key size of 128, 192, or 256 bits. By contrast, the Rijndael
specification per se is specified with block and key sizes that may be any multiple of 32 bits, both with a minimum of
128 and a maximum of 256 bits.
AES operates on a 4×4 column major order matrix of bytes, termed the state, although some versions of Rijndael
have a larger block size and have additional columns in the state. Most AES calculations are done in a special finite
field. The key size used for an AES cipher specifies the number of repetitions of transformation rounds that convert the
input, called the plaintext, into the final output, and called the cipher text. Each round consists of several processing
steps, each containing four similar but different stages, including one that depends on the encryption key itself. A set of
reverse rounds are applied to transform cipher text back into the original plaintext using the same encryption key.

Fig. 8: process of AES
B. ECC(Elliptic curve cryptography)
Elliptic curve cryptography (ECC) is an approach to public-key cryptography based on the algebraic structure
of elliptic curves over finite fields. Elliptic curves are also used in several integer factorization algorithms that have
applications in cryptography, such as Lenstra elliptic curve factorization. For elliptic-curve- based protocols, it is
assumed that finding the discrete logarithm of a random elliptic curve element with respect to a publicly known base
point is infeasible — this is the "elliptic curve discrete logarithm problem" or ECDLP. The entire security of ECC
depends on the ability to compute a point multiplication and the inability to compute the multiplicand given the original
and product points. The size of the elliptic curve determines the difficulty of the problem.
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The primary benefit promised by ECC is a smaller key size, reducing storage and transmission
requirements, i.e. that an elliptic curve group could provide the same level of security afforded by an RSA-based system
with a large modulus and correspondingly larger key – e.g., a 256-bit ECC public key should provide comparable
security to a 3072-bit RSA public key
V.
PERFORMANCE ANALYSIS
In this section, we concentrate on describing our simulation environment and methodology as well as
comparing performances through simulation result comparison with Watchdog, TWOACK, and EAACK schemes.
A. Simulation Methodologies
To better investigate the performance of HYBRID CRYPTOGRAPHY under different types of attacks,
We propose three scenario settings to simulate different types of misbehaviors or attacks.
Scenario 1: In this scenario, we simulated a basic packet-dropping attack. Malicious nodes simply drop all the
packets that they receive. The purpose of this scenario is to test the performance of IDSs against two weaknesses of
Watchdog, namely, receiver collision and limited transmission power.
Scenario 2: This scenario is designed to test IDSs‘performances against false misbehavior report. In this case,
malicious nodes always drop the packets that they receive and send back a false misbehavior report whenever it is
possible.
Scenario 3: This scenario is used to test the IDSs‘performances when the attackers are smart enough to forge
acknowledgment packets and claiming positive result while, in fact, it is negative. As Watchdog is not an
acknowledgment-based scheme, it is not eligible for this scenario setting.
B. Simulation Configuration
Our simulation is conducted within the Network Simulator (NS) 2.34 environment on a platform with GCC 4.3
and Ubuntu 9.10. The system is running on a laptop with Core 2 Duo T7250 CPU and 3-GB RAM. In order to better
compare our simulation results with other research works, we adopted the default scenario settings in NS 2.34. The
intention is to provide more general results and make it easier for us to compare the results. In NS 2.34, the default
configuration specifies 50 nodes in a flat space with a size of 670 × 670 m. The maximum hops allowed in this
configuration setting are four. Both the physical layer and the 802.11 MAC layer are included in the wireless extension
of NS2. The moving speed of mobile node is limited to 20 m/s and a pause time of 1000 s. User Datagram Protocol
traffic with constant bit rate is implemented with a packet size of
512 B. For each scheme, we ran every network scenario three times and calculated the average performance.
C. Simulation Results
Various scenarios are analysed and simulated through the graph for HYBRID CRYPTOGRAPHY and EAACK.
These results show the proposed system shows a better performance than all the previous process and avoids several
disadvantage of EAACK.
Scenario 1: The first scenario deals with the packet delivery ratio. Our proposed scheme HYBRID
CRYPTOGRAPHY surpassed EAACK performance by 21%when there are 20% of malicious nodes in the network.
From the results, we conclude that acknowledgment-based schemes, including TWOACK, AACK, and EAACK, are
able to detect misbehaviours with the presence of receiver collision and limited transmission power. However, when
the number of malicious nodes reaches 40%, our proposed scheme HYBRID CRYPTOGRAPHY performance is lower
than those of TWOACK and AACK. We generalize it as a result of the introduction of MRA scheme, when it takes
too long to receive an MRA acknowledgment from the destination node that the waiting time exceeds the predefined
threshold.The simulation results of RO observe that AES and ECC scheme achieve the best performance, as they do
not require acknowledgment scheme to detect misbehaviors. For the rest of the IDSs, AACK has the lowest overhead.
This is largely due to its hybrid architecture, which significantly reduces network overhead. Although EAACK requires
digital signature at all acknowledgment process, it still manages to maintain lower network overhead in most cases. We
conclude that this happens as a result of the introduction of our hybrid scheme.

Fig. 9: Packet delivery ratio
Scenario 2: In scenario 2, we provide an average end to end delay and show how does a delivery of the packet
get delayed while transmission. The HYBRID CRYPTOGRAPHY technique shows a better performance of packet delay
when compared with EAACK
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Fig. 10: Average end to end delay
Scenario 3: In scenario 3 , we provide information about the throughput ratio i.e the successful rate of packet
delivery with our proposed system we get a better performance with the other schemes. There is 8% higher throughput
ratio in the network with the presence of 20% malicious nodes, when the nodes get decreased the ratio increases and
when it get higher it remains the same.

Fig. 11: Throughput ratio
VI.
CONCLUSION AND FUTURE WORK
Packet dropping attack has been a major threat to the security in MANETs. In this research paper, we have
proposed a new technique called HYBRID CRYPTOGRAPHY and compared it with the other scheme called
EAACK in different scenarios through simulation. The results demonstrated a positive performance against EAACK in
various scenarios such as throughput ratio, average end to end delay and packet delivery ratio. The process of this
technique evaluated a faster process with less storage space and transmission power with the other scheme and
algorithms.
To increase the merits of this research work, we plan to investigate the following issues in future
1. Possibilities of adopting a technique by which each and every node entry and exit requires a authentication
process for enhanced security in network.
2. Try new techniques or algorithms so that the process might be faster with an enhanced performance.
3. Examine the possibilities of adopting a key exchange mechanism to eliminate the requirement of predistributed key.
4. Testing the performance of HYBRID CRYPTOGRAPHY TECHNIQUE in real network environment
instead of software simulation.
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