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Abstract— In recent years Steganography plays an important role in secure communication. Steganography is the
practice of hiding one piece of information inside of another, So that only the sender and the authorized Recipient can
locate the presence of secret information. This Process simply encrypts the text file that contains the secret message
using the AES (Advance Encryption Standard) and hides the cipher in an image file. AES is asymmetric encryption
algorithm which means the sender use the public key of the receiver to encrypt the message receiver use its private key
to decrypt the message. Earlier they have used least significant bit (LSB) which is the simplest form. In LSB method
data is inserted in the least significant bit which leads to a negligible change on the cover image that is not visible to
the naked eye. This method can be easily cracked and exposed to risk. In the proposed system | propose Geospatial
Domain Steganography using Most Significant Bit (MSB) then the cipher text is embedded into the image using the
MSB technique. The algorithm used in the Encryption process is the AES Algorithm. This will ensure higher security.

Keywords— Least Significant Bit (LSB), Most significant Bit (MSB), Steganography, Advanced Encryption Standard
(AES)

I. INTRODUCTION

The explosive growth in modern communication like wireless networks and the internet requires security to protect
data to guarantee the authenticity from network based attacks. The two ways of providing security, they are cryptography
and steganography. The cryptography technique provides solution by scrambling of data with an encryption key.
However in this technique the language of the plain text is known and easily recognized, hence an intruder can suspect
encrypted secret information.

Steganography is the practice of hiding one piece of information inside of another. In steganography the text or image
in question is invisible although it resides in the interior of an apparently normal piece of other information, like a text,
image unlike cryptography where the message is clearly visible although you need the key to decipher it, but in
steganography the information cannot be seen unless the correct procedure is applied to the text or image where it resides.
Computer files (image, sound recordings, even disks) contain unused or insignificant areas of data. Steganography take
advantage over these areas and replacing with information.

Il. LITERATURE SURVEY

In this section, Hassan Mathkour et al., [1] investigated different steganography techniques and tools. The strengths
and weaknesses of steganography techniques are compared. Safety al., [2] proposed an adaptive steganography technique
based on integer wavelet transform. The payload is embedded in integer wavelet transform coefficients of cover image
using adaptive hiding capacity funct adjustment algorithm. M. Hassan Shirali-Shahreza and Mohammed Shirali-Shahreza,
[3] proposed a synonyms text steganography, a method for steganography in English text by substituting the word which
have different terms in British English and American English. The method is used for printing text and printing the
electronic document hence the hidden data is not destroyed. Daniela Stanescu et al, [4] proposed microcontroller based
steganography. The Steganography algorithm is implemented on microcontroller or microprocessor to reduce cost and
improve security compared to field programmable gate array implementation. Suresh Babu et al., [5] have presented an
authentication of secret information in image steganography that can be used to verify the integrity of the secret message
from the stegano image. This can verify the reliability of the information being transmitted to the receiver, and verifies
whether hacker tried to tidy up remove or counterfeit the undisclosed information in the stegano image. Pedram Hayati et
al., [6] discussed a survey of stenographic and steganalytic tools for the digital forensic investigator. The stenographic
and steganalytic tools available legally for the use of organizations and the survey of different tools available in the
market as a free ware or shareware or for commercial sale are explained. The available stenographic tools are classified
as image, video, audio, steganography, text, database steganography; file system, hard disk steganography, executable
files and network steganography. Min-Wen chao et al., [7] presented a paper on a very high capacity and low distortion
3D steganography scheme, their approach is based on a multilayered embedding scheme to hide secret messages in the
vertices of 3D polygon models. They exploit the geometric characteristics of 3D models to provide high capacity data
hiding. Their major contributions are to hide much higher bit rates/ vertex than their previous state of the art of the
steganography for 3D polygon models. The limitations of proposed approach is perfectly smooth or extremely small size
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models does not suitable for election as cover models because the hidden data might be easily observed even after a very

small modification by any embedding models. Chum-Hsiang Huang et al., [8] presented a Digital Invisible Ink (DII) data

hiding based on spread spectrum and quantization technique. The two important data hiding schemes of DIl are spread

spectrum watermarking and frequency domain quantization watermarking. DIl scheme provides better secrecy by

enabling plausible deniability. Ahmed T et al., [9] presented stenographic method for hiding information within spatial

domain of the gray scale image. The method is efficient compared with the well-known methods Pixel Value Differing
(PVD) and Gray Level Modification (GLM).and optimum pixel.

I1l.  PROBLEM DEFINITION

The steganography is categorized into

(i) Spatial domain steganography which mainly includes LSB steganography and Bit Plane Complexity Segmentation
(BPCS) algorithm. Spatial methods are the frequently used stenographic techniques Because of high capability of hidden
information and easy realization.

(if) Transform domain steganography in which secret information is embedded in the transform coefficients. Discrete
Cosine Transform, Discrete Wavelet Transform and Discrete Fourier Transform are examples of transform domain. The
advantages of transform domain techniques are high ability to tolerate noises and some signal processing operations. But
transform domain techniques are computationally complex and hence slower.

(iii) Document based steganography embed data in document files by adding tabs of spaces to text or doc files.

(iv) File structure based steganography embeds secret data in the redundant bits of cover file. The method is immune
to visual attack and the statistical detection.

(v) Steganography based on video compression encoding and

(vi) Spread spectrum techniques.

The two important properties of steganography are

[1] Good visual/statistical imperceptibility of the payload which is essential for security of hidden communication.

[2] Payload is essential to convey large quantity of secret information. Steganography must have to satisfy two
requirements, capability and the other is transparency. A Capability embedded payload into media. Transparency
indicates an ability to prevent distinctions between stegano and cover image by perceptual or statistical analysis.

They are two modules in steganography techniques
1. Encryption Module
2. Decryption Module
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Hash Using SHA-1
y FebiKe

Plain Text —— Encryptwsmg AES Crpher Text

v

Fig.1 Encryption Module
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Fig.2 Decryption Module
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A. Least significant Bit (LSB)

Least Significant Bit (LSB) insertion is a common simple approach to embedding information in a wrap picture. The
least significant bit of a few of every of the bits within an figure is changed to a bit of a secret message. When using bit
images, a bit of each of the RGB color workings be able to exist worn, since they are each represented by a bit. LSB
makes use of BMP images, since they use loss less compression. Unfortunately to be able to hide a secret message inside
a BMP file, for that one would require a very large cover image. Now days, BMP images of 800*600 pixels are not often
used on the Internet and might arouse distrust. For this reason, LSB Steganography has also been developed for use with
other image file formats.
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B. Most Significant Bit (MSB)

Most significant bit (MSB, also called the high-order bit) is the bit Position in a binary number having the greatest
value. The MSB is often referred to as the Left-most bit due to the convention in positional notation of writing more
significant digits advance to the left. The MSB be capable of also match to the symptom of a signed binary number in
one or two's complement notation. "1" represent negative and "0" represent positive. It is common to assign each bit a
location numeral, ranging beginning zero to N-1. Where N is the number of bits in the binary representation used.
Basically, this is simply the exponent for the corresponding bit weight in base-2. Although a few CPU manufacturers
assign bit Numbers the opposite way (which is not the same as different bendiness), the MSB Unambiguously remain the
most significant bit. it may be one of the reasons why the terms is often used instead of a bit digit, even though the chief
reason is most likely that Different number representations use different numbers of bits. By extension, the most
Significant bits (plural) are the bits contiguous to, and as well as, the MSB.
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IV. INFORMATIONHIDING USING MSB
The process of converting a text file into its binary equivalent. So every contents of the text file are converted into its
corresponding binary equivalent using the mentioned technique. Also the text file maybe masked before replacing it in
the pixels of the image. In this technique the each byte of the text file’s binary equivalent is binary AND with the binary
equivalent of 254. Then the bits are exchanged with the image pixels. These spirits afford supplementary security. The
masking technique is shown below.

Se| S| s2]si]s0]

H i
Binary Equivalent 01001000 01101001
Applying Mask 254 11111110 11111110
01001000 01101001

Fig.3 Masking Technique

A. Replacing the bits

The MSB technique can also be briefly explained with the help of bits. The MSB technique is explained with the help
of binary values. As shown in the figure the last bits of the pixels are replaced with the bits of the cipher text. So the final
image will resemble the original image.

Decimal Binary Decimal Binary

value as a | code as a value as a code as a
‘H i pixel hide | pixel hide | pixel hide pixel hide

“g> “p? “pn ey
0 00000000 | 64 01000000
Binary Equivalent 01001000 01101001 I 00000001 | 65 01000001
63 00111111 127 01111111

Image Pixels 10100100 11110000

= 128 1000000 192 11000000
@ @ 129 1000001 193 11000000

New Pixel 10100100 11110001 | | L L e
191 10111111 255 11111111
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If the information is hidden in the second significant bit, the color palette is arranged with 64 as cycle of motion.

Namely in the palette the color value (0~63) should be consistent with the color value (64~127), the color value

(128~191) should be consistent with the color value (192~255).When "1" or "0” is hidden in image’s pixels, the pixel

value needs to be re-numbered accordingly so that the different pixel value obtains the same kind of color in the palette.

Table 1shows pixel value encoding list as the information is hidden in the second significant bit. Pixel value encoding list
as the information hidden in the second significant bit.

V. ADVANCED ENCRYPTION STANDARD
Advanced Encryption Standard (AES) is one of the most powerful techniques and it uses symmetric key cryptography.
To augment the safety stage, the clandestine key is hashed and this hashed key is used for encryption and decryption. The
implementations below consist of software, hardware, and any combination. The NIST (National Institute of Standards
and Technology) have made every attempt to provide complete and accurate information about the implementations. The
Advanced Encryption Standard (AES Algorithm) is a computer security standard that became effective on May 26 2002
by NIST to replace DES. The cryptography scheme is the symmetric block cipher that encrypts and decrypts 128-bit
blocks of information. Lengths of 128, 192, and 256 bits are customary key used. The algorithm consists of four stages
that make up a round which is iterated 10 times for a 128-bit span input, 12 era for a 192-bit key, and 14 times for a 256-
bit key. The various stages are
1. Sub Bytes
2. Shift Rows
3. Mix Columns
4. Add Round Key
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Fig.4 AES Algorithm

A. Sub Bytes

In these, each byte in the array is rationalized by means of an eight-bit S-box. This process provides the non-linearity
in the cipher. The S-box is derived from the inverse function over GF (28) having nonlinear properties. To avoid attacks
based on simple arithmetical properties, the S-box is constructed by combining the contrary function with an invertible
affine transformation. The S-box may choose to avoid any fixed points that is derangement, and also any opposite fixed
points.

Ay0| Ao,1| Q2| o3 bu,o bo,1 bo,z bo,3
b1,0 b1 b12 b1,3

28012

b,,| b

N

Fig.5 Sub Bytes
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B. Shift Rows
In shift rows these step operates on the rows of the state; it cyclically shifts the bytes in each row by a certain offset. In
AES, the first row is left unchanged and then each byte of the second row is shifted one to the left. Similarly the third and
the fourth rows are shifted by offsets of two and three respectively. By this way each and every column of the output
state of the Shift Rows step is composed of bytes from each column of the input state.

No
change ao,o a0,1 ao,z ao,a aO,D aO,l a0,2 a0,3
ShiftRows

Shit 1 al,O a1,1 al,Z a1,3 al,l a1,2 a1,3 aLO
v/l / 1/ >
g™ la™ L=

Shift 2 aZ,D a2,1 /aZ,Z /az,3 a2,2 a2,3 a2,0 aZ,l
.

shit3| 39| B3 [ G, ?3,3 A3 A0/ 5] s
N

Fig.6 Shift Rows
C. Mix Columns
In the Mix Columns step, the four bytes of each column of the state are combined using an invertible linear
transformation. It takes four bytes as input and take outputs four bytes for outputs, where each input byte affects all four
amount produced bytes. Simultaneously by Shift Rows, Mix Columns provides dispersal in the cipher, Each and every
column is treated as a polynomial in GF(28) and is then multiplied modulo x4 + 1 with a fixed Polynomial ¢(x) = 3x3 +

X2 + X + 2. The Mix Columns step can also be viewed as a matrix multiply in Rijndael’s finite field.
ao,3 b—o bU!l 0,2 b0,3
a1,3 Mi bl,E bl,l 1,2 b1,3
L bz,c bz, N b2,3
a3,3 ba,c b 3,2 b3,3
~__| / 3.1

®c(x)

Fig.7 Mix Columns

D. Add Round Key

In the Add Round Key step, the sub key is combined through the state. In favour of every round, a sub key is resultant
as of the major key using the key schedule; each sub key is the same size as the state. The sub key is added by combining
each byte of the state with the corresponding byte of the sub key using bitwise XOR.

Ao,0[ F,1| B2| Q3 bolo bo,1 bo,z bo,3
a0 1,0 b1 b12 b1,3
a0 ; bz,o bz,

oY) ; X b3,o b3, 3,3
ko,o ko,1 ko,z ko,3

Kol K

K, o| K

K;o| K

Fig.8 Add Round Key

V1. EXPERIMENTAL RESULTS
Generally pre-processing to the secret image is required before it is embedded, the Image Scrambling is commonly
used. It plays two main roles. First, it changes the statistical properties of the secret image, and enhances the invisibility
when secret information is embedded into the carrier image. Second, it plays the role of secret image encryption .when
the opponents do not know scrambling key cases, they cannot resume the secret information rightly, even if embedded
bits are extracted.
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The process is as follows:
1) Pretreated secret information at first, such as Image Scrambling based on Arnold Algorithm.
2) Convert the secret image which has been scrambled into binary bit-stream. Msg (Msg (0, 1))
3) Select the appropriate size of the images as carrier and the methods of quantification, according to the amount of
hidden information.
4) Locate the redundant bit of carrier image pixel and denote it zero.
5) Get one byte of hidden information byte-by-byte from Msg, set it Byte hide, and then get each bit of Byte hide in
turn to replace the most significant bit of 8 pixels of source image data bit.
When the legitimate recipient receives the carrier image containing hidden information, the hidden information can
beget through an authorized corresponding hidden information extraction program. The process to get secret information
is in opposition to hiding information.

©2003 Dale Hudjik
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il ‘d‘ - . :
Fig.9 The Original image with true color  Fig.10 The image after treatment of quantization Fig.11 The image with
secret information format as carrier

VII. CONCLUSIONS

In this paper, | am presented a new adaptive steganography method based on the MSB substitution to embed the secret
data within a cover image. First, i divided all the possible differences into lower level and higher level with a number of
ranges. Then, i partitioned the cover image into some non-overlapping blocks of three consecutive pixels and obtained
the base pixel for each block. Next, i embed k-bits of secret data in the base pixel by using optimal MSB substitution.
After that, i calculated the differences of pixel values between the bases pixel and two other pixels in each block and then,
applied the modified AES algorithm to embed the secret data bits into the two pixels. After the embedding process, i
extract the secret data from the stegano-image completely. The experimental results of our proposed method showed that
the hiding capacity and the quality of stegano-image have increased.
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