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Abstract― The recognition accuracy of unimodal biometric systems has to contend with a variety of problems such as
background noise, noisy data, non-universality, spoof attacks, intra-class variations, inter-class similarities or
distinctiveness, interoperability issues. This paper describes a new multimodal biometric system that integrates
multiple traits of an individual for recognition, which is able to alleviate the problems faced by unimodal biometric
system while improving recognition performance. We have developed a multimodal biometric system by combining
iris, face and voice at match score level using simple sum rule. The match scores are normalized by min-max
normalization. The identity established by this system is much more reliable and precise than the individual biometric
systems. Experimental evaluations are performed on a public dataset demonstrating the accuracy of the proposed
system. The effectiveness of proposed system regarding FAR (False Accept Rate) and GAR (Genuine Accept Rate) is
demonstrated with the help of MUBI (Multimodal Biometrics Integration) software.
Keywords― Multimodal Biometric System, Iris recognition, Face recognition, Voice recognition, Score level fusion,
Sum rule
I.
INTRODUCTION
A generic biometric system consists of four modules namely sensor module, feature extraction module, matcher
module and decision module. In a multimodal biometric system, fusion can be performed depending upon the type of
information available in any of these modules. According to Sanderson and Paliwal [1] various levels of fusion can be
classified into two broad categories: fusion before matching and fusion after matching as shown in Fig. 1. This
classification is based upon the fact that once the matcher of a biometric system is invoked, the amount of information
available to the system drastically decreases. Fusion prior to matching includes fusion at the sensor and feature extraction
levels and fusion after matching includes fusion at the match score and decision levels. It is generally believed that a
fusion scheme applied as early as possible in the recognition system is more effective. The amount of information
available to the system gets compressed as one proceeds from the sensor module to the decision module [2].

Fig. 1 Classification of levels of fusion
Fusion at the sensor level faces the problem of noise in raw data which gets suppressed in the further levels. Fusion
at the feature level involves the consolidation of feature sets corresponding to multiple biometric traits. Since the feature
set contains richer information about the raw biometric data than the match score or the final decision, so integration at
this level is expected to provide better authentication results. However, it is difficult to achieve integration at the feature
level because the relationship between the feature sets of different biometric systems may not be known, the feature
representations may not be compatible, concatenating two feature vectors may result in a feature vector with very large
dimensionality and a significantly more complex matcher might be required in order to operate on the concatenated
feature set [3]. Next to the feature sets, the match scores output by the different matchers contain the richest information
about the input pattern and also it is relatively easy to access and combine the scores. Therefore, fusion at the match score
level is the most common approach in multimodal biometric systems. Fusion at the decision level contains the least
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information i.e. the final output by the system. It is carried out only when the decisions output by the individual biometric
matchers are available since most commercial biometric systems provide access to only the final decision output by the
system [4].
Integrating multiple traits can significantly improve the recognition performance of a biometric system besides
improving population coverage, deterring spoof attacks, and reducing the failure-to-enroll rate. Although the storage
requirements, processing time and the computational demands of a multimodal biometric system are much higher than a
unimodal system, the above mentioned advantages present a compelling case for deploying multimodal systems in largescale authentication systems.
The rest of this paper is organized as follows. Section 2 discusses the related work. Section 3 describes the
architecture of the proposed system integrating iris, face and voice at the match score level. Results and discussion are
given in section 4. Finally, the summary and conclusions are given in last section.
II.
RELATED WORK
A lot of work has been done in the last years in the field of multimodal biometrics yielding mature hybrid biometric
systems. Fusion at the match score level has been extensively studied in the literature and is the dominant level of fusion
in biometric systems.
Luca et al. [5] used fingerprint and face to be fused at the match score level. PCA and LDA are used for the feature
extraction and classification. Mean rule, product rule and Bayesian rule are used as the fusion techniques with FAR of
0% and FRR of 0.6% to 1.6%. Kartik et al. [6] combined speech and signature by using sum rule as fusion technique
after the min max normalization is applied. Euclidean distance is used as the classification technique with 81.25%
accuracy performance rate. Rodriguez et al. [7] used signature with iris by using sum rule and product rule as the fusion
techniques. Neural Network is used as the classification technique with EER below than 2.0%. Toh et al. [8] combined
hand geometry, fingerprint and voice by using global and local learning decision as fusion approach. The accuracy
performance is 85% to 95%. Feng et al. [9] combined face and palmprint at feature level by concatenating the features
extracted by using PCA and ICA with the nearest neighbor classifier and support vector machine as the classifier.
Fierrez-Aguilar and Ortega-Garcia [10] proposed a multimodal approach including face, a minutiae-based fingerprint and
online signature with fusion at the matching score level. The fusion approach obtained Equal Error Rate (EER) of 0.5.
Viriri and Tapamo [11] introduced a multimodal approach including iris and signature biometrics at score level fusion
with False Reject Rate (FRR) 0.008% on a False Accept Rate (FAR) of 0.01%. Kisku et al. [12] proposed a
multibiometric system including face and Palmprint biometrics at feature level fusion. The system attained 98.75%
recognition rate with 0% FAR. Meraoumia et al. [13] presented a multimodal biometric system using hand images and
by integrating two different biometric traits palmprint and finger-knuckle-print (FKP) with EER = 0.003 %. Aggithaya et
al. [14] proposed a personal authentication system that simultaneously exploits 2D and 3D Palmprint features. The sum
rule classifier achieves the best EER of 0.002. Kazi and Rody [15] presented a multimodal biometric system using face
and signature with score level fusion. The results showed that face and signature based bimodal biometric system can
improve the accuracy rate about 10%, higher than single face/signature based biometric system.
III.
PROPOSED MULTIMODAL SYSTEM
It is evident that a single biometric trait is not enough to meet the variety of requirements including matching
performance and recognition accuracy imposed by several large-scale authentication systems. Multimodal biometric
recognition systems appear more reliable due to the presence of multiple, independent pieces of data. They seek to
alleviate the shortcomings encountered by unimodal biometric systems by integrating the data presented by multiple
biometric traits. In this paper, we develop a fused iris-face-voice recognition system which overcomes a number of
inherent difficulties of the individual biometrics. The integrated system also provide anti spoofing measures by making it
difficult for an intruder to spoof multiple biometric traits simultaneously.
A. Image Acquisition and Feature Extraction
The images of three traits (iris, face and voice) are acquired using appropriate sensors. The feature extraction of
these traits carried out with suitable methods is discussed below:
1) Iris Feature Set Extraction: A general iris recognition system is composed of five basic steps: image acquisition,
segmentation, normalization, feature extraction and matching. Fig. 2 shows a schematic diagram of these basic steps in
the process of iris feature set extraction.

Fig. 2 Steps involved in iris feature set extraction
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Segmentation is a process of finding the precise location of the circular iris. The iris region is bounded by two
circles. To detect these two circles the Circular Hough transform (CHT) has been used [16]. The size of the iris varies
from person to person, and even for the same person, due to variation in illumination, pupil size and distance of the eye
from the camera. These factors can severely affect iris matching results. In order to get accurate results, the localized iris
is transformed into polar coordinates by remapping each point within the iris region to a pair of polar coordinates (r, θ)
where r is in the interval [0,1] with 1 corresponding to the outermost boundary and θ is the angle in the interval [0,2π]
[17, 18]. Once the iris image has been located, the iris image is encoded into a phase code or IrisCode that is the 2048-bit
binary representation of an iris. Gabor filter with isotropic 2D Gaussian function can be used for rotation invariant
classification for feature extraction. The matching score is generated by computing the hamming distance between stored
IrisCode record with current image. It is a measure of the variation between the IrisCode record for the current iris and
the IrisCode records stored in the database.
2) Face Feature Set Extraction: Face recognition involves extracting a feature set from a two-dimensional image
of the user’s face and matching it with the templates stored in the database. The feature extraction process is often
preceded by a face detection process during which the location and spatial extent of the face is determined within the
given image. To recognize human faces, the prominent characteristics on the face like eyes, nose and mouth are extracted
together with their geometry distribution and the shape of the face [19]. Human face is made up of eyes, nose, mouth and
chin etc. There are differences in shape, size and structure of these organs, so the faces are differ in thousands ways, and
we can describe them with the shape and structure of these organs in order to recognize them. These feature points and
relative distances between them make some patterns in every input signal. These characteristic features are called
eigenfaces in the facial recognition domain (or principal components). Once the boundary of the face is established and
feature points are extracted, the eigenface approach [20] is used to extract features from the face as shown in Fig. 3. In
this approach a set of images that span a lower dimensional subspace is computed using the principal component analysis
(PCA) technique [21]. The feature vector of a face image is the projection of the original face image on the reduced
eigenspace. The matching score is generated by computing the Euclidean distance between the eigenface coefficients of
the template and the detected face.

Fig. 3 Steps involved in face feature set extraction
3) Voice Feature Set Extraction: Fig. 4 shows a block diagram of steps involved in the process of voice feature set
extraction. The Mel Frequency Cepstral Coefficients (MFCC) [22] is one of the most popular feature extraction
techniques used in voice recognition based on frequency domain using the Mel scale. MFCC is a representation of the
real cepstral of a windowed short-time signal derived from the Fast Fourier Transform (FFT) of that signal [23]. In order
to extract the MFCC coefficients the voice sample is taken as the input and hamming window is applied to minimize the
discontinuities of a signal. After the windowing, Fast Fourier Transformation (FFT) is calculated for each frame to
extract frequency components of a signal in the time-domain. FFT is used to speed up the processing. The logarithmic
Mel-Scaled filter bank is applied to the Fourier transformed frame. This scale is approximately linear up to 1 kHz, and
logarithmic at greater frequencies. The last step is to calculate Discrete Cosine Transformation (DCT) of the outputs from
the filter bank. To enhance the accuracy and efficiency of the extraction process, speech signals are normally preprocessed before features are extracted [24]. The matching score is generated by computing the Euclidean distance
between the input signal and template stored in database. The relation between frequency of speech and Mel scale can be
established as:
Frequency (Mel Scaled) = [2595log (1+f (Hz)/700]
(1)

Fig. 4 Steps involved in voice feature set extraction
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B. Architecture of Proposed System
The structural design of proposed multimodal biometric recognition system integrating iris, face and voice is shown
in Fig. 5. In the operational phase, the three biometric sensors capture the images individually from the person to be
identified and converts them to a raw digital format, which is further processed by the feature extraction modules
individually to produce a compact representation that is of the same format as the templates stored in the corresponding
databases taken during the enrollment phase. The three resulting representations are then fed to the three corresponding
matchers. Here, they are matched with templates in the corresponding databases to find the similarity between the two
feature sets. The match scores generated from the individual biometrics are then passed to the fusion module to perform
fusion at match score level using simple sum rule.
1) Fusion: The first step involved in fusion is score normalization. Since the match scores output by the three
biometric traits (iris, face and voice) are heterogeneous because they are not on the same numerical range, so score
normalization is done to transform these scores into a common domain prior to combining them. Here, min-max
normalization is used to transform all these scores into a common range [0, 1]. The three normalized scores are fused
using sum rule to generate final match score. Finally, fused matching score is passed to the decision module where a
person is declared as genuine or an imposter.
The normalized scores are obtained by following min-max equation [25]:

Si' 

Si  S min
S max  S min

(2)

where S'i is the normalized matching score, Si is the matching score, Smin is the minimum match score and Smax is the
maximum match score for ith biometric trait.
In order to combine the match scores output by the three individual matchers (iris, face and voice), simple sum rule
is used and its equation is given below [25]:
n

Sum   Si

(3)

i 1

Fig. 5 Architecture of proposed multimodal biometric recognition system integrating iris, face and voice
IV.
COMPARISON
This paper presents a new multimodal biometric recognition system integrating iris, face and voice based on score
level fusion. The proposed system was implemented using MUBI software. The sample biometric data for iris, face, and
voice was taken from CASIA database [26], NIST website [27], and XM2VTS database [28] respectively. Min-Max
normalization and simple sum rule fusion strategy were used in the fusion approach of proposed system.
The performance of a biometric system is usually represented by the ROC (Receiver Operating Characteristic) curve.
The ROC curve plots the probability of FAR versus probability of FRR for different values of the decision threshold (t).
FAR is the percentage of imposter pairs whose matching score is grater than or equal to t and FRR is the percentage of
genuine pairs whose matching score is less than t [29]. In order to show the effectiveness of the proposed method, we
compare the proposed system with individual biometric traits by plotting Receiver Operating Characteristic curve for
Genuine Acceptance Rate (GAR) against False Acceptance Rate (FAR). GAR (1–FRR) is the fraction of genuine scores
exceeding the threshold [30]. Fig. 6-8 shows the comparison of proposed system with individual systems on the basis of
genuine acceptance rate and false acceptance rate. It can be easily estimated from the ROC curves that the performance
gain is very high as compared to the three individual traits. It can also be concluded from Table 1 that the proposed
system has improved false acceptance rate as compared to the other individual biometrics. This performance is a
significant improvement, even over the best unimodal system (iris) and it underscores the benefit of deploying
multimodal systems.
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Fig. 6 ROC curve for proposed system and iris

Fig. 7 ROC curve for proposed system and face

Fig. 8 ROC curve for proposed system and voice
Table I Comparison of proposed system with existing biometrics
S.No.

Biometric Technologies

GAR (%)

Iris
92

1.

Proposed System

92
Proposed System

92
Proposed System

6
2

Voice
3.

4
2

Face
2.

FAR (%)

64
2

V.
CONCLUSION
Biometric features are unique to each individual and remain unaltered during a person’s lifetime. These features make
biometrics a promising solution to the society. In this paper, a robust multimodal biometric recognition system integrating iris,
face and voice is proposed. Fusion of three biometric traits is carried out at the match score level. The performance of proposed
system is compared with each of the three individual biometrics by plotting ROC curves. These curves show that fusion of
multiple biometrics improves the recognition performance as compared to the single biometrics. It also prevents spoofing since
it would be difficult for an impostor to spoof multiple biometric traits of a genuine user simultaneously. One of the drawbacks
is that database will be very large due to the storage of iris, face and voice template in memory, therefore extra storage space
will be needed. Enlarging user population coverage and reducing enrollment failure are additional reasons for combining these
multiple traits for recognition. Future work will be focused on integrating liveness detection with multimodal biometric systems
and minimizing complexity of the system as it will provide a better solution for increased security requirements.
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