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Abstract— Cryptography refers to the tools and techniques used to make messages secure for communication between
the participants and make messages immune to attacks by hackers. For private communication through public
network, cryptography plays a very crucial role. Cryptography is a method to provide information confidentiality,
authenticity and integrity .Cryptography can be categorized into symmetric or asymmetric. In this paper we have
defined and analyzed various cryptographic symmetric algorithms like DES, Triple DES, AES and asymmetric key
cryptographic algorithms like RSA.
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I. INTRODUCTION
Cryptography is usually referred to as “the study of secret”. Encryption is the process of converting normal text to
unreadable form; while decryption is the process of converting encrypted text to normal text in the readable form.
Important aspects of encryption and decryption are privacy, authentication, identification, trust and verification. As the
security demand increases thecost of cryptography algorithm increases [1]. There are two types of cryptosystems;
symmetric cryptosystems and asymmetric cryptosystems. Symmetric cryptosystems use the same key for encryption and
decryption. On the other hand, asymmetric cryptosystems use two different keys; a public key for encryption and a
private key for decryption.
Furthermore, symmetric encryption algorithms are very efficient at processing large amounts of information and
computationally less intensive than asymmetric encryption algorithms. There are two types of symmetric encryption
algorithms: stream ciphers and block ciphers which provide bit-by-bit and block encryption respectively.
•
•
•

II. METHODOLOGY
Comparing and analyzing the performance of various cryptography algorithms (DES, Blowfish, AES, RSA etc.) in
terms of throughput, execution time, power consumption and key size.
Analyzing the performance of the algorithm when different types of data isused.
Comparingthe four most common symmetric key cryptography algorithms: RC2, RC4, RC5, and RC6.
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This paper covers the various cipher
generation
algorithms
of
cryptography which are helpful in
network security
This paper presents an overview of
various block and stream ciphers and
their algorithms, which are used in
cryptography for Network security
purpose. With the help of these
cipher’s algorithms one can generates
its own cipher text algorithms by
making modification into existing
cipher text algorithms.

Due to the rapid growth of digital
communication
and
multimedia
application, security becomes an
important issue of communication
and storage of images. Image security
has found a great need in many
applications where the information
(in the form of image) is to be
protected from unauthorized access
Encryption is one of the ways to
ensure high security , In recent years,
encryption technology has been
developed and
many image
encryption methods have been used
Encryption and decryption consume a
considerable amount of time. This
paper proposed three different image
encryption techniques for color
image.
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Cryptography is the one of the main
categories of computer security that
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from its normal form into an
unreadable form. The two main
characteristics that identify and
differentiate one encryption algorithm
from another are its ability to secure
the protected data against attacks and
its speed and efficiency in doing so.
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and
Asymmetric .This paper provides a
fair comparison between four most
common symmetric key cryptography
algorithms: RC2, RC4, RC5, and
RC6.
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provided to the user. In this paper we
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IV.
CONCLUSIONS
This paper studied and analyzed the performance of different encryption techniques. It can be concluded that:
• The encryption/decryption speed for DES algorithms is faster than RSA.
• AES is more secure compared to DES.
• The throughput rates for BLOWFISH are greater than all symmetric algorithms.
• While the power consumption of BLOWFISH is the least among all algorithms.
• RC6 algorithm uses a variable number of bits ranging from 8 to 1024 bits and encrypts the data 16 times, therefore
making it difficult for a hacker to decrypt it.
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