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Abstract— Internet of Things is a revolutionary technology emerging very fast. In IoT (Internet of Things) objects are
capable of communicating with each other. Internet of Things got a lot of applications in various areas like in
medicine, automobile, production, Information Technology and many more [1].
In IoT devices are very small therefore have limited processing capability. With such constraints, we can not use
heavy protocols for communication between these devices. The security of the communication between IoT devices is
a matter of great concern which requires additional attention. The obvious security solutions like TLS (Transport
Layer Security) can not be deployed with such a constrained environment. Therefore a different version of TLS i.e.
DTLS (Datagram Transport Layer Security) which can also be used with unreliable protocols such as UDP may result
in better performance. TLS is based on the reliability of underlying protocol that is TCP which can not be usually be
applied with constrained devices that are used in IoT communication.
Most of the proposed versions of DTLS is based on the common key i.e. pre shared key. For making the
communication more robust we can use a Certificate Authority that can give digital certificates to both client and
server and can increase the effectiveness of this communication. This work aims to introduce a CA for the
communication and to provide some results that can show its improved performance in contrast to the pre shared key
communication with little overhead.
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I.
INTRODUCTION
The Internet of Things (IoT) has already been recognized by media and various industrial leaders as the next wave of
innovation and spreading in our daily life [9] [10]. IoT is gaining applications almost in every sphere household devices,
smart city infrastructure, industrial automation, medical advancement and transportation are some of the key areas
showing the enormous possibility for Internet of Things ( IoT). Sensors in our day to day life are becoming popular to
fulfill the day to day need of a user[1].As these devices are gaining popularity the security of communication can not be
ignored. Therefore already a lot of research work has been done for securing IoT communications. The problem while
providing security solutions for IoT is its constrained nature therefore usual security solutions can not be applied with
such a constrained environment.
The Transport Layer Security protocol (TLS) is a mostly used security protocol for reliable communication protocol
[2]. The transport layer protocol that is most commonly used for IoT (Internet of Things) communications is UDP
because as it is already been observed that TCP performance is low in wireless networks due to congestion control
algorithms. HTTP which is mainly used with TCP is not sufficient in constrained environment. For such a constrained
environment IETF has defined a connection less light weight constrained application protocol (CoAP) [11].
Most of Constrained Application protocol uses Datagram Transport Layer security as security protocol. DTLS
protocol requires a lot of message exchange between communicating entities. Therefore DTLS protocol can be adopted
as per the constrained devices need with some header compression technique. Most of the DTLS versions use per shared
key for communication. Nowadays small devices are also getting faster processing due to technological advancements.
Therefore the security system can also be extended with some additional concepts. Certificate Authority if used in
constrained environment with DTLS can provide better security than pre shared key authentication. So this work aims to
introduce Certificate Authority for authentication and elimination of pre shared key.
Certificate Authority is a trusted entity that provides digital certificates for the purpose of authentication. Certificate
Authority provides certificates to the clients, servers, databases etc. When an entity wants to communicate with other
entity then it sends its certificate to other entity for authentication. Other entity verifies the certificate based on some well
known cryptographic techniques. In this paper, our aim is to present a DTLS with certificate Authority and to compare it
with DTLS based on pre shared key.
II. RELATED WORK
Earlier security protocols consider only the security of the data on a hop by hop basis is used for the complete network
[4]. In most of the security protocols there is not a proper mechanism that how the key will be distributed to the nodes. In
many cases the keys are updated on the nodes before communication [5]. So this pre shared mechanism of key
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distribution is not so secure and robust, therefore the public key cryptography may result in better performance. Scholars
working in the field of IoT have already analysed the challenges in IoT based on IP and also given the solutions for
improving the IP based security for the resource constrained devices [6]. Brachmann et al. [7] has also given a TLSDTLS mapping system for the IoT security but that requires a trusted 6BR. Keoth et al 8] have also told effects of IP
connected IoT security with DTLS and have also given an architecture for accessing the network in a secure manner and
unicast, multicast key management for DTLS. Daniele Trabalaza [3] provides the confidentiality and integrity for
android devices but it is also uses a pre shared key concept.
III. HOW CERTIFICATE AUTHORITY WORKS
Certificate Authority is a trusted entity which provides certificate to the other entities like client, server databases etc.
It certifies other entities by means of digital certificates. Digital certificates are signed by means of digital certificates.
Digital certificates are signed by the private key of certificate authority with the help of public key cryptography.
Certificate Authority publishes its public key while keeps its private key secret. Digital Certificates contains the digital
signature which is nothing but encrypted hash code of the subject public key. When other entity wants to verify the
digital certificate, it verifies the certificate by comparing the hash code of the subject public key with decrypted digital
signature contained in digital certificates. If both are equal, it means the client that is sending the certificates is a genuine
user. Following Fig 1 shows the working of Certificate Authority.

Fig. 1. Working of Certificate Authority
Following are the major working points for the authentication of digital certificate.
1. Certificate Authority calculates the message digest of subject public key with some known algorithm such as
MD5.
2. It encrypts the hash code with its private key using public key cryptography and output is called digital signature.
3. Digital certificates also contains some other thing apart from digital signature are subject unique ID, subject public
key given by CA that is also unique for each entity, Certificate Authority(CA) name tec.
4. One entity sends this digital certificate to other entity for which it wants to communicate.
5. Other entity verifies this digital certificate for the authentication purpose. Mainly it decrypts the digital signature
with the public key of Certificate Authority i.e. already been published. This decrypted value is then compared to
the hash code of the subject public key. If both values are same that means sending entity is a valid user that is
registered with certificate authority.
IV. PRE SHARED KEY VS PUBLIC KEY CRYPTOGRAPHY
Most of the DTLS work has already been done on DTLS that uses pre shared key for authentication because to make
the system less complex. But as the constrained devices are also getting better processing speed due to development in
technologies we should also work in the direction of making the communication between these devices more secure.
Therefore for making the authentication more robust in this communication another alternative of pre shared key can be
deployed. One of the possible alternatives is Public key cryptography in which sender sends the data by encrypting it
with his private key and receiver decrypts the data with the help of public key of sender. The receiver is able to decrypt
the data with the help of public key of the sender only when it is send by the legitimate sender i.e. it is been decrypted
with the private key of the sender. In this manner a better authentication mechanism can be used between the devices
used in IoT communication. For this purpose Certificate Authority issues digital certificates to both the client and servers.
Digital Certificates contain the digital signature of the Certificate Authority along with the other information such as CA
name, Subject public key, version of the certificate, etc.
Digital signature is obtained by the CA by encrypting the hash code of the subject public key with its private key.
When an entity wants to communicate with other entity it sends its certificate to other entity. Other entity verifies the
certificate by comparing the hash value of subject public key and decrypted value of digital signature which is obtained
by the public key of CA. If these values are same it means sender is a verified sender which is recognized by the CA. In
this manner a better authentication is achieved between the communicating devices.
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V. PERFORMANCE EVALUVATION
While increasing the robustness and effectiveness of DTLS protocol with the help of Certificate Authority,
performance is the aspect that can not be ignored. We have to work in such a direction that will lead to us in a better
DTLS protocol with slight overhead in its complexity. We have tried to make this overhead as minimum as possible
while implementing certificate authority in java language. It is already been discussed that Certificate Authority is trusted
entity that will give the certificates to both client and server so here our work is to incorporate the certificate authority in
the system. This can be implemented as a separate class in java which generates unique certificates to each client which
requests certificate from the Certificate Authority. A digital certificate field may very form version to version but some
of the major fields in the digital certificate includes CA name, Subject Public key, Subject ID which is different for
different client, and most important is digital certificates.
Digital certificate which is the encrypted hash code of subject public key encrypted with the help of CA private key
along with the other mentioned filed is send to the requested entity with the help of socket programming in java. This
implementation does not consume much memory space. The memory requirement in terms of heap can be shown with
the help of result generated with the help of net beans 7.2.1 profiler functions. Net bean is an IDE for java language as
well as for other language also. The following figure 2 depicts the memory requirement for the implementation of CA.

Fig. 2. Memory requirement for Certificate Authority
As it is clear form the above figure that the memory requirement of CA implementation is not a significant overhead
when implemented in java. Above figure shows the memory requirement at different time. The memory requirement in
terms of used heap varies from 4 MB to 6 MB that can be adjusted at the cost of better authentication that is provided by
the CA.
It also requires some multithreading to implement this code where threads maximum range is 4 in our code. We should
take care about number of threads limit that can be implemented by our code because if threads increase after certain
point it will require more processing resources that is a factor that is concerned significantly in constrained devices.
Following figure 3 shows the threads and loaded classes.

Fig. 3. Threads and Loaded Classes
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Above figure shows the threads and loaded classes at different time instances. The values of threads remains
somewhat constant form the very beginning while the loaded classes increase along with the time. There are certain
classes required while implementing CA such as MD5 for calculating the hash code and RSA for public key
cryptography and encrypting the hash code of public key .Therefore above figure shows the different classes comes into
picture as the code start running.
Another performance dimension that we have considered while implementing our code is time requirement. Firstly
we have tried to analyze the time required for implantation of different packages used in the code. Following figure 4
shows the time required for executing the different major packages in the code in milliseconds.

Fig. 4. Execution time of major packages
Above figure clearly shows the time required by the different major packages used in the code. Some of the major
packages used in the code are java.lang, java.sql, java.io etc. The above figure also shows the invocation of different
packages. It clearly shows the maximum invocation is of java.net package that is invoked 36 times and than java.io with
25 times and so on. We can also see the sequence in which different classes are called with the help of call tree
functionality of the net beans profiler. Following figure 5 shows the sequence in which different classes are called.

Fig. 5. Sequence of major classes execution
Above figure shows the sequence of classes calling along with the execution time. It also shows the number of
times a class is called. So by the above analysis it is clear that the overhead which is incurred in the DTLS by adding the
Certificate Authority is not much while comparing its robustness. Therefore if we implement CA in any programming
language like java in our case and see the execution and memory requirement is not much so it is a better enhancement of
DTLS with slight overhead in execution.
VI. CONCLUSION AND FUTURE WORK
In this paper we have presented DTLS with public certificates issued by Certificate Authority. This modified DTLS
can be implemented for Internet of Things (IoT). There are lot of work has already been done on DTLS but most of the
given DTLS versions uses pre shared key for authentication. Certificate Authority with the help of digital certificates
allows the communicating entities to use public key cryptography. By incorporating authentication with the help of
digital certificates increases the robustness of the communication. But as for making the system more secure, somewhere
speed of the communication is reducing. Therefore in further work DTLS can be made faster by some technique such as
header compression, by reducing the message exchange for authentication via some efficient handshake implementation.
DTLS was not primarily designed for IoT but several modifications in DTLS by the working committee made it
suitable for Internet of Things. As world of Internet of Things is improving rapidly then its security solution should be
improved and the use of public certificate for this purpose can be very beneficial.
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