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Abstract— During the last years and with the growth of the cyber-attacks, the information safety has become an
essential element. Therefore we must find the best ways to protect our IT system from these attacks. Researchers have
proposed different methods and algorithms to improve intrusion detection systems (IDS). There are different types of
these systems and all of them are suffering from a common problem which is generating an important number of
alerts and huge volume of false positives. This disadvantage has become the main motivation for many researchers in
IDS area. The aim of conducted research in this field is to propose different techniques to handle the alerts, to reduce
them and distinguish real attacks from false positives and low importance events.
This paper is a survey that represents a review of the current research related to the false positives problem. The focus
will be on alert correlation and data mining techniques to reduce false positives.
Keywords— Intrusion Detection System, false positive, data mining, alert correlation, event correlation.
I. INTRODUCTION
Computer networks become an essential part of today‘s information society. These networks are usually connected to the
global internet network and then they become an easy target for attacks. In recent years securing networks against
intrusion and attacks has become very important. An intrusion can be defined as ―any set of actions that attempt to
compromise the integrity, confidentiality, or availability of a resource‖ [1].
Recently, various security systems and tools are deployed in networks to provide security such as Intrusion Detection
Systems (IDS). An IDS is used to detect all intrusions in an efficient manner and when it observes any suspicious event
representing a threat or abnormal behavior which may result in damaging computer networks and systems it produces
alerts.
IDS solutions generate a huge number of alerts which most of them are false alerts, duplicates alerts or low importance.
Large volume of these alerts is unmanageable and overwhelming to the human analyst especially if 99% of them are
false alerts [2]. False alerts, also known as false positives occur when an activity has been mistakenly classified as an
attack by the IDS.
Many approaches have been proposed to reduce the number of false positives. Among proposed approaches, data mining
based and alert correlation have been frequently suggested during the last years. This paper aimed to provide a survey on
techniques which are proposed for false positives reduction in IDS and the focus will be on data mining based techniques
and alert correlation.
This paper is organized as follows: Section II explains the main measures for evaluating different methods for false
positives reduction, Section III false positive reduction techniques, Section IV data mining techniques, Section V alert
and intrusion correlation techniques, Section VI classification of alert correlation techniques, and Section VII conclusion
and future works.
II. EVALUATION PARAMETERS FOR FALSE POSITIVES REDUCTION
The performance of IDS is evaluated by its ability to give a correct classification of events to be an attack or a normal
behavior [3]. According to the real nature of a given event and the prediction from IDS, we found four possible outcomes
[3, 4]:
 True negative (TN): events which are actually normal and are successfully labeled as normal.
 True positive (TP): events which are actually attacks and are successfully labeled as attacks.
 False positive (FP): a normal events being classified as attacks.
 False negative (FN): are attack events incorrectly classified as normal events.
Table 1 shows some numerical parameters that apply following measures to evaluate the IDS effectiveness:
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Table 1: Numerical parameters to evaluate the IDS effectiveness [11]
False Positive Rate (FPR)
False Negative Rate (FNR)
True Positive Rate (TPR)
True Negative Rate (TNR)
Accuracy
Precision
False Positive Rate (FPR) refers to the proportion that normal information is mistakenly detected as attack behavior. A
high FPR will cause the low performance of the IDS and a high FNR will leave the system vulnerable to intrusions. TNR
refers to proportion of detected attacks among all attack events. Accuracy refers to the proportion of events classified as an
accurate type in total events [4]. So, to have IDS with high performances, both FP and FN rates should be minimized
together with maximizing accuracy, TP and TN rates [5].
The most important issue about evaluating different approaches which are proposed to reduce false positives is that
reducing just false positive rate and that is not enough. Some false positive reduction techniques cause low accuracy
because of some operations like over generalization, missing real attack alerts, etc. So, effective techniques will reduce the
false positives rates while increase the accuracy of the system or at least keep it without change.
III. FALSE POSITIVES REDUCTION TECHNIQUES
Many methods have been proposed to reduce false positives rate. All these methods can be divided into two approaches, as
shown in Fig.2. The first approach includes methods that operate during detection phase, we call them detection techniques
and the second refers to the methods that operate on produced alerts after detection phase, we call them alerts processing
techniques.
False Positive Reduction Approaches

Detection
Techniques

Alert Processing
Techniques

Fig. 1 General FP Reduction Approaches [18]
III-1 Detection Techniques
Wu and Ye [4] compared the accuracy, false positive rate and detection rate for four attack types: Probe, Dos, U2R, R2L.
They provide accuracy comparison by C4.5 and SVM algorithms. As a result, C4.5 acts better than SVM in accuracy of
Probe, DoS and U2R attacks detection; but SVM is better in false positive rate. They suggest combining the two methods,
so that overall accuracy can be increased greatly.
Anuar et al. [5] prepared a hybrid statistical approach which used data mining and decision tree classification. As a result,
the statistical analysis approach can be manipulated to distinguish between attacks and false positives and reduce
misclassification of false positives. They compared rule-based and decision tree algorithms and proved that the decision
tree is better than rule-based for modeling intrusion detection systems.
Xiang et al. [6] proposed a multiple-level hybrid classifier which combined the supervised tree classifiers and unsupervised
Bayesian clustering to detect intrusions. Performance of this new approach shown to have high detection and low false
positive rates. They concluded that keeping FNR as low as possible while maintaining an acceptable level of FPR is
essential for IDS since the false positive might bring inconvenience to the administrators.
Lee et al. [8] developed a framework for fully unsupervised training and online anomaly detection. In the framework, a
self-organizing map (SOM) that is seamlessly combined with K-means clustering was transformed into an adaptive
algorithm suitable for real time processing. The performance evaluation of proposed approach shows that it could
significantly increase the detection rate while the false alarm rate remained low. In particular, it was capable of detecting
new types of attacks at the earliest possible time.
III-2 Alerts Processing Techniques
Pietraszek [11] proposed Adaptive Learner for Alert Classification (ALAC) as a new system for reducing false positives.
ALAC is an adaptive alert classifier based on the feedback of an intrusion detection analyst and machine learning
techniques. ALAC was designed to operate in two modes: a recommender mode in which all alerts are labeled and passed
onto the analyst and an agent mode in which some alerts are processed automatically. In recommender mode, where it
adaptively learns the classification from the analyst, false negative and false positive were obtained. Where in the agent
mode, some alerts are autonomously. In this system, a fast and effective rule learner used is RIPPER. It can build a set of
rules discriminating between classes. The number of false alerts was reduced by more than 30%. This system has a
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disadvantage: during a system‘s lifetime the size of the training set grows infinitely. Later, he extended his previous work
in [12] and presented two complementary approaches for false positives reduction: CLARAty which is based on alert post
processing by data mining and root-cause analysis and ALAC which is based on machine learning. CLARAty is an alertclustering approach using data mining with a modified version of attribute-oriented induction [12]. Using this system, the
number of alerts handled has been reduced by more than 50%.
Julisch and Dacier [10] proposed a conceptual clustering technique to show that intrusion detection alarms can be handled
efficiently. Clusters correspond to alert descriptions, and a human expert can use them for developing filtering and
correlation rules for future IDS alerts. During their experiments, they found that these hand written rules reduced the
number of alerts by an average of 75% [25]. This work was later extended by Julisch who reported the reduction of alerts
by 87% [6, 26].
Clifton and Gengo [9] used data mining techniques to identify sequences of alarms that result from normal behavior,
enabling construction of filters to eliminate those alarms. They have investigated the detection of frequent alert sequences,
in order to use this knowledge for creating IDS alert filters.
Siraj et al. [13] developed a unified alert fusion model which will combine alert prioritization, alert clustering and alert
correlation in a single framework but they just addressed the alert clustering aspect of sensor data fusion in their work.
They used causal knowledge based inference technique with fuzzy cognitive modeling to cluster alerts by discovering
structural relationships in sensor data.
Al-Mamory et al. have provided a survey on alert processing techniques [15], later they proposed a data mining alert
clustering technique that groups alarms whose root causes are generally similar and finds generalized alarms which help
the human analyst to write filters [16, 17, 18]. During their experiments, the averaged reduction ratio was about 82% [16],
93% [18] and 74% [19] of the total alarms. Their method can be considered as a variation of Julisch‘s work; however, they
have designed a new data mining technique, which is different in clustering methods.
Long et al. [14] have proposed a supervised clustering algorithm for distinguishing Snort IDS true alerts from false
positives. Their technique uses Intrusion Detection Message Exchange Format (IDMEF), which is written in XML and a
novel XML distance measure is proposed to implement the clustering algorithm based on this measure.
Maggi et al. [22] have focused on alert aggregation as an important component of the alert fusion process. For this purpose
they used fuzzy measures and fuzzy sets to design alert aggregation algorithms and to state whether or not two alerts are
‗‗close in time‖ dealing with noisy and delayed detections.
Vaarandi [19] proposed a data mining based real-time classification method for distinguishing important network IDS
alerts from frequently occurring false positives and events of low importance. He claims that unlike conventional data
mining based approaches, the method is fully automated and able to adjust to environment changes without a human
intervention. Later he extends his previous work in [20] and presents a novel unsupervised real time alert classification
method which is based on frequent item set mining and data clustering techniques.
Mansour et al. [23] have used a data mining technique which is based on a Growing Hierarchical Self-Organizing Map
(GHSOM) neural network model that determines the number and arrangement of map units during unsupervised training
process. GHSOM clusters alerts to support network administrators in making decisions about true and false alerts and
addresses limitations of the SOM. GHSOM reduces false positives from 15% to 4.7% and false negatives from 16% to 4%
for the real-world data used.
Tian et al. [21] have used pattern mining method to develop an adaptive alert classifier that classifies alerts in true
positives and false positives classes and learns knowledge adaptively by the feedback of the operators.
Sabri et al. [24] used data mining to extract the useful information from large databases. They have used the KDD CUP 99
dataset to evaluate their method. The results show that the data mining technique reduces the false alarms rate and increase
the accuracy of the system. At the end, we have summarized all reviewed techniques in this paper, their experimental
results and their selected dataset to evaluate their method in Table II.
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Table 2: A review of false positive reduction techniques [18]
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Clustering
99%,43,31%
21
Classification (Pattern Mining)
36%
23
Clustering , GHSOM
15%,4.7%
24
Rule-based Classification, KDD CUP 99
N/A
IV.
DATA MINING TECHNIQUES
Data Mining is to extract knowledge interested by people from large database or data warehouse; the knowledge
is implied, unknown and potentially useful information. Extracted knowledge is represented as concept, rule, law and
model. The purpose of data mining is to help the decision-maker to find potential association between data, found
neglected elements which are perhaps very useful for trends and decision-making behavior.
According to [37], common data mining methods and technologies are:
A. Correlation Analysis: also called association rules, it is to find item set model knowledge frequently appeared from
given data set, the purpose is to excavation the relationship that was hidden in data, for example, the customers that
buy computer will buy some software, this is an association rules.
B. Sequential patterns: the purpose is also to excavate connection that between data, however, time series analysis
focused more on the relationship of data in times, for example, and 80% people among printer buyer will buy printing
paper after three months.
C. Classification: classification is to find model or function that can describe the typical characteristics of data set, so that
it can identify ownership or categories of unknown data. Typical classify models have the linear regression model,
the decision tree model, the model based on rule and the neural network model.
D. Clustering: Data was divided into a series of meaningful subset according to certain rules. In the same cluster, the gap
between the individual is smaller, and in the different cluster, the gap is greater.
E. Deviation analysis: to find abnormal data from the database
F. Forecast: to find law according historical data, establish model, and to predict types, characteristics of the future data,
etc based on the model.
V. ALERT AND INTRUSION CORRELATION TECHNIQUES
According to [25], alert is defined as an alarm generated by Intrusion Detection system (IDS) to notify interested parties of
interesting event. An event is a low level entity analyzed by IDS. Single event can cause multiple alerts and it can be
represented in mathematical expression as below:
Event = {alert1, alert2, alert3,…, alertn}
Intrusion correlation refers to the interpretation, combination and analysis of information from all available sources about
the target system activity for the purpose of intrusion detection and response. There are two types of intrusion correlation
as in Fig. 2: intrusion event correlation and intrusion alert correlation [26].
Intrusion Event
Correlation

Analyses neutral
Events

Intrusion
Corrélation
Intrusion Alert
Correlation

Analyses
identified misuse
or anomalies

Fig.2 Types of intrusion Correlation
The difference between these two types of intrusion correlations is that intrusion event correlation analyses neutral events,
while intrusion alert correlation analyses identified misuse or anomalies. This relation is also stated in IDMEF
specification [27] specifying that each time an analyzer detect an event that match the rule, it sends an alert to its
manager(s). It will depend on the analyser as an alert message can correspond to a single detected event, or multiple
detected events.
Alert can be produced from various types of sources and it may cause multiple stages of attack. Alert correlation is multistep processes that receives alerts from one or more IDS as input and produce a high-level description of the malicious
activity on the network. According to [25], to achieve good recognition, the data needs to be collected from various
sources (for example firewall, web server logs, IDS of multiple manufacturers and so on). Correlation of alerts produced
by heterogeneous log resources can provide a number of potential advantages and the most obvious benefit is the reduction
in the number of alerts that a security officer must address.
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VI. CLASSIFICATION OF ALERT CORRELATION TECHNIQUES
There are three techniques exist in correlating alerts which are Similarity-based, Pre-defined attack scenarios and Prerequisites and consequences of individual attack [28]. In addition, [29] has proposed one more technique for alert
correlation, known as Statistical causal analysis (Fig. 3).

Alert Correlation
Techniques

Similarity-Based

Pre-Defined
Attack Scenarios

Pre-Requisites and
Consequences of individual
attacks

Statistical
Causal Analysis

Fig. 3 Classification of Alert Correlation Technique
VI-1 Similarity-Based
This technique will compare an alert to all alert threads that have similar attributes or features (e.g source IP address,
destination IP address, ports) and then correlates alerts with a high degree of feature similarity if match or a new thread is
created if none is match [30, 31].
Valdes & Skinner [31] implemented alert similarity metric in three phases as in Fig. 4. In the first phase, the low-level
events are aggregated using the attack threads concepts to cluster alert that are part of the same ongoing attack. The alerts
are clustered if attribute is overlap which mean that it will only consider attributes that present in both alerts. The metric
for this phase demand that sensor field, attack class, attack name, source and target in both alerts are similar. In second
phase, different levels of similarity are expected for different attributes in different situation whereby similar sensor field is
dropped and similar alert name is maintained. This phase is to ensure that detection of the same attack by multiple sensors
should be fused.
Then in third phase, it requires similar attack class in both alert. Certain threshold is adjusted for example for synthetic
threads, sensor id and IP is set high and for multistep attack detection, threshold for attack class is set to low. This phase
will merge alerts representing different attack steps to provide a higher-level view of the security state of the system.
Similarity-Based
Techniques

PHASE 1:
Alert clustered if
Attribute overlap

PHASE 2:
similar sensor field
is dropped, similar
alert name is
maintained

PURPOSE:
To cluster alert
that are part of
same ongoing
attack

PURPOSE: To
ensure the
detection of
same attack by
multiple sensors
is fused

PHASE 3:
similar attack
class in both alert
and threshold
is set

PURPOSE:
To merge alerts for
higher-level
view of attack.

Fig. 4 Similarity-based intrusion alert correlation process by Valdes & Skinner
VI-2 Pre-Defined Attack Scenarios
Debar & Wespi [32] presented a detailed alert model and developed adapter modules to map proprietary alert formats
into this model. This alert model was refined and is now the de-facto format for intrusion detection alerts known as
Intrusion Detection Message Exchange Format (IDMEF). They have proposed a system that performs correlation and
aggregation of intrusion detection alerts produced by various sensors as in Fig. 5. In correlation phase, there are two
types of correlation which are duplicate removal and consequence correlation. Duplicates removal are instances of the
same attack as detected using rules read from a specified configuration file by two different sensors. Consequences are
rules that specify one event should be followed by another type of event. It will link together alerts that are sequential in
nature. Once alerts have correlated, aggregation phase will cluster alerts with similar attributes (source, target and attack
© 2015, IJARCSSE All Rights Reserved

Page | 81

Chakir et al., International Journal of Advanced Research in Computer Science and Software Engineering 5(4),
April- 2015, pp. 77-85
class). It identifies the source of the attack, the target of the attack and popular attack class. It will group alerts based on
certain criteria to aggregate severity level, reveal trends and clarify attacker‘s intentions. This phase consists of large
number of false positive. However there is no specific technique can eliminate this problem. Major weakness of this
method is it requires that human users specify attack scenarios and it is limited to detection of known attacks.
Matching pre-defined
attack scenarios

DUPLICATE
REMOVAL

CONSEQUENCE
CORRELATION

CORRELATION (Group
alerts that are part of the
same attack trend)

AGGREGATION (cluster
alert with similar
attributes-source, target,
attack class)

Fig. 5 Pre-defined attack scenarios intrusion alert correlation process by Debar & Wespi
VI-3 Pre-Requisites and Consequences of individual attacks
By using these techniques as depicted in Fig. 6, Cuppens & Miege [33] included five functions including alert base
management, alert clustering, alert merging, alert correlation and intention recognition function. In alert base
management function, it receives alerts generated by IDS and stores them for further analysis by cooperation module.
This alert will be normalized to IDMEF format and store in the relational database. Alert cluster and alert merging
function can access the database and will use the similarity function to cluster and merge the alert. Alert correlation
function will further analyses the cluster alerts provided by alert merging function using explicit correlation rules with
pre-defined and consequence statement. This approach attempt to generate correlation rules automatically which can
introduce correlated alerts that are similar by chance and this could increase the noise in the alert stream. [34], [35] has
implemented causal relationships between alerts using pre-requisite and consequences.
Alert Base
Management

Alert
Clustering

Alert
Merging

Alert
Correlation
IDS 1
Intention
Recognition

IDS 2
IDS 3

Reaction
Alert
Alert Database
Database

IDS n

Fig. 6 Pre-requisite and Consequences of individual attack intrusion alert correlation process by Cuppens & Miege
VI-4 Statistical Causal Analysis
This technique proposed by Cuppens & Miege [29] as shown in Fig. 7, implements anomaly detection and use Granger
Causality Test (time series analysis method) to correlate events which emphasis on attack scenario analysis. In order to
reduce the volume of raw alerts, it will combine low-level alert based on alert attributes. It uses clustering technique to
process low-level alert-data into high-level aggregated alerts. Prioritization alerts is used based on relevance of attacks
and impacts on the mission goal. It will then conduct causality analysis to correlate alerts and constructs attack scenario.
It is pure statistical causality analysis and does not need pre-defined knowledge about attack scenarios. Hence, new
attack scenarios can be identified.
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Fig. 7: Statistical Causality Analysis alert correlation process by Qin & Le
This technique declares that every multi-step attack will generate alert that have statistical similarities in their attributes,
and this attack steps have causal relationship. [29] run the statistical correlation engine offline with training datasets to
compute and store correlations so that it can be used for pattern matching at run-time. This technique is not a feasible
solution for the complete correlation process. However it can be utilized as a part of a larger system to pre-process alerts
or to provide meta-alert signatures.
VI-5 Alert Correlation Techniques Comparison
All reviewed techniques have their advantages and disadvantageous as summarized in Table 3.

Technique
Similarity-based

Pre-defined
attack
scenario

Pre-requisites
and
Consequences of
individual attack

Statistical
Causality
Analysis

Table 3: Alert Correlation Techniques Comparison [38]
Advantage
Advantage
Can reduce large number of redundant alert • False alert can only be detected if multiple
generated by multiple sensors.
sensors can detect the same attack.
• Cannot detect multi-step attack
• Can detect only misuse detection and not
Can reduce large number of redundant alert • Could generate large number of false positive
generated by multiple sensors
alarm [36]
• Can cluster multiple related alert • it requires that users specify attack scenarios
(contextual alert)
manually
• Can detect precise attack as stated in the • It is limited to detection of known attacks or
rules (specification).
misuse detection and not anomaly detection.
• multi-step attack alert is disregarded
Multi-step attack can be detected to provide Automatic generation correlation rules can
a high-level view of the attack associated generate large false alarm [33].
with a security compromise
• [34] generate useful graph to determine the
attacker‘s objective
does not need pre-defined
Not feasible for complete correlation process
Knowledge about attack scenarios.
[25].
• Using anomaly detection technique
• new attack scenarios can be identified
• can be used as pre-process alerts or metaalert signatures.

VII.
CONCLUSION AND FUTURE WORK
In this paper we have provided a review of researches during the last decade, which have aimed to reduce false positives.
The focus was on data mining and alert correlation techniques. Firstly we have categorized these researches into two
general approaches: the detection techniques that act during detection phase and the alert processing techniques that are
applied on generated alerts after detection phase. Secondly we have reviewed and analysed the existing alert correlation
and data mining technique to overcome the IDS‘s problems discussed.
There are some open problems and disadvantages related to the studied techniques. First, most of the proposed
techniques act in an off-line mode. Second, some of these techniques are depended to human analyst for training phase or
developing filtering rules. Another problem associated to some of the proposed techniques is the lack of accuracy.
By studying all these techniques and detecting there weakness, we aim to proposed a new approach using a SIEM system
which combine between the data mining and alert correlation techniques to improve the IDS system to reduce the false
positive rate, the next work will be the subject of a future article.
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