Volume 5, Issue 2, February 2015 ISSN: 2277 128X
International Journal of Advanced Research in

Computer Science and Software Engineering
Research Paper
Available online at: www.ijarcsse.com

Implementation and Performance Analysis of DWT Based Video
Watermarking Algorithms on FPGA

Alka N. Potkar”, Prof. Saniya M. Ansari
E&TC department, Savitribai Phule Pune University
Mabharashtra, India

www.ijarcsse.com

Abstract— Digital video watermarking was introduced at the end of the last century to provide means of enforcing
video copyright protection. Video watermarking involves embedding secret information (data) in the video. This paper
proposes Discrete Wavelet Transform (DWT) to authenticate the multimedia image and LSB algorithm to insert the
bits of the hidden message or image into the least significant bits of the pixels. This proposed method is developed on
Xilinx Spartan3 Field Programmable Gate Array (FPGA) device using embedded development kit (EDK) tools from
Xilinx. To check effectiveness of this technique for Imperceptibility and robustness PSNR and NCC parameters are
calculated by adding different attacks. To improve performance implemented the propose system with addition of
DWT-DCT algorithm using MATLAB software.
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I.  INTRODUCTION

Watermarking is a method of embedding additional information into the digital contents that is undetectable to
listeners. We are investigating its embedding, detecting, and coding techniques. Digital video watermarking involves
embedding secret symbols known as watermarks within video data which can be used later for copyright detection
purposes. There are three factors (robustness, security, perceptual fidelity) which are necessary for video watermarking
system. The watermark can be visible or invisible. In visible watermarking, the information is visible in the video. While
in invisible watermarking, information is not visible. It can be detected only by the owner. This paper proposed LSB
Information Hiding algorithm which can lift wavelet transform image. The idea behind the LSB algorithm is to insert the
bits of the hidden message into the least significant bits of the pixels. Achieving the purpose of information hiding with
the secret bits of information to replace the random noise, using the lowest plane embedding secret information to avoid
noise and attacks, making use of redundancy to enhance the sound embedded in the way nature to be addressed. In this
paper we propose an invisible video watermarking technique based on LSB & 2-Level DWT [13]. The results showed
that the proposed algorithm has a very good hidden invisibility, good security and robustness for a lot of hidden
attacks.However, the limitation of capacity has led us to think about an improved approach which can be achieved
through hardware implementation systems with the help of a programmable gate array (FPGA) board.

Il. PROPOSED METHOD
The use of discrete wavelet transform (DWT) is increased for image coding day by day. That is because of the DWT
property which supports features like progressive image transmission (by quality, by resolution), use of compressed
image manipulation [6], region of interest coding, etc.
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Figure 1Block diagram of proposed method
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We can use Least Significant Bit (LSB) algorithm [13]. This is technique is the one in which least significant bit of

the image is replaced with data bit [13]. As this method is used in image-analysis so as to make it more secure and

encrypt the raw data before embedding it in the image. Fig.1 shows the proposed method block diagram [2] which uses

LSB algorithm for encoding data or pixel value of image. DWT algorithm is used for compressing the watermarked
image.

I1l.  PROPERTIES OF DIGITAL WATERMARKING
An effective digital watermarking algorithm must have number of properties. In this section we describe these
properties [23].

A. Imperceptibility

It is normally required to have watermarked image which should perceptually be as close to original image as
possible [14]. Otherwise, the distortions caused by watermarking embed- ding process would degrade its aesthetic value.
This property is called imperceptibility or transparency of the watermarking system [23]. A watermarking system is of
very little use, if it destroys the cover image to the extent of being useless. Theoretically, the watermark should be
invisible to human eye, even on the highest quality equipment. To evaluate the imperceptibility, generally, Peak Signal to
Noise Ratio (PSNR) is used.

B. Robustness

Robustness refers to the capability of watermark to survive against both legitimate and illegitimate attacks. Legitimate
or unintentional attacks are those which do not explicitly aim at removing the watermark or marking it unusable [23].
Illegitimate or intentional attacks precisely aim at damaging the embedded watermark in the cover work. Except fragile
watermarking systems, almost all watermarking systems need to be resistant against any legitimate or illegitimate
processing of watermarked image.

C. Capacity

Capacity of the watermarking system is defined as the maximum amount of information that can be embedded in the
cover work [14]. This property of watermarking technique determines whether a technique can profitably be used in a
given context or not [29]. There is always compromise between capacity and other two important properties of
watermarking system, imperceptibility and robustness. A higher capacity is always obtained by sacrificing either
robustness or imperceptibility (or both), it is thereby necessary that a good tradeoff is found depending on the application
on hand [23].

D. Security

A watermark system is said to be secure, if the hacker cannot remove the watermark without having full knowledge of
embedding algorithm, detector and composition of watermark. A secure watermarking system can resist many hostile
attacks which thwart the watermark's purpose [23]. These attacks can be unauthorized operations that can remove, embed,
modify or detect the watermark.

IV. HARDWARE IMPLEMENTATION

1. MicroBlaze Processor Design

FIELD-PROGRAMMABLE GATE ARRAYS (FPGA's) [2] are flexible and reusable high-density circuits that can
be easily re-configured by the designer, enabling the VLSI design / validation /simulation cycle to be performed more
quickly and less expensive. Increasing device densities have prompted FPGA manufacturers, such as Xilinx and Altera,
to incorporate larger embedded components, including multipliers, DSP blocks and even embedded processors. One of
the recent architectural enhancements in the Xilinx Spartan, Virtex family architectures is the introduction of the
MicroBlaze (Soft IP) and PowerPC405 hard-core embedded processor. The MicroBlaze processor is a 32-bit Harvard
Reduced Instruction Set Computer (RISC) architecture optimized for implementation in Xilinx FPGAs with separate 32-
bit instruction and data buses running at full speed to execute programs and access data from both on-chip and external
memory at the same time.

2. Xilinx Platform Studio

The Xilinx Platform Studio (XPS) [2] is the development environment or GUI used for designing the hardware
portion of your embedded processor system. Embedded Development Kit Xilinx Embedded Development Kit (EDK) is
an integrated software tool suite for developing embedded systems with Xilinx MicroBlaze and PowerPC CPUs. EDK
includes a variety of tools and applications to assist the designer to develop an embedded system right from the hardware
creation to final implementation of the system on an FPGA. System design consists of the creation of the hardware and
software components of the embedded processor system and the creation of a verification component is optional. A
typical embedded system design project involves [13]: hardware platform creation, hardware platform verification
(simulation), software platform creation, software application creation, and software verification as shown in fig 2. Base
System Builder is the wizard that is used to automatically generate a hardware platform according to the user
specifications that is defined by the MHS (Microprocessor Hardware Specification) file.
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Fig2 Flow chart of FPGA implementation

The MHS file defines the system architecture, peripherals and embedded processors. The Platform Generation tool
creates the hardware platform using the MHS file as input.

V. SOFTWARE DEVELOPMENT PROCESS
In this proposed method as shown in fig 4 and fig 5 a digital video watermarking technique based on identical frame
extraction in 3-Level Discrete Wavelet Transform (DWT). In the proposed method, first the host video is divided into
video shots [32]. Then from each video shot one video frame called identical frame is selected for watermark embedding.
Each identical frame is decomposed into 3-level DWT [32]. Our proposed digital video watermarking technique based on
3-level DWT and DCT.
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At first, the formation of 3-Level DWT is presented. Then the proposed watermark embedding process,
including identical frame extraction technique is used.
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VI. EVALUATION PARAMETERS
The PSNR and NCC are used as evaluation parameter.
1. Peak Signal to Noise Ratio (PSNR) [14], is an engineering term for the ratio between the maximum possible power
of a signal and the power of corrupting noise that affects the fidelity of its representation.
Let A is the original image & B is the watermarked image of size m x n then MSE (Mean Square Error) & PSNR
will be

M-1 .
_ i N-—1 _ 2
MSE = “-“Zf:u 2, (A—B)
PSNR = 10.log10MAX2A/MSE

2. Normalized Cross Correlation (NCC) is calculated to evaluate the robustness of algorithm. NCC is defined as
follows where OW is original watermark and EW is Extracted watermark [14].

M-1 M-1
N-1 N-1
NCC = Z(ow = EW) Z (oW = owW)
=0 J=0
= i=
VII. SIMULATION RESULTS AND ANALYSIS

A. SIMULATION RESULT

To check the efficiency of proposed algorithm different size of images are considered for numerical simulation. MSE,
PSNR and NCC value is checked on Hyper Terminal as shown in fig 6.The input, Secret, DWT, IDWT and received
secret images are shown in fig 7,8,9,10,11 respectively in Visual Basic 6.0.
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B. Synthesis Report:
This report contains the results from the synthesis run, including area and timing estimation. This report contains a detail
study of the FPGA utilization as calculated during the synthesis of the FPGA. Timing report is available after the compile
server completes the mapping step of the compilation process. This report contain utilization of the FPGA clocks, as
estimated in the process of mapping the FPGA. The following table 1 shows the design summary for entire structure.

TABLE | TABLE Il
HARDWARE RECOURSE UTILIZATION COMPARISONS WITH OTHER
WATERMARKING CHIPS
Logic Available | Used | Utilization Researc | Desig | Type | Medi | Domai Chip
Utilization (%) h n of WM | a n Feature
Number of 1920 1880 97% Works | Type S
Slices Mohant | FPGA | Visible | Image | Spatial | 3.3V,
Number of 3840 2118 55% y et 292MHz
Slice Flip al.[50]

Flops Sonjoy | FPGA | Semi | Video | DCT 40MHz
Number of 4 3840 2971 7% Deb fragile takes 7
input LUTSs Roy et ms

Number of 97 62 63% al.[16]
bonded 10Bs Petitjea | FPGA | Invisibl | Image | Fractal | 50MHz
Number of 12 4 33% n et Board e- takes 6
BRAMs al.[52] Robust uSs
Number of 12 3 25%
MULT18X18s Mathai | Custo | Invisibl | Video | Wavel 1.8V
Number of 8 4 50% etal. mIC e et
GCLKs [51]
Total memory usage is 186128 kilobytes This FPGA | Invisibl | video | Wavel | 1.2V, 50
paper e et MHz
takes
15ns

C. Performance Analysis
The performance of the overall FPGA implementation was evaluated in terms of memory usage and processing speed as
shown in table I1.

Table |1
Comparisons with other watermarking chips
The value of PSNR in proposed method is 48 which give quite enough robustness. To improve efficiency of system
implemented software simulation of DWT-DCT combined algorithm using MATLAB

Input video Input image Logol Logo2 Logo3
)
The
. MATH
@ & I,
Fig 12. Log images
Table Il
Elapsed time, MSE, PSNR and NCC values for Different attacks.
RESULT Logol Logo2 Logo3
Elapsed time(sec) 3.5364 3.6586 3.8733
MSE 0.005855 0.00310 0.00158
8 1
PSNR 70.4552 73.2055 76.139
NCC 1 1 1
without attack
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NCC NCC NCC
Brightness 4.13542 5.34202 7.24233
Adjustment
Salt pepper -225.329 - -
312.367 452.089
Gaussian -223.357 -310.54 -
449.666
Poisson -225.329 -310.54 -
450.911
Median filter 0.9226 0.89185 0.84120

VIII.  CONCLUSIONS

We have developed a new hardware which is suitable for VLSI implementation. First video is converted into number
of frames. These frames are saved as images and from that one image is selected as cover image. Convert that cover
image and secret image into header file. Second take those header file in XPS as input and apply LSB and DWT
algorithms for watermarking. LSB is used to hide secret data in the least significant bit of the 8 bit data. DWT is used to
compress the watermarked image.

Third calculated the evaluation parameters like MSE, PSNR and NCC.As per the result of the proposed video
watermarking algorithm implemented on Spartan-3 FPGA kit PSNR is 48 and NCC is 1. Fourth Power requires for our
system is very less (1.2-3.3V) and total time require for processing is in nanoseconds i.e.12ns which is compared with
other authors as shown in table 111. Hence require low cost and less time.

To improve the robustness and imperceptibility of proposed system software simulation of DWT-DCT combined
algorithm is implemented in MATLAB. In this software simulation process PSNR maximum value obtained is 76.139
which produce the system to be more robust. On this algorithm we have apply different attacks to check the performance
of the system. For Median filter the value of NCC is nearly equal to 1. Hence median filter give better result compare to
other attacks. Hence we can prove that our system is robust again various attacks.

In future we will try to implement the proposed system on vertex kit for real time video. Apply the watermarking
algorithm to other modern video compression standards, such as MPEG-4/H.264 So that it can be utilizes in various
commercial applications.
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