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Abstract- Email is used today by millions of people to communicate around the world. Over the last few years, spam
mail has become a major problem for users. A large amount of spam is flowing into users’ mailboxes daily. Spam not
only affects most email users but also strains the IT infrastructure of organizations and costs businesses billions of
dollars in lost productivity. There are several methods developed for filtering spam. The approach described in this
paper is to classify the spam mails according to degree of spam content using spam word ranking database and fuzzy
rules. This work classifies the emails based on the degree of the threat that each word possess combined with other
existing techniques.
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I. INTRODUCTION
E-mail spam, also known as unsolicited bulk e-mail (UBE), junk mail, or unsolicited commercial e-mail (UCE), is the
practice of sending unwanted e-mail messages, frequently with commercial content, in large quantities to an
indiscriminate set of recipients [1]. Spam in e-mail started to become a problem when the Internet was opened up to the
general public in the mid-1990s. It grew exponentially over the following years, and today composes some 80 to 85
percent of all the e-mail in the World.
By definition, email spam is any email that meets the following three criteria [8]:
 Anonymity: The address and identity of the sender are concealed
 Mass Mailing: The email is sent to large groups of people
 Unsolicited: The email is not requested by the recipients
Spam mails sent by the spammers adversely affect the email communication process. Unsolicited commercial mails are
often sent by the spammer to illegally promote a service or product. Spam became an issue when the internet was opened
to the general public. Internet users are forced to receive spam mails in their inbox. Spammers harvest the address of
internet users from various sources and cause inconvenience to the users. The user‟s inbox are flooded with enormous
spam mails.
Spamming has many negative consequences for the Internet like [9]:
• It consumes a lot of Internet resources.
• It threatens the very utility of email as a form of communication.
• It reduces the effectiveness of legitimate advertising.
• It exposes children to inappropriate material.
• It consume the bandwidth of network, wastes memory, time of user and causes financial loss to the users and the
organizations
With the increasing popularity and low cost of sending an e-mail makes it very attractive to the direct marketers. It is
now become very easy to send unsolicited messages blindly to thousands of people at no cost at all by using easily
available bulk-mailing software and large lists of email addresses typically harvested, even purchased or rented from web
pages and newsgroup archives [3]. Therefore, the volume of this unsolicited bulk e-mail or spam that shows up in the
user‟s mailbox daily has been increasing exponentially. Thus the necessity for an effective spam filter increases.
The most common form of communication these days, in organizations especially and for consumers is email. In 2013,
there were 929 million mailboxes for business email accounts and it is expected to grow and reach over 1.1 billion in
2017. Also in 2013, the majority of email traffic comes from the business emails, which accounts for 100 billion emails
per day [6]. Majority of business communication happens over email. According to spam statistics for recent years, the
percentage of email sent over the Internet has increased from 36% in 2002(Clifford et al., 2003) , 45% in 2003 to 64% in
2004(Jung and Emil, 2004) to 80% in 2006(Siponen and Stucke, 2006, Leavitt, 2007, Jaeyeon and Emil, 2004), 92% in
2009(J. and T., 2008) and 95% in 2010 (Gina, 2010) [6].Since emails are so rigorously used, they come with problems.
E-mail provides a perfect way to send millions of advertisements without any effort for a sender, and this fortunate fact is
nowadays extensively exploited by several organizations. As a result, the e-mail boxes of millions of people get cluttered
with all these “spam” or “junk mail”.
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It is now become very easy to send unsolicited messages blindly to thousands of people at no cost at all by using easily
available bulk-mailing software and large lists of email addresses typically harvested, even purchased or rented from web
pages and newsgroup archives [1].
According to Symantec, in 2014, spam comprised 64% of all emails sent globally. I.e. for every solicited mail received
(ham), you got two others that were spam [11]. In a new survey conducted by Information Security/SearchSecurity.com,
lost productivity (92 percent) and clogged e-mail servers (62 percent) were cited as the most egregious consequences of
spam. More than half of the respondents were concerned about malware infections [10]. U.S.A is leading spam relaying
country with 18.3% [4].
The reasons of existence of Spam are the low cost to send Spam mail and the ease of sending it through various software
tools. The most popular and direct way to prevent spam is the anti-spam filters, software tools that block spam messages
automatically
II. SPAM FILTERING TECHNIQUES
Anti-spam methods can be categorized into two approaches [7]:
 Pre-send methods act at the sender side to reduce or prevent transporting the e-mail over the network which
means the problem should be prevented before it occurs.
 Post-send methods act at the receiver side after consuming the networks resources because the email has been
transferred to the receiver side which means in this case, the problem should be addressed after it occurred. Also,
Post-send methods can be categorized into two types:
o Machine learning
o Non-machine learning techniques
The non-machine learning techniques uses a set of created or predefined rules to classify the message as spam or ham
such as heuristics (rule based), signature, and blacklisting techniques, whereas the machine learning techniques don‟t
need to define rules explicitly, but they need training data or samples to learn the classifier in order to use them in
classification process.
The different techniques are as follows:
 Whitelists/Blacklists
The functionality of these filters is simple: a whitelist is a list, which includes all addresses from which we always wish
to receive mail. We can add email addresses or entire domains, or functional domains. An interesting option is an
automatic whitelist management tool that eliminates the need for administrators to manually input approved addresses on
the whitelist and ensures that mail from particular senders or domains are never flagged as spam. A blacklist works
similarly: this is a list of addresses from which we never want to receive mail. The drawback is that spammers generally
use false addresses [2]. Spammers are also evading IP-based blacklists with nimble use of the IP address space (e.g.,
stealing IP addresses on the same local network, stealing IP address blocks with BGP route hijacking [5].
 Mail header checking
Mail header checking consists of a set of rules that, if a mail header matches, triggers the mail server to return messages
that have blank "From" field, that lists a lot of addresses in the "To" from the same source, that have too many digits in
email addresses. It also enables to return messages by matching the language code declared in the header.
 Bayesian analysis
The word probabilities (also known as likelihood functions) are used to compute the probability that an email with a
particular set of words in it belongs to either category. This contribution is called the posterior probability and is
computed using Bayes' theorem. Then, the email's spam probability is computed over all words in the email, and if the
total exceeds a certain threshold (say 96%), the filter will mark the email as a spam. The Bayesian Algorithm analysis
needs to be more accurate and suffers from Bayesian poisoning [3.]
 Content Based filtering
Existing content-based filters can be categorized as rule-based, key-word based and learning based [1].
Keyword based
The keyword based filter utilizes a dictionary of common spam phrases and search for a particular pattern in the
messages. While they perform well, they need to be maintained and tuned constantly since the characteristics of spam
messages change over time.
Rule based
Rule-based filters generally use a wide range of tests to recognize spam features and assign a „spam score‟ to every email.
They also require periodic update and maintenance. As classification rules are often fixed and since the classification of
„good‟ and „bad‟ spam often differs from person to person, fixed classification methods are unlikely to provide good
performance for all users
Learning based
This category of anti-spam filters are still emerging and automatically learn how to block spam messages by processing
previously received spam and legitimate messages.
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To evade content-based filters, spammers have adopted techniques such as image spam and emails explicitly designed to
mislead filters that “learn” certain keyword pattern [5].
III. PROPOSED SYSTEM
The proposed system is using the Fuzzy Logic Technique. The motivation of using fuzzy logic for spam detection came
from the fact that there is no clear separation between spam and non-spam messages and fuzzy logic is a good way to
deal with those fuzzy boundaries. A Trainable Fuzzy classifier is used to build an automatic anti-spam filter. Trainable
fuzzy system is a fuzzy logic based system that derives the (fuzzy) classification from training data using learning
techniques. Figure 3.1 below shows a model for fuzzy inference system for spam filtering.

Fig 1: Spam filtering Model using fuzzy inference system
The email contents are first taken and features are extracted from it. Words are extracted from the content of the emails
which, this work compares them against a list of spam words stored in the database ranked with its values and
categorizes the words in accordance to the ranking. Fuzzy inference system finally takes the input value from the above
ranking. They are then converted from crisp to fuzzy inputs. Fuzzy rules are then evaluated and classify the output as
weakly, moderately and highly spam mail. Defuzzification is then applied to the output and prediction is given for
presence of spam.
IV. IMPLEMENTAION
The design of the Fuzzy based spam filter system is as shown in figure 2.

Fig. 2 Fuzzy based email filtering system design
The steps performed are:
Feature Extraction
In general, a message is represented as a collection of features derived from the message, or from extrinsic information
related to the message. Feature selection represents the most important step of email spam filtering technique. In this step,
we study information available in the email message and carefully select some of them to be among the features used for
classification. It is also important to include most of the mandatory and optional email fields in order to fill any gab or
missing information that is required for email classification.
The process of building a feature vector of an email starts by preprocessing of email messages to convert them into a
standard format. After that, we select the required features and build the feature vector which summarizes all the needed
information from an email.
The following are the features that is considered: Received Field, Sender Address, Number of Receivers, Email Subject
and body
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Tokenization
Tokenization is dividing of a string of written language into its component words. In English text one may reasonably
identify words as strings of consecutive letters separated by punctuation or spaces. Some minor details, such as whether
words may contain apostrophes or digits can also be found. For content based analysis tokenization step is a necessary
step to be performed. Spammers have employed many obfuscation methods in an attempt to defeat spam filter
tokenization which in turn have given rise to deobfuscation techniques that aim to recover the original tokens [3].
Fuzzification
In this system, for each input and output variable selected, we define two or more membership functions (MF), normally
three but can be more i.e. to define a qualitative category for each one of them, for example: low, normal or high. Then
fuzzification of all the variables is done. Any of the values will belong to at least one MF with a certain degree of
membership.
Rule base (decision matrix) definition
Once the input and output variables and MF are defined, we design the rule-base (or decision matrix of the fuzzy
knowledge-base) composed of expert IF <antecedents> THEN<conclusions> rules. These rules transformed the input
variables to an output that indicate the risk of operational problems (this output variable, risk of a problem, also had to be
defined with MF, usually low, normal and high risk). Depending on the expert knowledge, one could have several inputs
and several outputs.
Fuzzy rule is of the form:
IF A1 is Low AND A2 is Mid AND A3 is High AND A4 is High THEN B is Spam
Where A1 to A4 are crisp inputs representing feature values, AND represents the fuzzy AND operation and B
represents the fuzzy output
Defuzzification
In order to obtain a percentage of risk of a spam, the output is defuzzified
V. EXPERIMENTAL RESULTS
The results are displayed by using a dummy Email dataset. It displays the results of classification of mails into ham and
Spam along with the degree of threat.

Fig 3 View all mails page
The user can view all mails before filtering them. These mails are the email corpus that is provided as an input to the
spam filter for processing.

Fig 4 Result displayed after filtering process
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This page displays the count of ham and spam mails in the input email dataset. The page provides options for viewing
the ham mails, spam mails and a graphical report of the classification.

Fig 5 Spam mails
The page lists all the spam mails with the degree of threat it possess (i.e. classification into Weakly Spam mail,
Moderately Spam mail and Highly Spam mail) after the filtering process.

Fig 6 Classification result in form of Pie-Chart
The analysis of mails in the dataset after the filtering process is shown using a Pie chart showing the percentage of mails
in each of the category i.e. (Ham mails, Weakly Spam mail, Moderately Spam mail and Highly Spam mail).
VI. CONCLUSIONS
There are many classifiers and filters available for classifying and filtering of email. A content based classification of
spam mails with fuzzy word ranking is proposed which is an evolutionary approach for detecting the spam mails. The
proposed work used sets of linguistic terms for ranking and classifying spam mails. This method has extracted only four
features from an email instead of extracting all the features from the mail.
The system can further be enhanced in the future by training it and selecting more additional features like audio spam
detection, mails with only HTML in its body, multiple language detection. Also text, video and image in the attachments
can be scanned.
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