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Abstract — Nowadays wireless networks are becoming more and more admired. These are widely preferred as they are
very easy to deploy. They augment the resource sharing and collaboration since these networks are physically
decentralized. The anonymous behaviour and open nature of the WLAN put forward an ultimate environment for
unauthorized access of resources also can be victim of attacks in the wireless network. WLAN systems may need to
face attacks like man-in-middle, replay and Denial of Service (Dos) from malicious nodes in the network. That will
cause an essential need of protecting these systems from such external attacks with secured communication between
the peer nodes. For this purpose, the trust worthy communication must be established between the nodes. Before
setting up the communication it should have trust in advance with the node to which it will communicate. Hence an
efficient Trust Management System should be present for launching the trust worthy communication also updating
the same based on its performance.
The proposed system presents an iterative trust score calculation for WLAN based on review and reputation of the
node in the network.
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I.
INTRODUCTION
As WLANs are connectionless, these systems are extremely preferred by the global users as they provide a
compatible infrastructure that will diminish the building cost of the network. Any node in a WLAN can contribute to the
network maintaining the anonymity. There is 802.11 standard from IEEE and this specifies the WLAN in three types.
 Infrastructure Mode: Each WLAN workstation (WS) communicates to any machine through access point
(AP).It may be in same WLAN or connected to outside world through AP.
 Ad Hoc network Mode: Every node talks to another node directly.
 Mixed Network Mode: Every node can work in the above two modes simultaneously.
Contrary 820.11‟s claims, WLANs have very less security. The open and unobstructed environment of WLAN
architecture makes it an ideal environment for unauthorized access to resources and for information sharing also for
the attackers to spread malicious content. It has to protect themselves from the attacks by anonymous malicious
peers. Node must determine whether other Nodes are authorized to access resources or functionalities. Therefore
peers involved must establish trust before transaction happens between them.
So the remedy is,
Don‟t Trust anybody!!!!!!!!
The trust is defined in various terms in various models [1], [2]. In this we have considered the trust in network
as the degree of belief about another node. We can say that trust is a measurable belief and is relative to some
transactions. The trust between nodes is directed for e.g. If node A trusts node B but node B may distrust node A. Trust
exists and evolves in time. The facts that node A trusted node B in past does not itself guarantee that A will trust B in
future. The performance of B and other relevant information may lead A to re-evaluate her trust in B in future.
This paper presents the Trust Management model for Ad-hoc network which will collect the reviews of the node in the
network and will periodically monitor its trust values by colleting periodic reviews from the other nodes in the network
that already had transaction with it. The actual novelty of the model lies in (a) Review collection, (b) Reputation
Calculation, (c) Trust Score Calculation based on review and reputation, (d) Activity tracking for Trust value updation
[3].
II.
MOTIVATION
The current Trust Management Model is a generic Trust Management Model for peer to peer networks and ad-hoc
networks [1]. It mainly considers the reputation of the node and the recommendations as well as basic properties of trust
like asymmetry, reflexivity, transitivity.
There is trust based identity management for WLAN with 802.11 which will consider the review and reputation
based trust calculation for node before joining the subnet but there is no monitoring of workstations after entering the
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network [4]. Evaluation of trust value and trust level is changeless forever. So a malicious node may enter the WLAN by
pretending very honest and pure operation on any of the other node in the network. But once it gets entry in network it
starts misbehaving and shows deviation in its intended behaviour. This malicious node once entered in network starts
attacks on this WLAN. It may cause flooding of the network with traffic (Denial-of-Service attacks), Rogue network by
introducing rouge access point, „Man-in-the-middle‟ between two nodes, station redirection.
There are many other attacks too which can affect the network. So the motivation is to build the Trust
Management model which will establish the trust before the communication starts and will track the activities of all the
nodes to update their trust values and trust levels periodically so that there will be trusted communication in the network.
III.
RELATED WORK
Lot of work has been done in trust-management area. Several trust-management systems have been proposed in
recent years for P2P network. Basically the trust management system is classified into three types as Reputation based
Trust systems, Policy based Trust systems and Social network based Trust systems.
The Reputation based Trust systems include systems like XRep [5], DMRep [6]. These systems mainly involve
trust evaluation based on measuring the reputation of the peer. To compute the trust value of the given peer the witnesses
who have interacted with the same peer in past share their experience with that peer and help to compute the trust rating
of the given peer. A node‟s User-based rating is the rating given by its witnesses according to the previous experience
with the given peer. Thus Reputation-based trust systems evaluate the trust in the peer and the trust in reliability of the
resource.
Social Network based trust systems are based on the social relationship between the peers .The evaluation of the
trust is based on the analysis of the social network. It includes the different systems like Marsh [7], NodeRanking [8].
Google‟s PageRank algorithm [9] can also be considered as a global reputation systems. This algorithm does not require
the participation of the users to rank the web pages. Basically, the web page with more back links (links that point to it) is
considered to be more important (has higher rank) than the one with fewer back links. Use of the Bayesian Approach is
also proposed in [10], [11]. In these systems, a posterior reputation value of a peer is computed combining its a priori
reputation values with the new ratings received for the peer. Further, a threshold method is used to determine and update
the report reliability of nodes.
The Policy based Trust systems mainly use credentials verification to establish the trust relationship for access
control. These systems are based on the notion of delegation, whereby one peer entity gives some of its authority to other
peer entity.
A. Evaluation of Related Work
A lot of work has been done on Trust Management System. With this, the previous work is analyzed and according to
our context of research the common parameters have been taken for evaluation of the trust. Table1 given below shows
the evaluation of state of art. For this purpose, this paper considers these parameters in the proposed architecture which
have not been considered in the literature.
In this proposed architecture recommendation of the previous node, transaction history of the node which will
include how many successful and failure transactions it had , reputation based on the review from all other nodes and
finally its own review which is nothing but the reflexivity property of the trust are combined to calculate the trust value
for the particular node. The table 1 shows the evaluation of the related work in the form of parameter consideration.
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Table 1: Evaluation of related work
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√: Corresponding parameter is considered in given Trust Management Model
ᵡ: Corresponding parameter is not considered in given Trust Management Model
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IV.
PROPOSED SYSTEM
As there is no wiring to define membership, this open air nature of WLAN makes it prone to more security
threats. Therefore it is necessary to secure WLAN through Trust Management which will consider the reputation and its
review from the other node who already had transaction with this node. Thus the Trust Management which will collect
the review of the node and compute the reputation based on its transaction history and all other parameters like its self
review. And this computed Trust value need to be updated periodically as the node may pretend just to get the entry in
the network and then may start misbehaving. So the Trust management model which will establish the trust before
communication starts and will monitor the calculated trust periodically need to be developed.
A. Proposed Architecture
In this section we will briefly describe how the review and reputation based trust score is calculated for WLAN. Here
we assume that the whole model will work in following steps (a) Network Scanning and Object Sharing (b) Review
collection (c) Reputation Calculation, (d) Trust Score Calculation based on review and reputation, (e) Activity tracking
for Trust value updation
Let‟s consider a WLAN with different workstations connected to an Access Point (AP) depicted by Fig 1. Each node
communicates with AP directly. Node will scan the network for object sharing in the network. Node can transmit the
object in network and this transmission of object will add to the contribution of the node in the network. Node can share
the same object with the other nodes in the network after observing their trust values. Then trusted node who has
received the shared data successfully will give the feedback for the transaction happened. If node has completed the
intended task its trust value increases. Reputation of the node will be considered transactions in the network. Successful
transaction will add the trust score value whereas failed transaction will affect the trust of the node in the network.
Feedback from the node will also contribute for the trust value updation. Now the three steps of the architecture come
into picture for monitoring of the trust once it has started the transaction in network.

i
Fig 1. WLAN Network
Initially the new node is allowed to enter in the network with lowest trust level value and once it is entered in the network
its behavior is monitored periodically so to update its trust value based on its review from the other nodes.
Fig. 1 Shows proposed architecture of the RRTM system. The detailed flow for establishment of trustworthy
communication is shown in Fig. 2 and it is mainly in three phases and details of the each phase are as follows:
 Initialization Phase: In this phase one of the node requests for the communication with the other node in the
network and then the review is collected for the node and trust score is calculated for the node.
 Actual Transaction Phase: In this phase actual communication takes place between the nodes. That
communication may be transmit and receive of data in the network. In this phase the participation score of the
node is updated.
 Feed Back Phase: When actual transaction takes place between two nodes then rating is assigned to this
transaction. Thus host node receives the rating for the transaction taken place.
V.
IMPLEMENTATION DETAILS
Proposed RRTM is implemented in Java 1.6 and using the Socket programming for the communication between the
nodes.
Following parameters are considered for the calculation of the reputation and review of the node in the network,
1. Transmit Receive Ratio in the network
2. Experience of the node in the network
3. Feedback of the node in the network from other nodes
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Fig 2. Establishment of trustworthy Communication
The detailed calculation of the above parameters is as follows…
1. Transmit Receive Ratio in the network:

Fig 3. Object Sharing in the network
This parameter will consider the transactions which had taken place in the network. Fig. 3 shows the object sharing in
the network. This will include three different factors as follows:
I.) The ratio of the total files transmitted by the node in the network to the total no of files transmitted on the network. It
will be as
F1=Ti/Tt where F1 belongs to [-1 to +1]
(1)
Where Ti = Total files transmitted by the node in the network
Tt= Total files transmitted on the network
II.) The ratio of the total files received by the node in the network to the total no of files received on the network. It will
be as follows:
F2= Ri/Rt
where F1 belongs to [-1 to +1]
(2)
Where Ri= Total files received by the node in the network
Rt = Total no of files received by all the users in the network
2. Experience of the Node in the network:
This parameter includes the experience of the node in the network which will include whether the transaction
taken place is successful or not.
Here the Experience is considered as the ratio of total no of successful transactions to the total no of transactions in the
network.
F3= TRs/TRt where F3 belongs to [-1 to +1]
(3)
Where TRs= Total no of successful transactions in the network.
TRt=Total no of transactions in the network
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3. Feedback of the node in the network from other nodes:
This parameter is calculated based on the feedback given by the other user who already had the transaction with it.
Fig. 4 shows the feedback process for the object shared.
Node can give the feedback for the particular object more than once and accordingly the latest feedback score will be
considered for the trust score calculation.

Fig. 4 Feedback for the transactions happened.
F5=F*(Uf/Tf)

(5)

Where F = this is individual node‟s feedback score
Uf= this is the no of feedbacks given by the node
Ut = this is no of feedback given by all the nodes
Thus the trust is considered as the uncertain prediction of node in the network dependent on the above parameters.
Here all the above parameters are represented in the linguistic values. With reference to Mamdani scheme, each rule is
represented by an If-Then relationship. Mamdani type if-then rule is written as follows:
If X1 is A1r and…………Xn is Anr
Then Y is Br
Where Air denotes the linguistic labels of the ith input variable associated with r th rule (i= 1,....., n) and Br is linguistic
label of output variable.
So the linguistic labels for the above parameters are represented in the table below:
Table 2: Linguistic Labels of the parameters
L(TR)
L(EXP)
L(RV)
Trust Level
Low
Bad
Bad
Below 0 to -1
Medium
Average
Average
It will be 0
High

Good

Good

Above 0 to +1

Therefore the final trust value for the node by combing these parameters will be will be
T = 𝑛𝑖=0(F1 + F2 + F3 + F5)
(A)
n
Where T belongs to will be from 0 to infinity.
n = total no of the nodes who have given the feedback and have experience in the network.
This trust value will start from 0 to ∞ values from so if the value is in between 0 to 1.5 then the trust level is the lowest, if
it is in between 1.5 to 3 then the trust level is average and if it is above 3 then the trust level of the node will be highest
i.e. it can be trusted blindly for communication in the network.
Thus the access right for the communication between the two nodes in the network is assigned on the basis of the trust
level. This trust level is mapped with the access permissions in the communication between the two nodes.
Following mapping is used between trust level L and access Permission AP:
L = {Lowest, Average, Highest}
And AP = {(RECEIVE), (RECEIVE, SEND), (RECEIVE, SEND, MODIFY, DELETE)}
This calculated trust value will be updated periodically as once communication established node may start
misbehaving in the network so need to track it.
Finally the updated trust score will be displayed for the particular node in the network.
Fig. 5 shows how the factors, considered are changing as the transactions are taking place. And the total trust value will
vary accordingly.
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VI.
PROBABILISTIC MODEL
 Trustworthy communication is to be established in the network
 One of the node in the network requests for the trustworthy communication with another node in the network.
 So the trust value for the second node is to be calculated.
 The trust value for the desired node will depend on the direct trust and indirect trust of the host node who has
requested for the communication with one of the node in the network (we will call this as client node).

Fig. 5 Display of all the trust parameters for the node.






Direct trust value is the host‟s belief on the client‟s capacities, honesty, and reliability.
Indirect trust represents the host‟s belief on the client‟s capacities, honesty and reliability based on reputation of
the client node in the network and review i.e. recommendations from the other witness nodes in network.
Again reputation of the client node in the network is decided based on the no of successful and unsuccessful
transactions of client node in the network.
Review received from the witness nodes will depend on different parameters in the network like information
shared from the client node while their interaction (downloaded or uploaded), speed of downloads or uploads.
As of now I am considering this as simplest random variable having Boolean value i.e. True or False as the node
can be trusted or not.

With the help of Bayesian network I describe the acyclic representation of these random variables as shown in Fig. 6.
In the below Bayesian network conditional relationships between the variables is represented in the graph structure. Here
according Markov condition we can have the join probability distribution over all the variables X1, X2,……, Xn in the
network.
So using the following formula
n

P( X1  x1,..., X n  xn )   P( X i  xi | Parents ( X i ))
i 1

Fig. 6 Bayesian network for Proposed TMS
© 2014, IJARCSSE All Rights Reserved

Page | 225

Pandule et al., International Journal of Advanced Research in Computer Science and Software Engineering 4(9),
September - 2014, pp. 220-226
VII.
CONCLUSIONS AND FUTURE WORK
In this proposed model, An Iterative Trust Score is calculated for node in the ad-hoc network based on Review and
Reputation. This architecture is for establishment of trustworthy communication between the two nodes in the network.
In this network the behaviour of the node will be monitored periodically and its trust value is also updated .So depending
on the behaviour of the node in the network trust relation will be established between two nodes .
This paper presents step by step calculation of the parameters which will be considered while calculating the trust.
Future work includes handling the misbehaviour of the nodes who was trusted earlier and then started misbehaviour
in trusted communication.
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