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Abstract—Encryption is to rearrange the message into difference form so that the message is keep secret. The goal of
encryption is to provide an easy and inexpensive means of encryption and decryption to all authorized users in
possession of the appropriate key and difficult and expensive means to estimate the plain text without use of the key
Nowadays the Internet becomes popular and encryption technology becomes essential to everyone. Traditional
encryption methods such as DES, RSA etc are widely used today and it seems to be computationally secure [1].
The Baptista proposed a Chaotic Encryption Method, which seems to be much better than traditional encryption
methods used today [1]. Chaotic encryption is the new direction of cryptography. It makes use of chaotic system
properties such as sensitive to initial condition and lot of information. But it still has several problems, such as slow in
speed and suffering from floating point operations and has less security. This project is to overcome these problems so
that this technique is applicable [3].
The purpose of this project is to learn the method to use chaotic function in security purpose. Thus we can say that the
technique of this encryption method for images and data are .more secure as compare to previous encryption method
and we are sure that this technique is much more secured and enhanced the security.
Index Terms— Chaos-based RNG, S.N. cryptography, security.
I.
INTTRODUCTION
Cryptography is an important technique to keep private data secretly in order to avoid unauthorized access.
Nowadays the Internet becomes popular and encryption technology becomes essential to everyone. Traditional
encryption methods such as DES, RSA etc are widely used today and it seems to be computationally secure [1].
The Baptista proposed a Chaotic Encryption Method, which seems to be much better than traditional
encryption methods used today [1]. Chaotic encryption is the new direction of cryptography. It makes use of chaotic
system properties such as sensitive to initial condition and lot of information. But it still has several problems, such as
slow in speed and suffering from floating point operations and has less security. This project is to overcome these
problems so that this technique is applicable [3].
On analyzing the chaotic cryptography model, there are random numbers generated by iteration method with help of one
dimensional logistic equation as:
Xn+1= µXn*(1-Xn)………………….(1)
Where µ varies from 0 to 4 and take initial condition X0 = 0.1. Using the random numbers encrypted the data and
messages to generate a secret key for encryption.
In this paper we modified logistic equation as:
Xn+1=Xn(1-Xn)*b+(1-b)*Xn………….(2)
And taking the initial value X0 = 0.1, while 0.1< X0 < 0.9.and „b‟ is an extra parameter where b=0.5. We generate the
random numbers and apply algorithm to encrypted image to generate a secret key and them we are using that secret key
for decrypt the image or data. Thus we can say that the technique of this encryption method for images and data are
.more secure as compare to previous encryption method and we are sure that this technique is much more secured and
enhanced the security.
II.
CRYPTOGRAPGY
Cryptography is an important technique to keep private data secretly in order to avoid unauthorized access.
Nowadays the Internet becomes popular and encryption technology becomes essential to everyone. Traditional
encryption methods such as DES, RSA etc are widely used today and it seems to be computationally secure.
Cryptography is an important technique to keep private data secretly in order to avoid unauthorized access.
Nowadays the Internet becomes popular and encryption technology becomes essential to everyone. Chaotic encryption is
the new direction of cryptography and only few papers discuss on it. It makes use of chaotic system properties such as
sensitive to initial condition and lot of information. There are one dimensional logistic map can be denoted by the
following equation:
Xn+1 = μXn (1 - Xn)………………….(1)
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Where, x0 is the initial state, and x0 ∈ [0, 1); μ is a cryptographic key, Xn is a random number generated by the random
number generator, and Xn+1 is an iterated result. Here, we select μ = 4, where one dimensional logistic map is chaotic
equation.
III.
CHAOS-BASE CRYPTOGRAPHY
The cryptographic schemes have suggested some new and efficient ways to develop secure data encryption [4].
These schemes have typical structure which performed the permutation and the diffusion stages, alternatively. However,
most of algorithms be faced with some problems such as the lack of robustness, key space and level of security. The
random number generators are intransitive in cryptography for generation of cryptographic keys, allegorically, secret
keys utilized in symmetric cryptosystems [1, 2] and large numbers is intransitive in asymmetric cryptosystems [3, 5],
because of unpredictable, should better be generated randomly. In addition, random number generators in many
cryptographic protocols, such as to create challenges, blinding values, Monte Carlo methods are used [11, 13, 21]. Also,
the random number generators are used more in the diffusion functions of the data encryption for diffused of data. In
previous project, My work is to implemented the chaotic encryption program using different methods, evaluate and
analyze its performance, try to overcome the problem of chaotic encryption methods, suggest some methods and
concerns that is important in using chaotic encryption technique and propose some new methods to enhance chaotic
encryption technique.
There are one dimensional logistic map can be denoted by the following equation:
Xn+1 = μXn (1 - Xn)………….…….. (1)
Where, x0 is the initial state, and x0 ∈ [0, 1); μ is a cryptographic key, Xn is a random number generated by the
random number generator, and Xn+1 is an iterated result. Here, we select μ = 4, where one dimensional logistic map is
chaotic equation.
Using equation no. (1), where Xn € [0, 1], for a control parameter μ set to make (1) have a chaotic behavior, we
can quickly and safely encrypt information for further transmission. We propose that the encryption of some character is
the number of iterations applied in Eq. (1) to make its trajectory, departing from an initial condition X0, reach an interval
associated with that character. We show a schematic representation of the way we associate the S-units alphabet with the
S intervals. The number of iterations (ciphertext) is used together with the secret keys. The random number generators
are used more in the diffusion functions of the data encryption for diffused of data. The chaotic encryption program using
different methods, evaluate and analyze its performance.
IV.
PROBLEMS
Cryptography is about communication in the presence of an adversary. It encompasses many problems like encryption,
authentication, and key distribution to name a few. The field of modern cryptography provides a theoretical foundation
based on which one can understand what exactly these problems are, how to evaluate protocols that purport to solve them
and how to build protocols in whose security one can have confidence.
The most ancient and basic problem of cryptography is secure communication over an insecure channel. Party A wants to
send to party B a secret message over a communication line, which may be tapped by an adversary
V.
PROPOSED METHOD
In this proposal paper, we proposed a chaotic data encryption method based on Complex Random Number
Generators (CRNG). These Super Random Numbers be generated by the iteration method with help of modified simple
one dimensional logistic equation. In this paper, we have added an extra variable parameter „b‟ in one dimensional
logistic equation to modified this equation, where the values of extra parameter (variable) „b‟ varies from 0 to 1 that
means (0 < b < 1), but we are putting the value of variable „b‟=0.5, and initial condition value X0=0.1, we generated
complex random numbers (CRNG) by introducing the Iteration methods for chaotic cryptography model.
The modified logistic equation is as:
Xn+1 = Xn (1- Xn)* b + (1-b)*Xn
i.e. Xn+1 = f(Xn)*b+(1-b)*Xn ……………(2)
Here b is an extra parameter which value may be 0 to 1. but take b=0.5 to generate sequence no.
So in the project, we used the chaotic cryptography model to encrypt the data and sending the value of secret
keys as like Xn and value of „b‟ by the sender to receiver. Hence there two values are needed to receiver as Xn and value
of „b‟ as compare to previous one value are needed to decrypted the data and messages. Thus we can say that with the
value extra parameter (variable) „b‟, we increases one level security as compare to previous one key encryption method
and we are sure that this technique is much more secured and enhanced the security.
 Chaos theory suggests that small change in system, then ripple effect and change the long term behavior of the
system [12].
 This is new method for generated chaotic sequences.
 Confuse the relation between Original Image and Encryption Image. Varying the pixel values and pixel position
for image encryption technique [15].
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Fig.: Modified Logistic Behavior
VI.
USED ALGORITHM
The step by step procedure by algorithm is discussed below as:
Step 1: Generate n number of chaotic sequences xi = { x1, x2, x3,……, xn} in the range 0 to 1 using modified logistic
map with initial condition x0 and taking the parameter μ = 3.999.
Step 2: Transform the image of size M x N pixel into an array of Pi = {P1, P2, P3... Pn}, where i = 1, 2… n and n = M x
N.
Step 3: Next convert xi into unsigned integer in the range of 0 to 255 using mod operation.
Step 4: Confusing the pixel values using bitwise XOR logical operations.
Step 5: Transform Ci = {C1, C2, C3,……, Cn} to an 2D array of size M x N to get the encrypted image.
So this is proposed algorithm by which we are generating the encrypted image to make secure
VII.
SECURITY ANALYSIS
Security is a big issue in chaotic cryptographic algorithms. The aim of this paper is to produce a more secured
algorithm for chaotic cryptography and its practical implementation. The generation of complex-random numbers is an
important and common task in computer programming. While cryptography and certain numerical algorithms require a
very high degree of apparent randomness, many other operations generated by iteration methods which depend on two
values, first with the help of initial condition value X0 = 0.1and with the value of extra parameter (variable) „b‟=0.5.
Using this super random numbers for encrypting the data to generates a secret key.
In previous paper random numbers depended only on initial condition value X0 but in this paper we added extra
parameter „b‟, which is valuable for generating super random numbers so value of „b‟ is needed for generates super
random numbers that means the value of „b‟ is needed for receiver so that‟s why one level security is increased as
compare to previous proposed and cryptography technique is more secure. The one time pad-the only provably-secure
encryption system uses as much key material as ciphertext and requires that the key stream be generated from a truly
random process. Random numbers play an important role in the use of encryption for various network security
applications so encryption method is secure and enhanced the securities in chaotic cryptography model. There is some
security analysis as:
i) Key Space Analysis:
A key space is depending on the seed value from which we are generating the sequence numbers. The size of key is
small as compare to other secret key.
ii) Key Sensitivity Analysis:
A good encryption process should be sensitive to a small change in secret keys i.e. a small change in secret keys in
decoding process, the results will be completely different decoded image.
iii) Histogram Analysis
An image histogram is a type of histogram that acts as a graphical representation of number of pixels in a digital image.
For right key, histogram will be same as plaintext‟s histogram but for change key it will be wrong histogram.
VIII.

SIMULATION TOOL

All coding is done in MATLAB according to the given procedure. The proposed encryption algorithm is implemented in
MATLAB for computer simulations. The matlab is easy for calculating mathematical results for given equation. All
experiments are done in MATLAB using different original images to prove the validity of proposed algorithm.
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IX.
CONCLUSIONS
This encryption algorithm is secure because seed value applied on modified logistic map to generate sequence
numbers then encrypted images. Security of the chaotic sequence totally depends on the seed value key. We will use this
chaotic encryption technique for videos encryption in future work. I am going to summarize and propose the methods to
improve the chaotic encryption base on the result collected in this paper. I will also describe the concerns and problems
of chaotic encryption technique in this paper. So we can say that the security of an image encryption is increased.
 Chaotic method is necessary to increase their security for cryptography system.
 A high security Image encryption technique using modified logistic map function.
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