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Abstract— Steganography focuses on hiding information in such a way that the message is undetectable for outsiders
and only appears to the sender and intended recipient. It is the skill of hiding information and an effort to conceal the
existence of the embedded information. It serves as a better way of securing message than cryptography which only
conceals the content of the message not the existence of the message. This art, in contrast to cryptography, does not
use ciphers or codes to scramble a message, and therefore is not obvious.Original message is being hidden within a
carrier such that the changes so occurred in the carrier are not observable This paper will discuss the basic ideas and
aspects of steganography and discuss the applications of stegnography. This paper will take an in-depth look at this
technology by introducing the reader to various concepts of Steganography, a brief history of Steganography and a
look at some of the Steganographic technique.
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I.
INTRODUCTION
Steganography is the art of hiding information. It includes techniques to hide an image, a text file, and even an
executable program inside a ―cover" image without distorting the cover image. The word steganography comes from the
Greek and literally means ―hidden writing." It includes a vast array of secret communications methods that conceal the
message’s very existence. These methods include invisible inks, microdots, character arrangement, digital signatures,
covert channels, and spread spectrum communications. Steganography and cryptography are cousins in the spy craft
family. People have used steganography through the centuries to hide messages. The messages are hidden in plain sight,
because they are visible to people who know where to look. Cryptography scrambles a message so it cannot be
understood. Steganography hides the message so it cannot be seen. Consider the sentence ―Where real interesting
technical exchanges can overcome dull entertainment." The first letter of each word spells the message ―write code." This
is not hidden well. Better hiding methods use the second or third letter of each word or the first letter of the first word,
second letter of the second word, etc. Steganography and cryptography are closely related. Cryptography scrambles a
message to produce something that looks scrambled. The ―write code" example could be scrambled to be ―xsjuf dpef"
(replace each letter with the letter that follows it in the alphabet). The scramble sometimes encourages prying eyes who
see it as a challenge to unscramble. Steganography instead hides a message in a cover message. The result looks like
something innocent, so prying eyes often dismiss it. Lawyers and libertarians debate if steganography is close enough to
cryptography to regulate its use. To date, steganography remains unregulated.
II.
HISTORICAL REMARKS
Throughout history, people always have aspired to more privacy and security for their communications [7, 8]. One of the
first documents describing Steganography comes from Histories by Herodotus, the Father of History. In this work,
Herodotus gives us several cases of such activities. A man named Harpagus killed a hare and hid a message in its belly.
Then, he sent the hare with a messenger who pretended to be a hunter [7]. In order to convince his allies that it was time
to begin a revolt against Medes and the Persians, Histaieus shaved the head of his most trusted slave, tattooed the
message on his head and waited until his hair grew back. After that, he sent him along with the instruction to shave his
head only in the presence of his allies. Another technique was the use of tablets covered by wax, first used by Demeratus,
a Greek who wanted to report from the Persian court back to his friends in Greece that Xerxes, the Great, was about to
invade them. The normal use of wax tablets consisted in writing the text in the wax over the wood. Demeratus, however,
decided to melt the wax, write the message directly to the wood, and then put a new layer of wax on the wood in such a
way that the message was not visible anymore. With this ingenious action, the tablets were sent as apparently blank
tablets to Greece. This worked for a while, until a woman named Gorgo
guessed that maybe the wax was hiding something. She removed the wax and became the first woman cryptanalyst in
History.
During the Renaissance, the Harpagus’ hare technique was ―improved‖ by Giovanni Porta, one of the greatest
cryptologists of his time, who proposed feeding a message to a dog and then killing the dog [8]. Drawings were also used
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to conceal information. It is a simple matter to hide information by varying the length of a line, shadings, or other
elements of the picture. Nowadays, we have proof that great artists, such as Leonardo Da Vinci, Michelangelo, and
Rafael, have used their drawings to conceal information [8]. However, we still do not have any means to identify the real
contents, or even intention, of these messages. Sympathetic inks were a widespread technique. Who has not heard about
lemon-based ink during childhood? With this type of ink, it is possible to write an innocent letter having a very different
message written between its lines. Science has developed new chemical substances that, combined with other substances,
cause a reaction that makes the result visible. One of them is gallotanic acid, made from gall nuts, that becomes visible
when coming in contact with copper sulfate [9]. With the continuous improvement of lenses, photo cameras, and films,
people were able to reduce the size of a photo down to the size of a printed period [7, 8]. One such example is micro-dot
technology, developed by the Germans during the Second World War, referred to as the ―enemy’s masterpiece of
espionage‖ by the FBI’s director J. Edgar Hoover. Micro-dots are photographs the size of a printed period that have the
clarity of standard sized typewritten pages. Generally, micro-dots were not hidden, nor encrypted messages. They were
just so small as to not draw attention to themselves. The micro-dots allowed the transmission of large amounts of data
(e.g., texts, drawings, and photographs) during the war.
There are also other forms of hidden communications, like null ciphers. Using such techniques, the real message is
―camouflaged‖ in an innocuous message. The messages are very hard to construct and usually look like strange text. This
strangeness factor can be reduced if the constructor has enough space and time. A famous case of a null cipher is the
book Hypteronomachia Poliphili of 1499. A Catholic priest named Colona decided to declare his love to a young lady
named Polya by putting the message ―Father Colona Passionately loves Polia‖ in the first letter of each chapter of his
book.
III.
USES OF STEGANOGRAPHY
The use of steganography undeniably connotes dishonest activity, but there is a peaceful aspect to consider.
Steganography is used in map making, where cartographers add a nonexistent street or lake in order to detect copyright
offenders. Or similarly, fictional names are added to mailing lists to catch unauthorized resellers. Modern techniques use
steganography as a watermark to inject encrypted copyright marks and serial numbers into electronic mediums such as
books, audio, and video. For instance, DVD recorders detect copy protection on DVDs that contain embedded
authorizations. Potential uses of steganography are undoubtedly vast. Companies could advertise public Web pages
containing private, hidden text that only internal members could intercept. An attempt to decipher the hidden text would
be unwarranted since no encryption (or code) was used. Steganography could also be used to hide the existence of
sensitive files on storage media. This would entail a cover folder and an embedded hidden folder.
1. Steganography can be a solution which makes it possible to send news and information without being censored and
without the fear of the messages being intercepted and traced back to us.
2. It is also possible to simply use steganography to store information on a location. For example, several information
sources like our private banking information, some military secrets, can be stored in a cover source. When we are
required to unhide the secret information in our cover source, we can easily reveal our banking data and it will be
impossible to prove the existence of the military secrets inside.
3. Steganography can also be used to implement watermarking. Although the concept of watermarking is not
necessarily steganography, there are several steganographic techniques that are being used to store watermarks in
data. The main difference is on intent, while the purpose of steganography is hiding information, watermarking is
merely extending the cover source with extra information. Since people will not accept noticeable changes in images,
audio or video files because of a watermark, steganographic methods can be used to hide this.
IV.
SECRET CHANNELS
Digital technology offers new ways to apply steganography techniques, including the ability to hide information inside
digital images1. A digital image is ―an array of numbers that represent light intensities at various points‖ [3]. Combined,
these light intensities or pixels form the image’s raster data. Images with 640 x 480 pixels and 256 colors can contain up
to 300 kilobits of data. But it is more typical to see digital images in sizes of eight-bit or 24- bit files. This provides an
excellent opportunity for hiding information, especially in image sizes of 24-bits. Each pixel on a computer monitor
selects from three primary color variations: red, blue, and green. Each color is represented by a single storage byte.
With24-bit images, three bytes are allocated for each primary color (hence eight bits per byte multiplied by three bytes).
Represented in binary values, for instance, a white background is 11111111, 11111111, 11111111. Pixel representation
makes up a file’s size. Thus a 24-bit image displayed in high resolution (1,024 x 768) has more than 2 million pixels,
producing a file over 2MB in size. The larger the file, the greater opportunity there is to apply steganography techniques.
The downside to this of course is that large file sizes might induce unwanted suspicions. To deal with this, file
compression is used. There are two kinds available today: lossy and lossless. Both methods compress files to save
storage space, but do so differently. This is important because certain compression applications can interfere with hidden
messages. Lossy compression is the most efficient space saver, but does not retain the original image’s exactness. JPEG
(Joint Photographic Experts Group) is an example of such compression. A lossless approach, in contrast, retains the
integrity of the original image. Images saved as GIF (Graphic Interchange Format) or BMP (bitmap file) apply lossless
compression
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V.
INSERTING HIDDEN DATA
Two files are required for steganography to work. The first file is an innocuous cover image that will host the second file
containing hidden information. The hidden message can be anything that is embeddable into a bit stream such as plain
text or cipher text. There are several methods to hide information in digital images, from taking advantage of noisy areas
that draw less attention in an image, to scattering the message randomly throughout the image. A brief discussion on each
of these approaches is in order before continuing.
VI.
TEXT STEGANOGRAPHY
Text steganography can be achieved by altering the text formatting, or by altering certain characteristics of textual
elements (e.g., characters). The goal in the design of coding methods is to develop alterations that are reliably decodable
(even in the presence of noise) yet largely indiscernible to the reader. These criteria, reliable decoding and minimum
visible change, are somewhat conflicting; herein lies the challenge in designing document marking techniques. The
document format file is a computer file describing the document content and page layout (or formatting), using standard
format description languages such as PostScript2, TeX, @off, etc. It is from this format file that the image - what the
reader sees - is generated. The three coding techniques that we propose illustrate different approaches rather than form
<an exhaustive list of document marking techniques. The techniques can be used either separately or jointly. Each
technique enjoys certain advantages or applicability as we discuss below.
Line-Shift Coding
This is a method of altering a document by vertically shifting the locations of text lines to encode the document uniquely.
This encoding may be applied either to the format file or to the bitmap of a page image. The embedded codeword may be
extracted from the format file or bitmap. In certain cases this decoding can be accomplished without need of the original
image, since the original is known to have uniform line spacing between adjacent lines within a paragraph.
Word-Shift Coding
This is a method of altering a document by horizontally shifting the locations of words within text lines to encode the
document uniquely. This encoding can be applied to either the format file or to the bitmap of a page image. Decoding
may be performed from the format file or bitmap. The method is applicable only to documents with variable spacing
between adjacent words. Variable spacing in text documents is commonly used to distribute white space when justifying
text. Because of this variable spacing, decoding requires the original image - or more specifically, the spacing between
words in the un-encoded document.
Feature Coding
This is a coding method that is applied either to a format file or to a bitmap image of a document. The image is examined
for chosen text features, and those features are altered, or not altered, depending on the codeword. Decoding requires the
original image, or more specifically, a specification of the change in pixels at a feature. There are many possible choices
of text features; here, we choose to alter upward, vertical endlines - that is the tops of letters, b, d, h, etc. These endlines
are altered by extending or shortening their lengths by one (or more) pixels, but otherwise not changing the endline
feature [7].
There is another form of text steganography which is defined by Chapman et al. as the text steganography is a method of
using written natural language to conceal a secret message [8].
VII.
IMAGE STEGANOGRAPHY
Hiding information inside images is a popular technique nowadays. An image with a secret message inside can easily be
spread over the World Wide Web or in newsgroups. The use of steganography in newsgroups has been researched by
German steganographic expert Niels Provos, who created a scanning cluster which detects the presence of hidden
messages inside images that were posted on the net. However, after checking one million images, no hidden messages
were found, so the practical use of steganography still seems to be limited. To hide a message inside an image without
changing its visible properties, the cover source can be altered in ‖noisy‖ areas with many color variations, so less
attention will be drawn to the modifications. The most common methods to make
these alterations involve the usage of the least-significant bit or LSB, masking, filtering and transformations on the cover
image. These techniques can be used with varying degrees of success on different types of image files.
Least Significant Bits
A simple approach for embedding information in cover image is using Least Significant Bits (LSB). The simplest
steganography techniques embed the bits of the message directly into least significant bit plane of the cover image in a
deterministic sequence. Modulating the least significant bit does not result in human-perceptible difference because the
amplitude of the change is small [9]. To hide a secret message inside an image, a proper cover image is needed. Because
this method uses bits of each pixel in the image, it is necessary to use a lossless compression format, otherwise the
hidden information will get lost in the transformations of a lossy compression algorithm. When using a 24-bit color
image, a bit of each of the red, green and blue color components can be used, so a total of 3 bits can be stored in each
pixel. For example, the following grid can be considered as 3 pixels of a 24-bit color image, using 9 bytes of memory:
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(00100111 11101001 11001000)
(00100111 11001000 11101001)
(11001000 00100111 11101001)
When the character A, which binary value equals 10000001, is inserted, the following grid results:
(00100111 11101000 11001000)
(00100110 11001000 11101000)
(11001000 00100111 11101001)
In this case, only three bits needed to be changed to insert the character successfully. On average, only half of the
bits in an image will need to be modified to hide a secret message using the maximal cover size. The result changes that
are made to the least significant bits are too small to be recognized by the human visual system (HVS), so the message is
effectively hidden [4]. As you see, the least significant bit of third color is remained without any changes. It can be used
for checking the correctness of 8 bits which are embedded in these 3 pixels. In other words, it could be used as ―parity
bit‖.
Masking and filtering
Masking and filtering techniques, usually restricted to 24 bits or grayscale images, take a different approach to hiding a
message. These methods are effectively similar to paper watermarks, creating markings in an image. This can be
achieved for example by modifying the luminance of parts of the image. While masking does change the visible
properties of an image, it can be done in such a way that the human eye will not notice the anomalies. Since masking
uses visible aspects of the image, it is more robust than LSB modification with respect to compression, cropping and
different kinds of image processing. The information is not hidden at the ‖noise‖ level but is inside the visible part of the
image, which makes it more suitable than LSB modifications in case a lossy compression algorithm like JPEG is being
used [4].
VIII.
SCIENTIFIC AND COMMERCIAL APPLICATIONS
In this section, we show that there are many applications for Information Hiding.
• Advanced data structures. We can devise data structures to conceal unplanned information without breaking
compatibility with old software. For instance, if we need extra information about photos, we can put it in the
photos themselves. The information will travel with the photos, but it will not disturb old software that does not
know of its existence. Furthermore, we can devise advanced data structures that enable us to use small pieces of
our hard disks to secretly conceal important information [16, 17].
•
Medical imagery. Hospitals and clinical doctors can put together patient’s exams, imagery, and their information.
When a doctor analyzes a radiological exam, the patient’s information is embedded in the image, reducing the
possibility of wrong diagnosis and/or fraud. Medical-image steganography requires extreme care when embedding
additional data within the medical images: the additional information must not affect the image quality [18, 19].
• Strong watermarks. Creators of digital content are always devising techniques to describe the restrictions they
place on their content. These technique can be as simple as the message ―Copyright 2007 by someone‖ [20], as
complex as the digital rights management system (DRM) devised by Apple Inc. in its iTunes store’s contents [21],
or the watermarks in the contents of the Vatican Library [22].
• Military agencies. Militaries’ actions can be based on hidden and protected communications. Even with cryptographed content, the detection of a signal in a modern battlefield can lead to the rapid identification and attack of
the involved parties in the communication. For this reason, military-grade equipment uses modulation and spread
spectrum techniques in its communications [20].
• Intelligence agencies. Justice and Intelligence agencies are interested in studying these technologies, and
identifying their weaknesses to be able to detect and track hidden messages [23, 2, 3].
• Document tracking tools. We can use hidden information to identify the legitimate owner of a document. If the
document is leaked, or distributed to unauthorized parties, we can track it back to the rightful owner and perhaps
discover which party has broken the license distribution agreement [20].
• Document authentication. Hidden information bundled into a document can contain a digital signature that
certifies its authenticity [20].
• General communication. People are interested in these techniques to provide more security in their daily
communications [10, 20]. Many governments continue to see the internet, corporations, and electronic
conversations as an opportunity for surveillance [24].
• Digital elections and electronic money. Digital elections and electronic money are based on secret and
anonymous communications techniques [5, 20].
• Radar systems. Modern transit radar systems can integrate information collected in a radar base station, avoiding
the need to send separate text and pictures to the receiver’s base stations.
• Remote sensing. Remote sensing can put together vector maps and digital imagery of a site, further improving the
analysis of cultivated areas, including urban and natural sites, among others.
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IX.
PROTECTION AGAINST STEGANOGRAPHY
The proliferation of networks has added intensity to both noble and ignoble purposes of steganography. Network security
analysts face an insidious foe for sure. But how is steganography detected, and why should network security analysts be
alarmed and cautious? Nearly all steganography programs in use leave behind traces or fingerprints that indicate
something is not right. Based on research conducted over the years, organized crime, terrorists, and various other groups
operating worldwide commonly use steganography to operate via public forums, Web sites, etc. Software programs that
detect steganography do exist, and enhanced iterations are under development. Neil Johnson, a graduate student at
George Mason University, is developing a stego detector. The program, he describes, is designed to search hard drives
for electronic fingerprints that typically result from steganography applications. Similar to a virus scanner, this stego
detector identifies signatures. As Johnson explains: Different authors have different ways to hide information to make it
less perceptible. The author may come up with ideas that nobody else is using. That tool may have a special signature.
Once that signature is detected, it can be tied to a tool. [3] Johnson and other law enforcement agencies use software to
locate signatures by studying the native structure of files including image, voice, text, and video files, and known
software tools that implement steganography.
X.
CONCLUSIONS
Steganography works as a technique to hide information in plain sight. Steganography is an instrument of security, but
not exclusively secure. Almost like magic, images, executable programs, and text messages can hide in images. The
cover image does not appear altered. People look at the cover image and never suspect something is hidden. Your
information is hidden in plain sight. The approach steganography offers reduces the chance of a message being detected
by its inadvertent layer of cover. However, if the hidden message is discovered, it is easily readable. For this reason,
combining encryption algorithms with steganography offers a much stronger encryption routine. Although this article
discusses some applications of steganography, there are many more uses in voice, media applications (such as
communication channels), audio, and text, to name a few. This article unveils potential exploits of steganography
regarding network security. Although awareness of steganography applications today is limited, progress is unfolding to
expose the hidden art. Unfortunately, in the information age, the old adage ―what you don’t know can’t hurt you‖ is not
always accurate
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