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Abstract— Web Applications are very popular in daily life. With the rapid growth of technologies the usage of web
applications are also increasing. Different languages are used for developing the web applications like C++, C#,
ASP.NET, PHP, Java. The source code contains several types of bugs and errors. Software product shows some minor
bugs after being released. So the products undergo Maintenance. Finding the bugs or errors is not an easy task. To
find the errors deep understanding of the language is required. Manual Reviews are time consuming. Tools are used
to check the accuracy of the language quickly. Data mining techniques, Clustering and Classifications are used to
mine the data and extracting the meaningful and useful information. The aim of this paper is to present an approach
to detect the bugs or errors in the web-based applications and to cluster and classify them for knowledge discovery.
Keywords— Web Application, Bug, Error, Clustering, Classification, K-Means Clustering Algorithm, CART.
I.
INTRODUCTION
A Web Application is a type of software that is hosted on server and can be accessed remotely by a human through an
Internet Browser. Other types of software are also widely used and distributed. But web-based application faces some
additional challenges like maintaining a consumer base and ensuring acceptability of the application. One hour of
downtime of any web application leads to huge loss for company. One solution to avoid these monetary losses and
maintaining a consumer base is to design a web-based application having high security, reliability, usability, acceptability
etc. A web-based application should be well-designed and well-tested so that is it is free from errors and bugs [13].
To satisfy the growth of technologies large number of web applications have been developed and deployed. A webbased application may be visited by several millions of users concurrently. Testing and performance evaluation of the
web application is very important. The profile of web-based applications changes very fast. Maintenance of website is
faster than other applications. Regression testing of web-based applications is important to handle such small,
incremental changes. Web applications lacking significant checking of language dependent accuracy and testing. There
are many reasons for this lack like short delivery time, pressure to change, developer turnover and changes in user
requirements.
Bug or Defect or Fault is an incorrect process, step or data definition in a computer program. An error is difference
between the desired and actual performance and behaviour of a system or object. Failure is the inability of a system to
perform its required functions within specified performance requirements [9], [21]. Bugs or Errors in software can have
devastating effects in today‟s world. Software shows some minor bugs after being released. Bugs and errors are very hard
to find. To find the new error types a deep understanding of the programming language is required. Only the
programmers have good knowledge of the language. Manual reviews of the code are very time consuming. As the size
and complexity of software increases manual inspection becomes harder task. Software companies invest a large amount
of significant resources and manpower to detect the errors and bugs in the product. Software developers and testers often
work with different tools. There are many types of bugs or errors present in the code like syntax errors, queries syntax,
memory usage etc.
This paper is organized in V sections. Section II describes the overview of some data mining techniques, Section III
explains related work. Methodology is given in Section IV. Section V describes the conclusion.
II.
DATA MINING TECHNIQUES: OVERVIEW
Data Mining is the process of finding a small set of precious information and patterns from large sets of raw material.
Data Mining has various techniques such as Frequent Pattern Mining, Pattern Matching, Clustering and Classification.
Here we describe some of them:
A. Clustering
Clustering is considered to be one of the most significant techniques and broad fields of data mining which is
applicable in various domains such as life sciences, medical sciences, engineering and so on. Clustering technique can be
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viewed in various perspectives depending on operational environment which includes unsupervised learning in pattern
recognition, numerical taxonomy in biology and typology in social sciences and partition in graph theory etc. [22].
In clustering data elements having similarities are placed in respective groups [3]. The clusters formed as a result of
clustering can be defined as a set of like elements. But the elements from different clusters are not alike. Clustering
process is similar to database segmentation, where like tuples in a database are grouped together as in [19]. A good
clustering method will produce high quality clusters with low inter-cluster similarity and high intra-cluster similarity [12].
The main advantage of clustering is that interesting patterns and structures can be found directly from very large data
sets with not any prior knowledge about the clusters. The quality of clustering method depends on the following:
 The use of similarity measures and its Implementation.
 Efficiency of method to discover some or all of the hidden patterns.
 How to define and represent the chosen cluster [11], [12].
There are many clustering algorithms: Hierarchical Clustering, K-Means Algorithm, Density-based Algorithms.
B. Classification
Classification is widely used technique in the data mining domain. For large databases scalability and efficiency are
the immediate problems in classification algorithms. Classification is a supervised learning technique in data mining
where training data is given to classifier that builds classification rules. Test data, is given to classifier, and then for
unknown classes it will predicts values as in [15]. There are three phases of classification technique, a learning phase, a
testing phase and an application phase [4].
The classification problem can be defined as follows for a database with a number of records and for a set of classes
such that each record belongs to one of the given classes , the problem of classification is to decide the class to which
given record belongs. Classification is one of the most important data mining techniques .It is used to predict group/class
membership for data instances [25]. The goals of Classification as in [10] are: Apply the model to predict the class of previously unseen records (class should be predicted as accurately as
possible).
 Carry out deployment based on the model (e.g. implement more profitable marketing strategies).

Learning
Algorithm
Training
Set
Learn
Model

Model

Apply
Model
Test Set
Attribute1= Yes -> Class = No
Attribute2=…… , Attribute3= ………,
Fig. 1 Classification Task [10]
Different models have been proposed for classification such as Decision tree, Neural networks, Bayesian belief
networks, Fuzzy set and Genetic models. The decision trees classifier is most widely used in among of these models for
classification. They are popular because they are practically and easy to understand. Many algorithms such as ID3, C4.5
and CART (Classification and Regression Tree) have been devised for decision tree construction. All of these algorithms
are used in various areas such as image recognition, medical diagnosis credit rating of loan applicants, scientific tests,
fraud detection and target marketing. The decision tree is a supervised classification approach .A decision tree is a flow
chart like structure, where each internal node denotes a test on an attribute, each branch shows an outcome of the test and
each leaf node holds a class label. The top node in a tree is defining a root node. A decision tree has two different sub
sets – a training set and a test set. The training set is used for deriving the classifier and test set is used to measure the
accuracy of the classifier. The percentage of the test data set that is correctly classified is used to determine the accuracy
of classifier [25]. The following table shows the comparison between the different classification algorithms [2].
1) Advantages of Decision Trees: In [10], the advantages of decision trees are given as follows:
 Fast at classifying unknown records.
 Small-sized trees are easily interpreted.
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 Both continuous and discrete attributes can be handled.
 In the presence of redundant attributes work well.
 Robust to the effect of outliers.
 The fields which are most important for prediction are clearly indicated.
2) Disadvantages of Decision Trees: The disadvantages of decision trees are as following as in [10]:
 The construction of a decision tree can be affected by irrelevant attributes.
 Decision boundaries are rectilinear
 Very different looking trees are generated if there is a small variation in data.
 A sub-tree replication possible for several times
 Error-prone with too many classes
 Prediction of the value of a continuous class attribute is not good.

Algorithm

TABLE I
PARAMETER COMPARISON OF DECISION TREE ALGORITHMS
Parameters
Measure
Procedure
Pruning

ID3

Entropy info-gain

Top-Down Decision
Tree Construction

Pre-Pruning using a
Single Pass Algorithm

CART

Gini Diversity Index

Construct Binary
Decision Tree

Post-Pruning based on
Cost- Complexity
Measure

C4.5

Entropy info-gain

Top-Down Decision
Tree Construction

Pre-Pruning using a
Single Pass Algorithm

SLIQ

Gini Index

Post-Pruning based on
MDL Principle

SPRINT

Gini Index

Decision Tree
Construction in a
Breadth First Manner
Decision Tree
Construction in a
Breadth First Manner

Post-Pruning based on
MDL Principle

III.
RELATED WORK
In [16], in this research, they discuss classification, clustering and association mining for defect prediction. These
techniques help the developers to detect and correct the defects. Results are compared at end to see which is better.
In [20], this paper investigates multiple feature selection techniques that are generally applicable to classificationbased bug prediction methods. Less important features are discarded until optimal classification performance is reached.
The features used for training is reduced, often to less than 10 percent of the original features. The performance of Naive
Bayes and Support Vector Machine (SVM) classifiers is characterized on 11 software projects by using this technique.
The process is fast performing. It can be applied to predicting bugs on other projects.
V.Neelima et al. [24] uses Text Mining Techniques for bug detection. In order to alleviate the overhead in debugging,
they proposed an approach to detect bugs in C programs via matching and mining techniques. The input to the system is
the text file containing syntax errors, matched with database that acts as a repository, classify them and generate the
analysis report that gives solution. The scope of this work is that other types of errors can be considered and can be used
for other programming languages.
In [7], this study aims to develop two-phase prediction model that uses bug reports content to suggest the files to be
fixed. The first phase of model checks whether the given bug report contains sufficient information for prediction. If so,
on the basis of content of the bug report, the model proceeds to predict files to be fixed. Comparison is done with other
models. They use Naïve Bayes Classification algorithm. If approach fixed a location, (for almost half of the bug reports)
70 percent of the recommendations point to correct files.
In [17], the proposed system analyze the software defects, categorize them using clustering approach then defects are
measured in each cluster separately. In order to improve quality of software development, they make use of Data mining
Clustering technique. This paper reviewed the software defect management based on different types of defects by using
clustering algorithms. The resulting data is used as the basis for determining the nature of defects.
Priyank Dineshkumar Patel [18], presents defect forecasting algorithms that analyze a software project's change
history. Defects are related. Their algorithm finds this relation by storing locations that are likely to have defects and
useful to find most defect prone files. Open source projects with more than 5,000 revisions are evaluated. The result
shows that the selected defect training data account for 72%-90% of future defects. This information can be used to
increase software quality and reduce software development cost. CVSAnalY tool is used for extracting revisions from
repositories. It is easy to understand, implement and integrate in live projects. It‟s also concluded by this research that
accuracy of future defects forecasting is increasing if few history available of software system.
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IV.
METHODOLOGY
In Fig. 2 the Proposed System‟s overview is given. There are three components of the system: Input, Processing and
Display. Source code or source code files are the inputs to the system. The detection of bugs or errors will be done in this
code. After the detection of the bugs the clustering and classification of the detected bugs will be performed.
Classification is used for the knowledge discovery. After that the results will be displayed and compared to the results of
existing work.
Source Code or
Source Code File

Front
End

Results

Clustering
algorithm
Database
Back
End
Classification
Algorithms

Fig. 2 Overview of the System [24]
A. Outline of Algorithms
The present work uses Modified K-Means Algorithm for Clustering and CART algorithm for Classification. The
overviews of the algorithms are as follows:
1) K-Means Algorithm: K-Means is one of the simplest unsupervised learning methods among all partitioning based
clustering methods. It classifies a given set of n data objects in k clusters, where k is the number of desired clusters and it
is required in advance [11].
Input: „k‟, the number of clusters to be partitioned; „n‟, the number of objects.
Output: A set of „k‟ clusters based on given similarity function.
Steps:
i) Arbitrarily choose „k‟ objects as the initial cluster centres;
ii) Repeat,
a. (Re) assign each object to the cluster to which the object is the most similar; based on the given similarity
function;
b. Update the centroid (cluster means), i.e., for each cluster calculate the mean value of the objects;
iii) Until no change.
Advantages: K-mean algorithm is a classic algorithm to resolve cluster problems; this algorithm is relatively simple and
fast. This algorithm is relatively flexible and high efficient for large data collection, because the Complexity is O (ntk).
Among which, n is the times of iteration, k is the number of cluster, t is the times of iteration. It has many other
advantages.
Disadvantages: The K value is most important for K-means clustering algorithm. K-means clustering algorithm has a
strong sensitivity to the noise data objects. K-means clustering algorithm has many limitations on amount of data. In the
iterative process, every time you need to adjust the cluster to which data object belongs and compute cluster centre, this
algorithm is not applicable for large amount of data [5].
There is a need to modify the K-Means clustering algorithm to resolve the disadvantages of the algorithm. A large
number of modifications are done to improve the working of this. In our approach we use the modified K-Mean
algorithm so that some of the disadvantages will be removed like no repetition in the allocation of memory for the
clusters.
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2) CART Algorithm: CART (Classification and Regression Trees) was introduced by Leo Brieman et al. in 1984.
CART is a binary recursive partitioning procedure. CART adopts greedy approach in which decision trees are
constructed in top-down, recursive, divide-and-conquer manner. It is implemented serially. It is capable of processing
both continuous and nominal attributes both as targets and predictors. Trees are grown to their maximum size. After that
cost-complexity pruning is done. The “right sized” and “honest” tree is identified. It removes unreliable branches from
decision tree to improve accuracy. It includes automatic class balancing, missing value handling, and allows costsensitive learning as in [26]. In CART decision trees are formed by a collection of rules based on variables in data set.
The algorithm is as follows [6]:
i)

Rules based on variables values are selected to get the best split to differentiate observations based on the
dependent variables.
ii) Once a rule is selected and split a node into two, the same process is applied to each “child” node (i.e. it is a
recursive procedure).
iii) Splitting stops when CART detects no further gain can be made or some pre-set splitting rules are met (data
is split as much as possible and then the tree is later pruned).
In [23], Classification tree is based on binary splitting of the attributes. It uses Gini Index to select splitting attributes.
Gini Index is defined as:

[23]
Splitting rules of CART are always couched in the form as following:
An instance goes left if CONDITION, and goes right otherwise
For continuous attributes CONDITION is expressed as “attribute X i <=C” and for nominal attributes as membership in
an explicit list of values. CART authors argue that binary splits are preferred because (i) they fragment the data more
slowly than multi-way splits, and (ii) repeated splits on the same attribute are allowed [26], [14]. It is a data exploration
and prediction algorithm. It is classification method that uses historical data to construct the decision tress. Then decision
trees are used to classify the new data. Number of classes must be known in advance to use CART [1]. Classification tree
have classes and regression trees don‟t have classes [8].
B. Flow Chart
Fig. 3 shows the flow chart of the present approach.
Start

Import Source Code
File

Pre-Processing

No
Is Bug or error
Present?
Yes

Bugs and
errors
Clustering using
Modified K-Means
Algorithm

Classification using
CART Algorithm

Display the Results

Stop

Fig. 3 Flow Chart
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V.
CONCLUSIONS
In this paper, overview of data mining techniques such as clustering and classification is given. From the study,
concluded that manual review of the source code to detect the errors or bugs is a time consuming process. Web-based
applications are undergo maintenance very quickly. So there is a change occurs in the source code. To detect the errors
and bugs in the large source code is very hard. We present an approach in which the bugs or errors are detected in webbased applications. The methodology of the given work uses the modified K-Means algorithm and CART classification
algorithm to classify the detected bugs or errors.
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