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Abstract-:- In these days sharing the information over the internet becoming a critical issue. So numbers of
techniques are available to protect the data. The present work will focus on the combination of hashing, cryptography
and steganography to secure the data. Firstly from the original data the hash value is produced. For hash value SHA
(Secure hash algorithm) is used. Secondly the data is encrypted by using cryptography algorithm like AES is used.
Now the hash value and encrypted data must be hidden in image or video or audio file for securing the data. At the
receiver end the hash value is matched and data is decrypted by using decryption technique.
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1. Introduction
Today the use of internet for communication has increased. So the security of information is important issue for safety.
Cryptography is a technique of securing the information. The Cryptography is used for encrypting and decrypting the
data. Encryption means convert the plain text into cipher text. The decryption means convert the cipher text into plain
text. The encryption is done at the sender side and decryption is done at the receiver side. Cryptography is classified into
symmetric cryptography and asymmetric cryptography. The symmetric key means same key is used for encryption and
decryption at the sender and receiver end. The asymmetric key means different key is used for encryption and decryption
at the sender and receiver end. Hashing is a function of cryptography that produces the hash value. The hash value is an
arbitrary-length string that provides the integrity as well as authentication. The hash value is a one way function.
A. Terms Used In Cryptography
Plain text: - The original message that the person want to send is called plain text. For an example Neeraj is a person
wishes to send “how are you” message to Meeta. The message “how are you” is a plain text.
Cipher text: - The message that cannot be understood by anyone is called cipher text. The cipher text is produced from
plain text. The “%adgh=$dgfh” is a cipher text of message “how are you”.
Encryption: - when plain text is converted into cipher text then the cipher text is called encryption. For encryption the
algorithm like AES or DES is used.
Decryption: - When cipher text is converted into plain text then it is referred as decryption. It also need two things
decryption algorithm and key. Key:-When numeric or alpha numeric text or special symbol is combined then it is
referred as key. Key plays a very important role in cryptography.
2. Literature Review
In this section the various performance factors and technique for hashing , encrypting and hiding the data used by
various papers are listed. In the research paper [1] proposed that the cost of implementing a SHA-512 algorithm gives a
50 percent performance improvement over SHA-256. In the research paper [2] proposed Audio steganography with
encrypted data that increases the security. In the proposed system the key management is also used in both sender and
receiver to make the system more secure. In research paper [3] concluded that AES is a cryptographic algorithm that is
used for encryption and decryption. The AES is more secure and faster than Triple DES algorithm. The paper also
proposed about the sha-1 algorithm where the key is hashed using hash algorithm.
In research paper [4]proposed about AES,DES and RSA algorithm with LSB substitution technique. In the proposed
system the performance of these algorithm are analyze. Based on these analysing it was concluded that AES consumes
least encryption and decryption time as compare to DES and RSA. But RSA algorithm has more encryption time.
3. Proposed Work
In these days securing the data is very big issue for the computer users. In this proposed system we implement and
compare the three hashing algorithms for producing the hash value and then the original data is encrypted by using
cryptographic algorithm. The data is encrypted by using AES algorithm. Now the hash value and cipher text will be
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hidden behind audio file by using LSB substitution technique. In the proposed system we are doing this to improve the
security that is very big issue in these days.
Original
document

Extract original
document

Producing
hash value

Document
encrypted

Producing
hash value

Document
hidden in
audio file

Document
decrypted

Figure-1: Proposed work
In the proposed system three techniques used as shown in fig. First to produce the hash value we compare and analyze
three different hashing algorithms. Secondly data is encrypted by using cryptography algorithm. Thirdly the hash value
and encrypted data is hidden within audio file. At the receiver end the document is extracted from audio file. Then the
document is decrypted. From this document the hash value is produced . The hash value is matched and the original
document is extracted.
4. Hashing Algorithms
A. SHA-1(Secure Hash Algorithm)
Secure Hash algorithm1. It is a hashing function used to produce the hashing value. It produces the hash value of 160 bits
(20bytes). It has the 80 number of rounds. The user which has the hash value can modify the data. The hashing algorithm
provides authenticity and integrity. If any user modifies the data then the hash value will be changed.
B. SHA-256(Secure Hash Algorithm)
It is a hash function used to produce the hash value. It belongs to SHA-2 family. It produces the hash value of 256
bits(32 bytes). It has number of 80 numbers of rounds. It is the improvement version of SHA-1. It is more secure and
faster than SHA-1 algorithm.
C. SHA-512(Secure Hash Algorithm)
It is a hash function used to produce the hash value. It also belongs to SHA-2 family. It produces the value of 512bits (64
bytes). It has total 64 numbers of rounds. It is faster and secure than SHA-256 algorithm.
D. Factors Analyzed
Table 1: Analysis of various factors
Factor
Sha- Sha-256
Analyzed
1
1
Message
160
256
digest size
2
Block Size 512
512
3
Rounds
80
80

S.NO

4
5

Collision
found
Word size

Sha512
512
1024
64

Yes

No

No

32

32

64

5. Encryption algorithm
In cryptography the data is converted from plain text to cipher text. The cipher text is the text that cannot be understand
by any other person. When the plain text is converted into cipher text then it is called encryption. When the cipher text is
converted into plain text then it is called decryption. For encryption the AES algorithm is used. The full form of AES is
Advance Encryption Standard. The AES provides security as well great speed. The AES replaces the DES algorithm. The
AES can be used on various platforms. In AES algorithm 10,12 and 14 rounds. The AES uses key size of 128,192, or 256
bits. AES is very strong cryptography algorithm because of security , cost and implementation. AES is very strong
algorithm that it has proved against many attacks such as brute-force attack. AES can be implemented on the cheap
processors and a minimum amount memory.
In AES each round of the encryption process requires a series of steps .these steps consists of four operations.
© 2014, IJARCSSE All Rights Reserved

Page | 293

Raheja et al., International Journal of Advanced Research in Computer Science and Software Engineering 4(5),
May - 2014, pp. 292-295
a. Sub Bytes :This is very simple operation that converts every bite into different value.
b. ShiftRows : in this operation every row is rotated to the right by a certain number of bytes.
c. MixColumns :In this operation every coloumn of the state array is processed separately to produce a new
coloumn. The old one is replaced by new coloumn.
d. XorRoundKey : This is the operation that takes only existing state array.
6. Data Hiding
In cryptography data is hided by using steganography. It is method of hiding information. The data can be hided behind
audio, video and image. For steganography the LSB substitution technique is used. The steganography is a technique of
hiding the data in this way only the sender and receiver can view the message. The data can be hided behind:
I.
Audio steganography
II.
Video steganography
III.
Image steganography
I) Image steganography :Least Significant Technique is used of image steganography. If the leats bit is changed then
that causes the little change to the original value. If the image is 24-bit , there are 3bytes of data to represent RGB values
for every pixel. It means the 3 bits can be stored in every pixel.
II) Audio steganography: In the audio steganography the data will be hided behind audio file to hide the data behind
audio is something similar to image steganography. In audio steganography the data is hided behind samples. For
samples the sampling technique is followed. Sampling technique converts analog audio signal to digital binary sequence.
III) video steganography: To hide the data behind vedio file the LSB modification algorithm is used. In this watermark
channel bit rate is very high and a low computational complexity. In this 3 bits are stored per pixel.
7. Experimental Results
The experimental results of hashing algorithms are implemented in Visual studio Net packages. The above said hashing
algorithms are compared on the basis of time. In this paper we are comparing three algorithms like SHA-1, SHA-256
AND SHA-512. The SHA-512 is giving the better result.
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Figure 2.Comparative status of time among Sha-1,Sha-256,Sha-512.
8. Conclusion:In Data communication, cryptography has their own importance. Our research work surveyed the existing hashing
techniques like SHA-1, SHA-256 and SHA-512 algorithms along with encryption and LSB substitution technique. Those
hashing techniques are analyzed. Based on the experimental result it was concluded that SHA-512 algorithm consumes
least time for producing hash value as compared to SHA-256. But SHA-1 consumes more time for producing hash value.
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