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Abstract—Cognitive radios transmit several licensed bands without any harming interference. But security concern 

also interrupting in this reason. Security threats are mainly related to two fundamental characteristics of cognitive 

radios: cognitive capability, and configurability. Fake identification in spectrum sensing is the major concern today. 

Malicious code also effect on the reconfiguration. In this paper we provide an overview on security challenges in the 

cognitive radio as well as detection techniques with sensing and transmission strategies. Neyman-Pearson criterion 

point of view and Energy Spectrum sensing are used for primarily user attacks. Our experimental results demonstrate 

the statistical characteristics of the probability of false alarm and miss detection in the proposed system. 

 

Keywords-Cognitive radio network, Jamming attacks, primary user emulation attacks, spectrum holes, Spectrum 
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1. INTRODUCTION 

Spectrum Management is an advent research in this era [1]. With regard to the slide get ahead of crystal set communication 

technology, it appears increasingly large how to use the spectrum resources effectively [1]. Cognitive radio networks 

(CRN) have attracted great attention recently as a means to resolve the critical spectrum shortage problem [2]. With 

dynamic spectrum access (DSA) techniques, CRN can be granted access of spectrum secondarily, i.e., as long as it can 

guarantee no interference to any primary user (PU) who is using this spectrum at this  

time in this location. This operation goes the unbalanced radios take on to irregularly atmosphere the range to detect the 

primary user's activity. They take on to undecorated the crook dismal whenever PU activity is detected [3]. 

Cognitive Radio  is a several formulation of boom box message, in which the users  are complimentary to interest rate 

scale plain-spoken the sanctioning of the primary  user (PU), provided that the secondary users do not introduce harmful 

interference to the PU. Distance from this unambiguousness [4]. With the ever-increasing scarcity of spectrum, cognitive 

radios are expected to become an increasingly important part of the overall wireless networking landscape [5]. In [5] 

author suggests that due to this phenomena wireless security comes in the picture. Without proper security arrangement it 

is difficult to survive cognitive radio in the business environment.  In [6] author discuss about external attackers, the 

intruding malicious nodes and the greedy cognitive radios (CRs). So in this paper our direction is in the way of securing 

data in the way of communication and security establishment. 

The remaining of this paper is organized as follows. The related work in section 2. In section 3 we discuss about proposed 

work. In section 4 we discuss the result analysis. The conclusions are given in Section 5. Finally references are given. 

 

2. Related Work 

In 2009, Mody, A.N. et al. [8] suggest Security in wireless networks is challenging. Security in cognitive radio networks 

(CRN) is even more challenging. This is because a CRN consists of cognitive radios (CR) which have many more 

functions and processes to account for, such as sensing, geolocation, spectrum management, access to the policy database 

etc. They discuss the potential security vulnerabilities and the remediations for the same in a CRN with an example using a 

commercial IEEE 802.22 standard. Due to the unique characteristics of the CRs in a CRN, enhanced security mechanisms 

are required. The security mechanisms in CRN are divided into several security sub-layers which protect non-cognitive as 

well as cognitive functions of the system and the interactions between the two. 

In 2011, Scott, A. et al. [9] suggest that Traditionally, Electronic Warfare (EW) and Cyber Warfare (CW) have been 

viewed as independent, disparate disciplines. However, they are often trying to accomplish similar tasks, and thus may be 

viewed as two sides of the same coin. When both the attacker and defender employ cognitive techniques, the edge may go 

to the side that integrates techniques from both EW and CW. They examine two case studies in radio security. They 

examine what happens when the attacker is cognitive, and consider cognitive EW/CW approaches to defend against the 

attacks.  

In 2012, Romero, E. et al. [10] proposes a taxonomy of attacks on cognitive radio networks. This will help researches to 

better understand the security problems and to design more optimistic countermeasures. A new simulation framework for 

security threats has been developed to check all these attacks and countermeasures. The simulation framework has been 

tested with a primary user emulation attack.  
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In 2013, Dhawal Beohar et al. [11] discuss the synchronization problems in cognitive radio systems and suggested an 

efficient synchronization aspect. For this type of system the secondary transmitter is well aware of the transmission timing 

of the primary transmitter for better harmonizing in the primary and secondary system. They also discuss the time and 

frequency aspects of the system. For analysis they split the transmission spectral efficiency in two parts from reducing the 

time delay and improving the efficiency. They estimate the delay in the synchronization and equalization mode by using 

Matlab for programming and simulation.  

In 2013, Fragkiadakis, A.G. et al. [12] suggest that Cognitive radios have enabled the opportunity to transmit in several 

licensed bands without causing harmful interference to licensed users. Along with the realization of cognitive radios, new 

security threats have been raised. Adversaries can exploit several vulnerabilities of this new technology and cause severe 

performance degradation. Security threats are mainly related to two fundamental characteristics of cognitive radios: 

cognitive capability, and configurability. Threats related to the cognitive capability include attacks launched by adversaries 

that mimic primary transmitters, and transmission of false observations related to spectrum sensing. Reconfiguration can 

be exploited by attackers through the use of malicious code installed in cognitive radios.  

 

3. Proposed Work 

The cognitive or secondary users share the licensed spectrum with the primary users. The main challenge is to control the 

amount of interference on the primary user (PU) caused by the secondary user (SU). In the spectrum overlay scenario, the 

SU accesses the spectrum whenever it senses that the PU is idle. The PU can transmit at any time and the cognitive user 

should have the ability to monitor the channel status and decide whether to transmit or not.  

On the other hand, in the spectrum underlay technique, the secondary user can transmit at any time, but the power spectral 

density (PSD) of the transmitted signal should be low enough, preferably at noise level, for minimal interference on the 

PU. At the same time, we may consider that the SU transmits its signal for a limited period of time without sensing the 

channel once it detects a free channel. This means that there will be some interference on the PU for practical overlay 

systems.  

 

In this section we propose a new model for PUEA in CR network. Following assumptions are made for the new system 

model. 

1. There are M malicious users in the network and are randomly and uniformly distributed in the circular region. 

2. There are two primary transmitters ��1 & ��2, separated by a fixed distance and their transmission are 

independent. 

1. The distance between secondary user and ��1 is ��1, The distance between secondary user and ��2 is ��2. 

2. No malicious user is present between within the exclusive region for the secondary user. 

3. All the users in the network know about the location of primary transmitters. 

4. The RF signals from primary and malicious transmitters undergo path loss and log normal shadowing. 

5. The position of the good secondary user changes, it moves away from primary transmiiter1 towards primary 

transmitter 2. 

 

 
Figure 1 Proposed system model 

 

There are M malicious users in the system which transmits at power „ὖά‟. The primary transmitter ὖὸ1 is at distance 

„Ὀὴ1‟ and the primary transmitter ὖὸ2 is at distance „Ὀὴ2‟ from all the users and transmits at power „ὖὸ ‟. The positions 
of secondary and malicious users are uniformly distributed in circular region of radius R and are statistically independent 

of each other. Position of primary transmitter is known to all the users and is fixed at (ὶὴ, —ὴ). The RF signals from 

primary transmitter and malicious users undergo path loss and log normal shadowing. The path loss exponent for 

transmission from primary transmitter is 2 and that from malicious user is 4. For any secondary user fixed at co-

ordinates(r, —) no malicious users are present within a circle of radius Ὑέ which is called the exclusive radius from 

secondary user. There is no co-operation between the secondary users. 

 

The received power at the secondary user from the primary transmitter1 is given by, 

ὴὶ(ὴ1) = ὖὸ1Ὠὴ1−2 Ὃὴ12 
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The received power at the secondary user from the primary transmitter1 is given by, 

ὴὶ(ὴ2) = ὖὸ2Ὠὴ2−2 Ὃὴ22 

The total power at receivers is then given by, ὴὶ(p) = ὴὶ(ὴ1) + ὴὶ(ὴ2) due to their independence. 

The total received power at the secondary user from all the malicious users is given by, 

ὴὶ(ά) = Σmj=1 ὖά ὈὮ−4 ὋὮ2 

PDF of ὴὶ(ὴ) follows a log normal distribution and can be written as 

ὴ(ὖὶ) () =1/ὃ„ὴ√2“ exp {−(10 log10  −‘ὴ)2/2„ὴ2 } 

PDF of ὴὶ(ά) follows a log normal distribution and can be written as 

ὴm (x) =1/xὃ„x√2“ exp {−(10 log10 x −‘x)2/2„x2 } 

 

In cognitive radio cycle a cognitive radio scans the radio frequency spectrum, gathers information, and then identifies the 

vacant channels. Through spectrum sensing the properties of the vacant channels are evaluated. Then, the appropriate 

spectrum band is chosen according to the spectrum characteristics and user requirements. The communication can be 

carried out after determining the operating frequency band. 

 

 
Figure 2: Cognitive radio cycle [13] 

 

Several transmission features such as signal fading, multi-path, etc., can cause the received signal power to be lower of 

what path loss models have predicted [14]. This leads to undetected primary signals and harmful interference to PUs. 

There are two types of fading [14]: shadow fading that is frequency independent, and multi-path fading that is frequency 

dependent. Shadow fading can cause the “hidden node” problem where a SU, although located within the transmission 

range of a primary network, fails to detect primary transmissions. Fig. 3 shows a primary transmitter, a number of PUs and 

several SUs. SU1 fails to detect the transmission of incumbent signals because of shadow fading, so it accesses the 

incumbent frequency band causing harmful interference to PU1. 

 
Figure 3 the hidden node problem 

 

A solution to this problem is the collaborative spectrum sensing technique where a number of users sense the environment 

and send their observations to a fusion center (FC). FC then fuses the provided information taking the final decision 

regarding the presence or absent of incumbent transmissions. Another type of sensing is the collaborative distributed 

sensing where no FC is used. In this case, each SU makes its decision based not only on its observations but also on 

observations shared by other SUs. 
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PU: Primary User, SU: Secondary User, MU: Malicious User, PT: Primary Transmitter, FC: Fusion Center 

Figure 4 Spectrum sensing data falsification attack 

 

The security concerns mainly lies in the process of spectrum sensing. Factors such as, location of the transmitter, received 

signal strength can be used to identify attackers at this layer. In order to decide the location of the CR users in the network, 

Localization techniques can be used. There are various localization techniques which are listed as follows. 

• Range based localization: The travel time of the signal from source to destination is used to calculate the position.  

• Range free Localization: First we calculate the total number of hops in the network and then we convert it into 

physical distance. 

4. Result Analysis 

 

Attack Detection Parameter 

             
Wimax Parameter 

            
 

Attack by Attacker 

             
Jamming Attack 

 
Spectrum energy sensing  
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Generating Signals 

 

 
Figure 5 OFDM for Cognitive Radio Network 

 

The above figure 5 shows OFDM for Cognitive Radio Network and indicated Bit error rate for Primary and Secondary 

Users by blue and green colors. And also shows the bit error rate reduced continuously.     

 

Primary User Signals 

 

 

 

 

 

 

 

 
Figure 6 Primary User Signals for Primary User Emulsion Attack 

 

This figure 6 shows Primary User Signals for Primary User Emulsion Attack in Cognitive Radio Network. This figure 

shows 18000 samples for the simulation with 2 BPSK.  

SNR 1 4 7 10 13 16 19 

Bit 

error 

rate 

0.11566 0.13037 0.089355 0.11334 0.10638 0.13947 0.075256 
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Secondary User Signals 

 
Figure 7 Secondary User Signals for Primary User Emulsion Attack 

 

This figure 7 shows Secondary User Signals for Primary User Emulsion Attack in Cognitive Radio Network. This figure 

shows 18000 samples for the simulation with 2 BPSK.  

 

OFDM  

 
Figure 8 OFDM for Primary User Emulsion Attack 

 

This figure 8 shows the Bit error rate reduced continuously when Primary User Emulsion Attack occurred in network.   

 

Signal and noise ratio 

 
Figure 9 Signal and noise ratio for Jamming Attack 
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This output shows the Running simulation for SNR of DoS (Denial of Service) / Jamming Attack. The noise ratio interval 

is 2. And the bit error rates are:  

    

OFDM 

 
Figure 9 OFDM for DoS (Denial of Service) / Jamming Attack 

 

This figure 9 shows the Bit error rate reduced continuously when Jamming Attack occurred in network.   

Signal and noise ratio 

 
Figure 10 Signal and noise ratio for Primary User Emulsion Attack (Threats) with Jamming Attack 

 

This output shows the Running simulation for SNR of Primary User Emulsion Attack (Threats) with Jamming Attack. The 

noise ratio interval is 2. And the bit error rates are:  

 

 

 

 

SNR 1 4 7 10 13 16 19 

Bit 

error 

rate 

0.21283 0.22125 022528 022815 023444 021106 0.19965 
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Figure 11 OFDM for Primary User Emulsion Attack (Threats) with Jamming Attack 

 

This figure 11 shows the Bit error rate reduced continuously when Primary User Emulsion Attack (Threats) with Jamming 

Attack occurred in network.   

5. Conclusion 

Cognitive radio enables secondary user to sense which portion of spectrum are available, select best available channel, 

coordinate spectrum access with other users and vacate the channel when a primary user reclaims the spectrum usage 

rights. A malicious user can imitate the primary user, other secondary user in the network believes that the primary user 

reappears and they terminate their communication and release the frequency band. Threats related to the cognitive 

capability include attacks launched by adversaries that mimic primary transmitters, and transmission of false observations 

related to spectrum sensing. So in this paper we discuss and analyze the security threats on the cognitive radio terminal. 

Analyzes the pros and cons. We also provide a new system model for preventing from security threats. 
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