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Abstract— Cloud Computing is a technology that uses the internet and central remote servers to maintain data and
applications. Cloud computing allows consumers and businesses to use applications without installation and access
their personal files at any computer with internet access. This technology allows for much more efficient computing
by centralizing data storage, processing and bandwidth. Typically, the data sets in these applications are anonymized
using K-anonymity to assert the privacy of data owners but the privacy requirements can be violated when new data
join over time. Traditional clustering algorithms are static in nature .In this paper new ways of Incremental
clustering algorithms are discussed. This algorithm clusters data in dynamic form. The database is assumed to be
clustered initially and every new element is added as without need of changing existing clustered database.
Keywords— IGCA, Incremental Clustering, Anonymization, k-anonimity, Genetic clustering
I. INTRODUCTION
Cloud computing comes into focus only when you think about what IT always needs: a way to increase capacity or
add capabilities on the fly without investing in new infrastructure, training new personnel, or licensing new software.
Cloud computing encompasses any subscription-based or pay-per-use service that, in real time over the Internet, extends
IT's existing capabilities. The idea is not new, but this form of cloud computing is getting new life from Amazon.com,
Sun, IBM, and others who now offer storage and virtual servers that IT can access on demand. Early enterprise adopters
mainly use utility computing for supplemental, non-mission-critical needs, but one day, they may replace parts of the
data center.
Due to the unreliability of the service and malicious attacks from hackers, there have concerns over the data security with
cloud storage along with the widespread enthusiasm on cloud computing. Nowadays more and more events on cloud
service outage or server corruption with major cloud infrastructure providers are reported . Data breaches from notable
cloud services are also appear from time to time . For diverse motivations, the cloud service providers would also
voluntarily analyze the customer’s data. Therefore, the cloud is basically neither secure nor reliable from the cloud
customers view point. It is difficult to anticipate the cloud customers to turn over control of their data to cloud servers
solely based on economic savings and service flexibility without providing robust security, privacy and reliability
guarantee.
In this paper various incremental clustering techniques for privacy preservation over incremental cloud data is presented.
The k-anonymity model is utilized for ensuring the security in cloud computing environment since k-anonymity is an
effective technique for privacy preservation over years. The major challenge of privacy preservation over the cloud data
is handling the incremental data, because the cloud data may be updated continuously. Given a set of records as input
choose some privacy sensitive attributes as quasi-identifiers for anonymization. After anonymization, the records are
clustered based on different incremental clustering techniques and check the k-anonymity constraint and information
loss for every cluster and modify the cluster based on the k-anonymity constraint.
Types of clustering
1. Non-Incremental Clustering- used for static datasets
Traditional clustering approaches usually analyze static datasets in which objects are kept unchanged after being
processed, but many practical datasets are dynamically modified which means some previously learned patterns have to
be updated accordingly. Re-clustering the whole dataset from scratch is not a good choice due to the frequent data
modifications and the limited out-of-service time, so the development of incremental clustering approaches is highly
desirable. Besides that, propositional clustering algorithms are not suitable for relational datasets because of their
quadratic computational complexity.
2. Incremental Clustering – used for Dynamic Datasets
In recent years with data becoming larger and larger, the clustering algorithm not only needs to have high executing
efficiency, but also is required to discover clusters with arbitrary shape and be insensitive to noise data they have linear
time complexity, and can be used in clustering dynamic large databases . Clustering of very large document databases is
useful for both searching and browsing. The periodic updating of clusters is required due to the dynamic nature of
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databases. An algorithm for incremental clustering is introduced. The complexity and cost analysis of the algorithm
together with an investigation of its expected behaviour are presented. Clustering techniques work with an item at a time
and decide how to cluster it given the current set of points that have already been processed.
II. INCREMENTAL CLUSTERING
2.1 Incremental K-Means clustering
The incremental clustering is a technique that adds a new record to a corresponding cluster after clustering the initial set
of records we given as input. We have to set the quasi-identifiers in the new record and the quasi-identifiers should be the
same attributes we chosen before clustering the set of records we gave as input. After selecting the quasi-identifiers, we
have to anonymize the data in the quasi-identifier attributes. The K-anonymity constraint after anonymizing the quasiidentifiers of the new record is check with each cluster and if it matches the k-anonymity constraint with any cluster, the
new record will get merge with that cluster.
Advantages
• Simple, understandable
• Items automatically assigned to clusters
Drawbacks
• It is data dependent.
• It is based on greedy approach. So the final clusters may not represent a global optimization result but only the local
one, and complete different final clusters can arise from difference in the initial randomly chosen cluster centers. • Need
to specify k, the number of clusters, in advance.
• Unable to handle noisy data and outliers.
• Not suitable to discover clusters with non-convex shapes or clusters of very different size.
The efficiency of the algorithm: The complexity of the k-means algorithm is O (n, d, k) which involves the sample size,
the number of dimensions and the number of partition The definition of “means” limits the application only to numerical
variables
2.2 Incremental Genetic k-means clustering(IGCA)
Genetic algorithm is search heuristic usually applied in Optimization problems. The power of Genetic algorithm lies in
its ability to perform parallel search in complex spaces. The behavior of genetic algorithms is highly influenced from
natural evolution studied in biological sciences. In complex scenarios where the research problem under study involves a
multi-dimensional search space and deterministic algorithms fail to meet time constraints, stochastic techniques like
genetic algorithms are used.
The genetic operators that are used in GKA are
 Selection,
 The distance based mutation and
 K-means operator:
1) Coding: The natural way of coding such w into string is to consider a chromosome of length n and allow each allele in
chromosome to take values from {1,2,…..,k}.
2) Initialization: Way of selecting initial population is random. Each allele in the population can be initialized to cluster
number selected from uniform distribution over the set {1,2,…,k}.
3) Selection: Selection operator randomly select a chromosome from the previous population.
4) Mutation: The Mutation changes an allele value depending on the distances of the cluster centroids from the
corresponding data point. It may be recalled that each allele corresponds to a data point and its value represents the
cluster to which the data point belongs operator is defined such that the probability of changing an allele value to a
cluster number is more if the corresponding cluster center is closer to the data point.
Drawback:
An algorithm with the above selection and mutation operators may take more time to converge, since the initial
assignments are arbitrary and the
subsequent changes of the assignments are probabilistic. Moreover, the mutation probability is forced to assume a low
value because high values of Pm
lead to oscillating behaviour of the algorithm
2.3 A Fast Incremental Clustering Algorithm
Fast incremental clustering algorithm can pre-bound the final clusters number, scan the original data set only once
according to the memory capacity. When the number of the generated clusters is more than the constraint the two
nearest clusters are merged and the radius threshold value changes dynamically high similarity within a cluster, low
across clusters.
2.4 Incremental Hierarchical clustering Algorithm
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In hierarchical clustering the goal is to produce a hierarchical series of nested clusters, ranging from clusters of
individual points at the bottom to an all-inclusive cluster at the top. A diagram called a dendogram graphically represents
this hierarchy and is an inverted tree that describes the order in which points are merged (bottom-up view) or clusters are
split (top-down view). One of the attractions of hierarchical techniques is that they correspond to taxonomies that are
very common in the biological sciences, e.g., kingdom, phylum, genus, species, … . (Some cluster analysis work occurs
under the name of “mathematical taxonomy.”) Another attractive feature is that hierarchical techniques do not assume
any particular number of clusters. Instead any desired mber of clusters can be obtained by “cutting” the dendogram at the
proper level. Finally, hierarchical techniques are thought to produce better quality clusters.
Another attractive feature is that hierarchical techniques do not assume any particular number of clusters. Instead any
desired number of clusters can be obtained by “cutting” the dendogram at the proper level. Finally, hierarchical
techniques are thought to produce better quality clusters.
1. Build a tree-based hierarchical taxonomy
2. Dendrogram
3.From a set of unlabeled examples.
Limitations and problems
1) No global objective function is being optimized.
2) Merging decisions are final.
3) Good local merging decisions may not result in good global results.
4) Agglomerative hierarchical clustering techniques have trouble with one of more of the following: noise and outliers,
non-convex shapes, and a tendency to break large clusters.
III RELATED RESEARCH: A BRIEF REVIEW
This section shows some of the recent related researches about privacy issues in cloud computing and privacy preserving
over incremental data sets
Xuyun Zhang et al. [21] have investigated the challenge about how to efficiently update huge volume incremental data
sets to ensure privacy requirements of data owners and simultaneously achieve high data utility to data users. They have
presented an efficient quasi-identifier index based approach for privacy preservation over incremental data sets on cloud.
In their approach, QI-groups (QI: quasi-identifier) were indexed by the domain values in the current generalization level,
which made it possible to access only a part of records in a data set in the presence of data updates rather than access all
data records as required by existing approaches. To further improve the performance of quasi-identifier indexing,
locality-sensitive hashing method was incorporated to place similar QI-groups on the same data storage nodes. Thus, the
number of data nodes that a QI-group link across was reduced considerably with high probability. Based on the
established indexes of an anonymized data set, they have designed an efficient quasi-identifier index based privacy
preservation algorithm (QuIPP) for their approach.
K.Kiran Kumar et al. [24] have developed a privacy-preserving public auditing system for data storage security. They
designed the simulation by considering the single user. They utilized the public key based homomorphic authenticator
and uniquely integrate it with random mask technique and automatic blocker. Extensive security and performance
analysis showed the presented schemes were provably secure and highly efficient. Remya Rajan [25] has developed an
efficient, secure and privacy preserving keyword search scheme which supported multiple users with low computation
cost and flexible key management. It enabled the service provider to determine whether a document contains a specified
keyword without getting any information about the document or keyword. It supported multi user requirements with user
authentication and also avoided statistical attack on keywords. It also enabled the service provider to participate in partial
decipherment thus reducing the users computational overhead. In the presented scheme, user authentication was
provided before giving the secret key for decryption of document.
Anonimity Based method[3]before the micro data is published anonymity algorithm will process the data and send these
anonymous data to service providers in the cloud .Then the service provider can integrate the auxiliary information to
analyze the anonymous data in order to mine the knowledge they want. Quasi identifiers are anonymized .it is different
from traditional cryptographic method which needs key to access the data. But using anonymity technique no need to
Know the key so it is flexible and safe to protect individual’s privacy in cloud computing services.
Bhushan Mahajan ,Swati Ganar[26] preserving confidentiality of data in cloud using dynamic anonymization to protect
the sensitive data using two techniques M-Invariance proposed by X. Xiao and Y. Tao To overcome the problem in minvariance, Feng Li and Shuigeng Zhou proposed a new generalization principle m-Distinct to effectively anonymize
datasets with internal as well as external updates. M-Distinct uses m-unique which is used to maintain the sensitive
values which are not different in separate publication . In order to maintain this indistinguishability of sensitive values,
records must be partitioned carefully while releasing new publication. These techniques can be used as a better approach
to secure a data in a cloud. K-anonymity can be used along with M-Distinct to provide dynamic anonymization. Then,
use a key distribution approach which will authenticate the users and provide an anonymization table to valid users.
Along with these methods, anonymization using other methods such as Hashing, Hiding, and Permutation can also be
used to secure a cloud data.
IV COMPARITIVE STUDY
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S.NO
1.

Name of Technique
QUIPP(Quasi index based privacy
preservation) for incremental dataset

2.

M-Invariance
clustering
k-Anonimity
Clustering

3.

4.

using

incremental

Using

Incremental

Privacy preservation using incremental
clustering

Advantages
Access only a part of
records in a data set in
the presence of data
updates rather than
access all data records
as required by existing
approaches
Dynamic
anonymization
1)Indistinguishable
against k-1 other data
records
2)Loss of information
is less
Time taken to update a
record is less compared
to traditional clustering

Drawbacks
Quasi index has to be
identified

Preserving current
statics of attribute
Does not guarantee
against attackers with
background knowledge

It may lead to
relatively high data
distortion.

V Conclusion
In this paper an incremental clustering technique for privacy preservation over incremental cloud data is proposed. With
the help of the k-anonymity technique to assert the security in cloud computing environment and also used different
incremental clustering techniques for initially clustering the set of records as input. The k-anonymity constraint and the
information loss are by the k-means clustering technique. The new record given is then checked with each cluster and it
is joined with a cluster based on the k-anonymity constraint.
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