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Abstract—Antibiotics, also known as antibacterial, are types of medications that destroy or slow down the growth of
bacteria. The problem statement is that there is no proper regulation about the usage of habit forming antibiotics. The
government has come across such 46 habit forming drugs that should not be available freely form 1st march 2014[1].
They will be no longer counter drugs and will be sold only through a doctor's prescription. According to the
government notifications chemist should maintain the information such as patient name, prescribed doctor name and
amount of 46 habit drugs sold. Such information should be maintained for three years, later the Drug and Control
General of India, and zonal authorities will appear for inspection. To make this problem simpler we bring our concept
where each and every chemist is provided with service software to update all the necessary information (patient name,
prescribed doctor name, antibiotic name, quantity sold, and opening stock, closing stock) to the centralized cloud by
using the mobile or computer weekly/daily. As we use cloud for storing drugs details, the data will be secure and it is
not going to be tampered. The sub zonal officer can sit in a sub zonal office and can see the information all through
the year. They can set the limit on drugs and can check for any deviations, if any the corrective measures can be taken
zonal wise, state wise, district wise and even individual chemist details can be tracked by drug control authority
without any hassle.
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I.
Introduction
Antibiotics are powerful medicines that fight bacterial infections. Used properly, antibiotics can save lives. They either
kill bacteria or keep them from reproducing. Your body's natural defenses can usually take it from there [2]. The sideeffects include: soft stools, diarrhoea, or mild stomach upset such as nausea. Less commonly, some people have an
allergic reaction to an antibiotic, and some have died from a severe allergic reaction - this is very rare. Drug resistance,
mainly antibiotics, has been one of the most serious public health problems of today in the world with some of the
infectious diseases becoming untreatable with the existing drugs. Resistance to drug occurs due to both improper and
excessive use of drugs by patients. The emergence of multi drug resistant TB in India and several other Asian and
African countries is due to improper use of TB drug by poor patients. And today, no drug is available to treat such
deadly form of TB spreading in these countries. The government has prepared a list of such 46 antibiotics (tablets) drugs
such as alprazolam, codein, isonaizid…etc those 46 drugs will only be available on prescription from doctor from March
1st 2014. These 46 antibiotics will be no longer the counter drugs and will be sold only through a doctor’s
prescription. Chemist has to record the information about these drugs in a separate format such that it should include the
patient details, prescribed doctor details, and quantity sold for three years. After three years the drug control authority will
set up for open inspection for each and every chemist shop to go through the details.
The main reason for this trend is the tendency of the physicians to prescribe this class of drug as an easy
option even for a minor infection. For ex: - prescribing of codeine containing cough syrups to patients having even
mild cough is a very common practice amongst general practitioners. This needs to be checked as uncontrolled
consumption of cough syrups containing codeine and sugar by diabetic patients can push up their sugar level.
There are 6 lakh pharmacies across the country, mo n ito ri ng these pharmacies antibiotics details and set for inspection
is a difficult task for the government and has set the period of three years for inspection keeping this into consideration
we would like to bring the idea of implementation of the ACT through this paper.
II.
Proposed Design
A. Explanation
Any medicine manufactured by the company will bring into the notice of central government further it is transferred
for the approval to the central drug laboratory. Which will check the composition, DTAB and DCHS transport all the
drugs to the sub zonal office from there the medicines will reach to each and
every wholesaler and medical representatives further they are provided to each and every chemist shop. The chemist will
maintain the opening and closing stock of each and every antibiotic. According to our proposed system the chemist
should update the information regarding 46 antibiotics to the sub zonal cloud.
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Cloud Computing
Cloud computing is the next stage in the Internet's evolution, providing the means through which
everything from computing power to computing infrastructure, applications, business processes to personal
collaboration can be delivered to you as a service wherever and whenever you need[4],[5],[6].
Cloud computing is offered in different forms: - public clouds, private clouds, and hybrid clouds, which combine both
public and private.

B. Private Cloud
Private cloud is the phrase used to describe a cloud c o m p u t i n g p l a t f o r m that i s i m p l e m e n t e d w i t h i n t h e
corporate firewall, under the control of the IT department.
C. Public Cloud
A public cloud is one based on the standard cloud computing model, in which as service provider makes
resources, such as applications and storage, available to the general public over the Internet.
D. Hybrid Cloud
A hybrid cloud is an integrated cloud service utilizing both private and public clouds to perform distinct functions
within the same organization.
E. Attribute Based Encryption to store data in cloud
Attribute-based encryption (ABE) is a public-key-based one-to-many encryption that allows users to encrypt and
decrypt data based on user attributes. A promising application of ABE is flexible access control of encrypted data
stored in the cloud, using access polices and ascribed attributes associated with private keys and cipher texts [7], [8],
[9].
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A. Algorithm Implementation
Setup(λ, U) The set up algorithm takes as a input a security parameter λ and a small universe description
U={1,2,….l}. It runs G (λ) to obtain (p, G, Gt, e), Where G and Gt are cyclic groups of prime order p. It then chooses
g, u, v, d Є G, and α,a Є z*p uniformly at random. For each attribute i Є U, it choose a random value si Є Z*p.
Finally, It chooses a collision- resistant has h funct io n H: G
Z*p. The public parameters are published as PK
{G,Gt,e,g,u,v,d,gα,e(g,g)α,Ti=g si Ʉ I, H). The master secret key is MSK=α.
Keygen (PK, MSK, S) the key generation algorithm randomly picks t Є z*p. The secret key SKs =(S, K, Ko,
Ki) is computed as K= gαgαt, Ko= gt, Ki = Ti^t Ʉi Є S.
Encrypt(PK,M,A) The encryption algorithm takes as input the public parameters PK, a message M Є Gt to
encrypt and an LSSS access structure A=(A,ρ) ,Where A is an l*n matrix and ρ is a map from each row Ai of A
to an attribute ρ(i). It chooses two random vectors v , v ` Є Zp*^n, denoted v=(s,v2,….,vn) and v`=(s`,v2`,…,vn`). For
each row Ai of A, it chooses r1,i,r2,i Є Zp* uniformly at random .Finally it chooses a random messages Ṁ Є Gt . The
cipher text is CT =(( A ,ρ), C^,C1,Ć1,C1,i,D1,i,,Ć2,C2,i,D2,i),Where,

Decrypt (PK,SKs.CT) The decryption algorithm takes as a input the public parameters PK , a private key SKs =(S,
K,Ko, Ki) for a set of attributes S and a cipher text CT==((A,ρ), C^,C1,Ć1,C1,i,D1,i,,Ć2,C2,i,D2,i) for an access
structure A=(A,ρ). If S does not satisfy the access structure A its output┴. Let I ϲ{1,2,….,l} be defined such as
I={i:ρ(i) Є S}. It computes constant ωi Є Z*p such that ∑iЄIωiAi=(1,0,…,0). The decryption algorithm then
computes:

B. SMTP Protocol
SMTP stands for Simple Mail Transfer Protocol. It's a set of communication guidelines that allow software to
transmit email over the Internet,[10][11]. Most email software is designed to use SMTP for communication purposes
when sending email and it only works for outgoing messages. When people set up their email programs, they will
typically have to give the address of their Internet service provider's SMTP server for outgoing mail. There are two
other protocols - POP3 and IMAP - that are used for retrieving and storing email.
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SMTP provides a set of codes that simplify the communication of email messages between servers. It's a
kind of shorthand that allows a server to break up different parts of a message into categories the other server can
understand. Any email message has a sender, a recipient or sometimes multiple recipients a message body, and
usually a title heading. From the perspective of users, when they write an email message, they see the slick interface
of their email software, but once that message goes out on the Internet, everything is turned into strings of text.
III.
Technology
As we use cloud for storing drugs details, the data should be secured and should not to tamper as the details are
critical to regularize the ACT. The chemist can update these details in to the centralized cloud (drug authority can only
view this) with his authentication details on daily basis or once a week. The information he stores in to the cloud will be
encrypted and no one else can view the files unless he has the key to decrypt it. Hence the information in the cloud will
be tampered proof. The proposed system provides chemists to update details either using his mobile or a computer, this
portable system will save time as well the data can be transferred at any instance of time. The drug control authority can
inspect any time as the information will be available to them 24/7. They can set the limit on drugs and can check for any
deviations, if any the corrective measures can be taken zonal wise, state wise, district wise and even individual chemist
details can be tracked by drug control authority without any hassle. As we can see the fig there will be N number of the
chemist present in all over the country, each chemist will be provided with a GUI. Through which each and every
chemist get register with the ACT and later he will get his username and password. The chemist can log in into the site
and add details such as patient details, doctor details, opening stock, closing stock, of 46 habit forming drugs. Whenever
a patient buy the medicine, chemist will update patient details, doctor details amount of antibiotics. Chemist will generate
the report weekly once and send that to the subzonal cloud.
The drug control authority can check for any details regarding 46 habit antibiotics any time 24/7 through the cloud
and can see if any misleading use of drugs is taking place. In such cases drug control authority can easily identify the
improper usage of drugs in particular region and can stop such practice by taking necessary action as per the law.

IV.
Conclusion
We are going to use attribute based encryption because, it is a type of public-key encryption in which the secret
key of a user and the ciphertext are dependent upon attributes (e.g. the country he lives, or the kind of subscription he
has). In such a system, the decryption of a ciphertext is possible only if the set of attributes of the user key matches the
attributes. An adversary that holds multiple keys should only be able to access data if at least one individual key grants
access. So that the key can be hold by the subzonal office and can done encryption easily. Since there is no dynamic
information regarding the any antibiotics, this will be the first concept. In which the information about 46 antibiotics will
be uploaded dynamically, to the drug control authority.
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