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Abstract −Wireless networks are vulnerable to spoofing attacks, which allows for many other forms of attacks on the
networks. Although the identity a node can be verified through cryptographic authentication, the authentication is not
always possible because it requires key management and additional infrastructural overhead. In this project we
propose a method for detecting spoofing attacks and locating the positions of adversaries which performs the attacks.
At first we introduce an attack detector for wireless spoofing that utilizes K-means cluster analysis. Here we describe
how integrate our attack detector into a real time indoor localization system, which is capable of localizing the
positions of the intruders. Then we indicate the position of the attackers can be localized using either area-based or
point-based localization algorithms with the same relative errors as in the normal case. Here we evaluated our
methods through experimentation using both an 802.11 (WiFi) network and 802.15.4 (ZigBee) network. Our results
show that is possible to detect wireless spoofing with both a high detection rate and a low false positive rate, thereby
providing strong evidence of the effectiveness of the K-means spoofing detector as well as the attack localizer.
Keywords— Wireless network security, spoofing attack, attack detection, localization, MD 5 (Message Digest 5).
I. INTRODUCTION
Wireless Sensor Networks (WSNs) in the military, environmental monitoring, earthquake and climate prediction, the
exploration of deepwater, underground and outer space, and many other aspects has a wide range of application prospects
[1]. However, its security is also facing the huge challenge, especially in the field which requires high security [2] [3]. To
prevent eavesdropping and attack, there are many security schemes which are using point to point communication have
been proposed [4]. However, due to node's computing ability, communication ability, storage ability and other aspects
limited, the node cannot rely on itself to decide the security algorithm, and should rely on the security key-pair and
intelligent routing to transmit information safely.
This paper introduces the risk and trust mechanism; ensure that the system can make a crucial decision during sharing
information between nodes. Most existing approaches to address potential spoofing attacks employ cryptographic
schemes [5], [6]. However, the application of cryptographic schemes requires reliable key distribution, management, and
maintenance mechanism. Further, cryptographic methods are susceptible to node compromise, it is a serious problem as
more wireless nodes are easily accessible, allowing their memory are to be easily scanned. In this work, we propose to
use received signal strength (RSS)-based spatial correlation, is a physical property associated with each wireless node
that is hard to falsify and not reliant on cryptography as the basis for detecting spoofing attacks. Here we are concerned
with attackers who have different locations than legitimate wireless nodes; utilizing spatial information to address
spoofing attacks has the unique power to not only identify the presence of these attacks but also localizing adversaries.
An added advantage of employing spatial correlation to detect spoofing attacks is that it will not require any additional
cost or modification to the wireless devices themselves. We are focus on static nodes in this work, which are common for
spoofing scenarios [7].
II. RELATED WORKS
2.1 Results of Attack Detection
2.1.1 Impact of Threshold and Sampling Number
The thresholds of test statistics define the critical region for the significance testing. Appropriately setting a threshold τ
enables the attack detector to be robust to false detections.
Fig. 1 shows the Cumulative Distribution Function of Dm in signal space under both normal conditions as well as with
spoofing attacks. We observed that the curve of Dm shifted greatly to the right under spoofing attacks. Thus, when Dm >
τ, we can declare the presence of a spoofing attack. The short lines across the CDF lines are the averaged variances of
Dm under different sampling numbers. We observed that the CDF together, which indicate that for a given threshold τ
similar detection rate will be achieved under different sampling numbers. However, the averaged variance decreases with
the increasing number of samples—the short-term RSS samples are not as stable as the long-term RSS samples. The
more stable the Dm is, the more robust the detection mechanism can be. Therefore, there is a trade off between the
number of RSS samples needed to perform spoofing detection and the time the system can declare the presence of an
attack. For this study, we use 200 RSS samples, which has a variance of 0:84 dB2.
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Fig.1 802.11 network: cumulative distribution of distance between Medoids Dm in signal space
2.1.2 Handling Different Transmission Power Levels
If a spoofing attacker sends packets at a different transmission power level from the original node, based on our cluster
analysis there will be two distinct RSS clusters in signal space (i.e., Dm will be large). We varied transmission power for
an attacker from 30 mW (15 dBm) to 1 mW (0 dBm). We found that in all cases Dm is larger than normal conditions. Fig.
5b presents an example of the Cumulative Distribution Function of the Dm for the 802.11 network when the spoofing
attacker used transmission power of 10 dB to send packets, where the original node uses 15 dB transmission power level.
We observed that the curve of Dm under the different transmission power level shifts to the right indicating larger Dm
values. Thus, spoofing attacks launched by using different transmission power levels will be detected effectively in
GADE. 802.15.4 network, the detection rate is above 90 percent when the distance between Pspoof and Porg is about 20
feet by setting the false positive to 5 percent. This is in line with the average localization estimation errors using RSS [8]
which are about 15 feet. If the nodes are less than 15 feet away, they have a high likelihood of generating similar RSS
readings, and thus the spoofing detection rate falls below 90%, but still greater than 70 %. However, when Pspoof moves
closer to Porg, the attacker also increases the probability to expose itself. The detection rate goes to 100% when the
spoofing node is about 45-50 feet away from the original node. So in these related operations were give a better
performance But we proposed MD5 has higher performance of its operations when compare to existing all methods.
2.1.3 Performance of Detection
To evaluate the effectiveness of using cluster analysis for attack detection, Fig. 3 presents the Receiver Operating
Characteristic curves of using Dm as a test statistic to perform attack detection for both of the 802.11 and the 802.15.4
networks. Table 1 presents the detection rate and false positive rate for both networks under different threshold settings.
The results are significant, shows that for false positive rates less than 11 percent, the detection rate are higher than 97
percent when the threshold τ is around 8 dB. Even when the false positive rate goes to zero, the detection rate is still
more than 95 percent for both networks.

Fig.2 The detection rate as a function of the distance between the spoofing node and the Original node
2.1.4 Impact of Distance between the Spoofing Node and the Original Node
We further study how likely a spoofing device can be detected by our attack detector when it is at various distances from
the original node in physical space. Fig. 2 presents the detection rate as a function of the distance between the spoofing
node Pspoof and the original node Porg. We found that the further away Pspoof is from Porg, the higher the detection
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rate becomes. This observation is consistent with our theoretical analysis presented in Section 2.1. In particular, for the
802.11 network, the detection rate goes over than 90% when Pspoof is about 15 feet away from Porg when the false
positive rate is 5 percent.
III. PROPOSED METHOD
3.1 MD 5 Proposal (Message Digest 5)
MD5 algorithm was developed by Professor Ronald L. Rivest in 1991. RFC 1321, MD5 message-digest algorithm takes
input as a message of arbitrary length and produces as output a 128-bit "fingerprint" or "message digest" of the input. The
MD5 algorithm is used for digital signature applications, where a large file must be "compressed" in a secure manner
before being encrypted with a private (secret) key under a public-key cryptosystem such as RSA. We proposed this
algorithm for an approach for a Detecting and Localizing Wireless Spoofing Attacks. Whenever compare to existing
methods this issue deliver a better result.
The Following algorithm elaborate deals on MD 5 proposal on Localizing wireless Spoofing Attacks,
Algorithm: Spoofing Detection and Localization
Step 1: Generate Unique ID for all nodes in the network using MD5 algorithm
Declare Variables number of node, time and round trip
Input message converted to 128 bits
Input message broken to512-bit blocks called chunks. These are 16, 32-bit little endian
md5 operates 128 bit state. i.e. 4, 32 bit words like A,B,C,D, which are all initialized to fixed contents
Main algorithm operates on each 512 bit message block consists of 4 rounds.
Step 2: Define the cluster and the nodes in clusters
Step 3: Let Clusters in Network be „Cn‟
Step 4: For (i=0; i<=Cn)
{
Attacker Node A=0;
Perform spoofing attack detection by checking the node key value in every cluster
A=A++;
//Node, which has replicated key value, is identified as attacker node
}
Step 5: Do the detection in every cluster
Step 6: Identified number of attackers „A‟
Step 7: Localize the Attacker, by indentifying their (X, Y) coordinate values of position.
In this arena we deliver a flow graph for this new proposal.
3.2 Spoofing Attack Detection
Spoofing attack detection is performed using Cluster Analysis. As the wireless network is deployed as clusters, the
attackers are identified in each and every cluster separately. Under the spoofing attack, the victim and the attacker are
using the same ID to transmit data packets (i.e., spoofing node or victim node). Since under a spoofing attack, the data
packets from the victim node and the spoofing attackers are mixed together, this observation suggests that we may
conduct cluster analysis on top spatial correlation to find out further detect the presence of spoofing attackers in physical
space.
The following figure shows the spoofing attack detection on wireless sensor network,

Fig.3: Spoofing Attack Detection
3.3 Detection of Multi-Spoofing Attack
The Partitioning Around Medoids (PAM) Method is used to perform clustering analysis. The PAM Method is a popular
iterative descent clustering algorithm. Spoofing detection is identified as statistical significance testing problem, where
the null hypothesis is: H0 : normal (no spoofing attack). In attack detection phase, the same node identity is partitioned
into 2 clusters (i.e. K = 2) no matter how many attackers are using this identity. Distance between two medoids Dm is
taken, significance testing for spoofing detection, Dm = ||Mi−Mj||, where Mi and Mj are the medoids of two clusters.
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Under normal conditions, the test statistic Dm should be small, under a spoofing attack Dm will be large, there is more
than one node at different physical locations claiming the same node identity. Initially the attacker „A‟ is given a value 0.
Whenever, the attackers are indentified, the value of A is incremented.
Normal node established the unique ID, Send location claim to all nodes, it undergoes cluster analysis, verify secret key,
when the replication of key found, then the node is identified as attacker.

Fig 4: Detection of Multi Spoofing Attack
A scheme for both detecting spoofing attacks, as well as localizing the positions of the adversaries performing the attacks
is proposed. Node identity is generated using MD5 algorithm, which derives key using hash function. A unique key is
assigned for nodes, which is checked for duplication.

Fig .5 Activity Diagram
This method can be support us to identify Spoofing attack in the system when multiple adversaries masquerading as the
same node identity. Under the spoofing attack, the victim and the attacker are using the same ID to transmit data packets.
And also identify multiple spoof attackers in the network, we use cluster analysis to perform this. Each cluster in the
networks is analysed for spoofing attack.
3.4 Localization of Attackers
The simulation is performed under Linux environment on NS2. Let us consider the number of nodes deployed in the
simulation window for e.g. 3000X3000. The nodes are deployed in 2D platform. Each and every position of nodes are
defined, thus from the initialized value, the attackers location in the 2D area can be determined accurately.
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Fig 6: Localization of Attackers
The following flow graph shoes its operational wing,

Fig 7: Use Case Diagram
Normal node established the unique ID, Send location claim to all nodes, verify secret key, when the packets arrive to the
node, the acts as relay to send packets to destination. Whereas attacker node extracts secret ID from the normal node, try
to send packets to destination.
IV. RESULT AND DISSCUSSION
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MD5: Hit Rate, Precision, and F-Measure of Determining the Number of Attackers
Number of Attackers
2
3
4
802.11Network,Hit Rate
99.87%
98.32%
90.16%
802.11Network,Precision
98.88%
91.52%
99.76%
802.11Network,F-measure 99.31%
95.65%
95.32%
802.11Network,Hit Rate
99.95%
96.14%
88.82%
802.11Network,Precision
96.95%
89.16%
99.87%
802.11Network,F-measure 98.56%
93.21%
93.43%
This is the most trendy method when through via MD5 (Message Digest 5) for an 802.11 wireless sensor networks.
The simulation graphs and analysis reports deals and supported to this performance spoofing.
V. PERFORMANCE ANALYSIS
The NS2 simulation is done and we analysed Throughput, delay for the flow taken.
Delay

The above graph defines the delay in the simulation phase. The experiment was running 4.5 seconds of time. End to End
Delay refers to the time taken for a packet to be transmitted across a network from source to destination during the
simulation time.
Throughput

The above graph defines the throughput for the proposed protocol. The experiment was running 4.5 seconds of time.
Throughput is the rate at which a network sends receives data. It is a good channel capacity of net connections and rated
in terms bits per second (bit/s).
Energy Vs Number of Attackers

These are the model ethical analysis when compare to already exiting methods.
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VI. CONCLUSION
The proposed approach can both detects the presence of attacks as well as determine the number of adversaries, spoofing
the same node identity, so it can localize any number of attackers and eliminate them. Determining the number of
adversaries is a particularly challenging problem. This mechanism that employs the minimum distance testing in addition
to cluster analysis to achieve better accuracy of determining the number of attackers than other methods under study,
such as Silhouette Plot and System Evolution, that use cluster analysis alone.
Further, based on the number of attackers determined by the mechanisms, our integrated detection and localization
system can localize any number of adversaries even when attackers using different transmission power levels. Here
performance of localizing adversaries achieves same results as those under normal conditions by providing strong
evidence of the effectiveness of our approach in detecting wireless spoofing attacks, determines the number of intruders
and to localize the adversaries.
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