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Abstract—The security on the network is a critical issue due to the wideness of the network. The goal of intrusion
detection system (IDS) is to detect illegitimate use that deviates significantly from normal behaviour, through
constantly monitoring unusual user activity. While variety of security techniques are being developed and a lot of
research is going on intrusion detection, but the field lacks an integrated approach with high detection rate for
minority attacks namely R2L and U2R. Minority attacks are more dangerous than majority attacks like DoS and
Probe. Hence, it is essential to improve the detection performance for the minority intrusions while maintaining a
reasonable overall detection rate. The present day standalone IDS are not effective in detecting the minority attacks.
In this paper we proposed layered model integrated with naïve bayes classifier. The result shows that this model
drastically increase the prediction of minority attacks without hurting the prediction performance of the majority
class.
Keywords— Network Security, Intrusion detection system, Feature selection, Naive Bayes classifier
I. INTRODUCTION
Today computers are part of networked; distributed systems that may span multiple buildings sometimes located
thousands of miles apart. The network of such a system is a pathway for communication between the computers in the
distributed system. The network is also a pathway for intrusion. An intrusion can be defined as: Any set of actions that
attempt to compromise the integrity, confidentiality or availability of a resource [1], and they can be categorized into two
main classes: Misuse intrusions: They are well defined attacks on known weak points of a system. They can be spotted
by watching for certain actions being performed on certain objects. Anomaly intrusions: These are based on observations
of deviations from normal system usage patterns. They are caught by examining log messages resulting from system calls.
This can be done using a pattern matching approach such as in [2].
The network traffic is made up of attack and the normal traffic. The number of attacks on the network is typically a
very small fraction of the total traffic. Even with the attack traffic, some attacks are rare or minor. On the basis of this
the attacks can also be categorized into two classes, minority and majority attack class. The DoS and probe attacks
belong to majority class whereas U2R and R2L belongs to minority class also called as rare class of attacks. The present
day standalone IDS are not effective in detecting minority attacks. The crucial step in successfully detecting intrusions is
to develop a model that describes most known as well as novel unseen attacks, while keeping a low false alarm rate. In
real world environment, the minority attacks namely R2L and U2R/Data attacks are more dangerous than the majority
attacks like probe and DoS. The U2R attacks are very difficult to detect since they involve the semantic details that are
very difficult to capture at an early stage. Most of the present IDS fail to detect such attacks with acceptable reliability
Thus the existing approaches of intrusion detection have focused to improve the detection rate of the minority class type.
In this paper, the data mining algorithm naïve bayes classifier (one of the most versatile machine learning algorithms)
has been evaluated on the NSL KDD dataset to detect attacks on the four attack categories: Probe (information gathering),
DoS (deny of service), U2R (user to root)and R2L (remote to local) with layered approach for improving the minority
attack detection rate. The naive bayes classifiers results are computed to show that our proposed model is more efficient
for network intrusion detection. Rest of the paper is organized as follows: Section 2 gives overview of intrusion
detection system. Section 3 is discussing the related work, Section 4 gives overview of naive bayes classifier. Section 5
describes the approach used for the layered model in intrusion detection and proposed methods described in section 6,
section 7 discussed experimental setup. The section 8 presents the result and finally the paper is concluded with their
future work in section 9.
II. INTRUSION DETECTION SYSTEM
Intrusion detection is needed in today’s computing environment because it is impossible to keep pace with the current
and potential threats and vulnerabilities in our computing systems. The environment is constantly evolving and changing
field by new technology and the Internet. An intrusion detection system (IDS) inspects all inbound and outbound network
activity and identifies suspicious patterns that may indicate a network or system attack from someone attempting to break
into or compromise a system. An IDS gathers and analyzes information from various areas within a computer or a
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network to identify possible security breaches, which include both intrusions and misuse. Intrusion detection products are
tools to assist in managing threats and vulnerabilities in this changing environment. Threats are people or groups who
have the potential to compromise your computer system. These may be a curious teenager, a disgruntled employee, or
espionage from a rival company or a foreign government [3]. Attacks on network computer system could be devastating
and affect networks and corporate establishments. We need to curb these attacks and Intrusion Detection System helps to
identify the intrusions. Without an NIDS, to monitor any network activity, possibly resulting in irreparable damage to an
organization’s network. A network intrusion falls into one of four categories.
 Denial-of-Service (DoS): Attackers tries to prevent legitimate users from accessing the service in the target
machine.
 Probe: Attackers scanning the target machine to gain information about potential vulnerabilities.
 User-to-Root(U2R):Attackers has local access to the victim machine andtries to gain super user privileges,
 Remote-to-Local (R2L): Attackers does not have an account on the victim machine, hence tries to gain access.
III. RELATED WORK
IDSs are still experiencing difficulties in detecting intrusive activity on their networks since novel new attacks are
consistently being encountered, and analysts can miss legitimate alarms when reviewing large alarm logs that contain a
high number of false positives. There has been research investigating the use of data mining techniques to effectively
detect malicious activity in an enterprise network. In [4] author shows that the accuracy and performance of an IDS can
be improved through obtaining good training parameters and selecting right feature to design any Artificial Neural
Network (ANN). In [5], author used PCA to project features space to principal feature space and select features
corresponding to the highest eigen values using Genetic Algorithm. In [6] author propose “Enhanced Support Vector
Decision Function “ for feature selection , which is based on two important factors . First , the feature’s rank, and second
the correlation between the features. In [7], author propose an automatic feature selection procedure based on Correlation
–based Feature Selection (CFS).
In [8] author investigate the performance of two feature selection algorithm involving Bayesian network(BN) and
Classification & Regression Tee (CART) and ensemble of BN and CART and finally propose an hybrid architecture for
combining different feature selection algorithms for intrusion detection. In [9], author proposes two phases approach in
intrusion detection design. In the first phase, develop a correlation-based feature selection algorithm to remove the
worthless information from the original high dimensional database. Next phase designs an intrusion detection method to
solve the problems of uncertainty caused by limited and ambiguous information. In [10], Axellson wrote a well-known
paper that uses the Bayesian rule of conditional probability to point out that implication of the base-rate fallacy for
intrusion detection. In [11], a behavior model is introduced that uses Bayesian techniques to obtain model parameters
with maximal a-posteriori probabilities. In [12] author presents an Intelligent Intrusion Detection and Prevention System
(IIDPS), which monitors a single host system from three different layers; files analyzer, system resource and connection
layers. The approach introduced, a multi – layered approach, in which each layer harnesses both aspects of existing
approach, signature and anomaly approaches, to achieve a better detection and prevention capabilities. In [13] authors
presented “A frame work using a layered approach for intrusion detection”. They have addressed two main issues of ID
i.e. accuracy and efficiency by using conditional random fields and layered approach. They have shown that layered
CRFs have very high attack detection rate 98.6% for probe and 97.40% for DOS. However, they were outperformed by a
significant percent for the R2L and U2R attacks. [14], Author presents a novel approach for learning from imbalanced
data sets, based on a combination of the SMOTE algorithm and the boosting procedure. Unlike standard boosting where
all misclassified examples are given equal weights, SMOTEBoost creates synthetic examples from the rare or minority
class, thus indirectly changing the updating weights and compensating for skewed distributions.
In [15], Author presented the data-dependent sensor fusion architecture to reduces the false positive rate and improves
the overall detection rate and also the detection rate of minority class types in particular. In [16] Author consider three
levels of attack granularities depending on whether dealing with whole attack or grouping them in four main categories
or just focusing on normal and abnormal behaviours. In the whole experimentation, compare the performance of naïve
bayes networks with decision trees and found the performance of naïve byes better than the decision trees.
IV. NAIVE BAYES CLASSIFIER
The Naïve Bayes classifier technique is based on the Bayesian theorem and is particular suited when the
dimensionality of the input is high. Despite its simplicity Naïve Bayes can often outperforms more sophisticated
classification method. It works on strong independence relation assumption [17], that is, features are independent in the
context of a session class and the probability of one attribute does not affect the probability of the other. It is defined as
follows:

i.e.

Where,
 P(c|x)

is the posterior probability of class (target) given

© 2014, IJARCSSE All Rights Reserved

Page | 753

Sharma et al., International Journal of Advanced Research in Computer Science and Software Engineering 4(1),
January - 2014, pp. 752-761
predictor (attribute).
 P(c) is the prior probability of class.
 P(x|c) is the likelihood which is the probability of
predictor given class.
 P(x) is the prior probability of predictor.
Assume that, the effect of the value of a predictor(X) on a given class ( C ) is independent of the values of other
predictor. The work reported in[18] examines the circumstances under which the naïve bayes classifier performs well and
why. It states that the error is a result of three factors: training data noise, bias, and variance. Training data noise can only
be minimized by choosing good training data. The training data must be divided into various groups by the machine
learning algorithm. Bias is the error due to groupings in the training data being very large. Variance is the error due to
those groupings being too small.
Discretization for Naïve Bayes Classifier
Research study shows that Naïve Bayes classification works best for discretized attributes and discretization
effectively approximates a continuous variable [19]. We used the entropy-based supervised discretization (EBD) method
proposed by Fayyad and Irani [20]. It discretizes numeric attributes first using Minimum Description Length(MDL)
method.
Given a set of samples I, the basic method for EBD of an attribute A is as follows:
1.
2.

Each value v of A can be considered as a potential interval boundary Band thereby can create a binary discretization
(e.g. A < v and A ≥v).
Given I, the boundary value selected is the one that maximizes the information gain resulting from subsequent
partitioning. The information gain is:
InfoGain (I,B) =E ( I ) – CIE(I,B)
where CIE(I,B) is the class information entropy determined by the formula:
E( ) +

E( ),

where|I1| and |I2| correspond to the examples of I satisfying the conditions A <B and A ≥B respectively. The entropy
function E for a given set Iiis calculated based on the class distribution of the samples in the set, i.e.:
,
Where
3.

is the probability of class cj in Ii , determined by the proportion of samples of class c jin the set Ii and m is the

number of classes in Ii.
The process of determining a new interval boundary is recursively applied to each interval produced in previous
steps, until the following stopping criterion Δ based on MDL principle is satisfied:
InfoGain(I,B) < Δ
Δ =

,

Where mi is the number of classes represented in the set Ii and n is the number of samples in I.
Since the described above procedure is applied independently for each interval, it is possible to achieve the final set of
discretization intervals with different size that is, some areas in the continuous spaces will be partitioned very finely
whereas others (with relatively low entropy) will be partitioned roughly
V. LAYERED MODEL FOR INTRUSION DETECTION
In layered model we define four layers that correspond to the four attack groups i.e. DoS layer for detecting DoS
attacks, Probe layer for detecting probe attacks, R2L layer for detecting R2L attacks and U2R for U2R attacks. Each
layer is separately trained with a small set of relevant features. This is because all the 41 features are not required for
detecting attacks belonging to a particular attack group.
The goal behind the layered approach is to improve the minority attack detection rate, while maintaining a reasonable
overall detection rate. During the analysis of intrusion detection we observe two main challenging issues in this system.
First, the number of intrusions on the network is typically a very small fraction of the total traffic. Therefore the essential
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step in successfully detecting intrusions is to develop a model that describes most known as well as novel unseen attacks.
Second, the attack groups are different in their impact and hence, it becomes necessary to treat them differently. We
select features for each layer, based upon the type of attacks that the layer is trained to detect feasibility of each feature
before selecting it for a particular layer. The framework for the Layered Model shown in Fig.1

Fig.1 Framework of Layered Model for IDS
Feature Selection
Feature selection is an effective and an essential step in successful high dimensionality data mining applications [21].
It is often an essential data processing step prior to applying a learning algorithm. Reduction of the attribute space leads
to a better understandable model and simplifies the usage of different visualization technique. In proposed model every
layer is independent of every other layer.
We used domain knowledge and the sequential search to identify the important set of features, starting with the set of
all features; one feature was removed at a time until the accuracy of the classifier was below a certain threshold. In other
words, the feature selection of is “leave-one-out” remove one feature from the original dataset , redo the experiment ,
then compare the new results with the original results. Thus, from the total 41 features, we selected 16 features for U2R
layer, 10 for R2L, 5 for probe and 3 for DoS Layer. The selected feature set of proposed model for all the four layers are:
Table 1
Feature Selected for DoS Layer
Feature
Number
5
6
24

Name of the Feature
src_bytes
dst_bytes
srv_count

Table 2: Feature Selected for Probe Layer
Feature
Number
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Name of the Feature

1

duration

5

src_bytes

6

dst_bytes

30

diff_srv_rate

33

dst_host_srv_count
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Table 3
Feature Selected for U2R Layer
Feature
Number
1
3
5
6
10
11
13
14
16
17
31
32
33
34
36
37

Name of the Feature
duration
service
src_bytes
dst_bytes
hot
num_failed_login
num_compromised
root_shell
num_root
num_file_creations
srv_diff_host_rate
dst_host_count
dst_host_srv_count
dst_host_same_srv_rate
dst_host_same_src_port_rate
dst_host_srv_diff_host_rate

Table 4
Feature Selected for R2L Layer
Feature
Number
1
3
5
6
23
24
30
31
32
36

Name of the Feature
duration
service
src_bytes
dst_bytes
count
srv_count
diff_srv_rate
srv_diff_host_rate
dst_host_count
dst_host_same_src_port_rate

In order to make the layers independent, some features may be present in more than one layer i.e. the feature set for
the layer is not disjoint. We represent the working of layered approach in fig. 2.

Fig. 2 Working of Layered Approach
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VI. PROPOSED METHOD
In this paper we proposed two different approaches for intrusion detection using layered model with naïve bayes
classifier on discretized values. Since results using discretized features are usually more compact, shorter and accurate
using continuous values. We implement the layered approach by selecting small set of features for every layer rather
than using all the 41 features. We integrate layered approach and the naïve bayes classifier to build a single system.
Working of the Layered Model 1
In the first approach, we train and test each layer to detect only a particular type of attack. For example, first layer of
our proposed model is trained to detect U2R attacks only. When such a system is deployed online, other attacks such as
probe can either be seen as normal or attack, we expect them to be detected as attack at other layers in the system. Hence,
for four attack classes, we have four independent layer models, which are trained separately with specific features to
detect attacks belonging to that particular group.
Working of the Layered Model 2
We implement the layered approach 2 almost as the similar way of layered approach 1. The difference between the
both is that, in approach 1 at layers we are detecting only a particular type of attack. For example at U2R layer we are
interested only in detection of U2R attack and after correctly detection of attack we block only those instances which are
affected by U2R attack. Then second layer such as R2L, it detects instances which are infected by R2L attacks. The same
process repeated for Probe and Dos attacks at layer third and fourth.
In the second approach we are not only interested to block attacks of U2R types but also the other three attacks
namely R2L, Probe and DoS are also blocked after the detection as U2R. However, if the probe attacks are detected as
U2R, it must be considered as an advantage since the attack is detected at an early stage. Similarly, if some U2R attacks
are not detected at the U2R layer, they may be detected at subsequent layers. By this approach we are able to block more
attacks at layer first in comparison of layered approach 1.The same process repeated at layer second, third and fourth for
attack type R2L, Probe and DoS respectively.
VII.
EXPERIMENTAL SETUP
We used WEKA 3.6 a machine learning tool [22], to compute the feature selection subsets for different layers, and to
measure the classification performance on each of these feature sets. We choose the Naïve Bayes classifier with full
training set and 10-fold cross validation for the testing purposes. In 10-fold cross-validation, the available data is
randomly divided into 10 disjoint subsets of approximately equal size. One of the subsets is then used as the test set and
the remaining 9 sets are used for building the classifier. The test set is then used to estimate the accuracy. This is done
repeatedly 10 times so that each subset isused as a test subset once. The accuracy estimates is then the mean of the
estimates for each of the classifiers. Cross-validation has been tested extensively and has been found to generally work
well when sufficient data is available.
Dataset Description
The data set to be used in our experiments is NSL-KDD labeled dataset. NSL-KDD dataset suggested to solve some
of the inherent problems of the KDD'99 data set[23].The number of records in the NSL-KDD train and test sets are
reasonable. This advantage makes it affordable to run the experiments on the complete set without the need to randomly
select a small portion. Consequently, evaluation results of different research work will be consistent and comparable. For
our experiment dataset is either labeled as normal or as one of the 24 different kinds of attack. These 24 attacks can be
grouped into four classes ; Probe, DoS, R2L and U2R We have used 1,25,973 NSL-KDD dataset connections for training
and testing. Table 5 shows the distribution of classes in the actual training data for classifiers evaluation and the
percentage of attacks is displayed using bar chart in Fig 3.
Table 5 Exemplify distribution of classes and the percentage of attacks
Category of
Class
(Class)

Number of
instances/records

Percentage of Class
Occurrences
(Approximate)

Normal

67,343

53.46

DoS

45,927

36.46

Probe

11,656

9.25

U2R

52

0.04

R2L

995

0.79

Total

1,25,973

100%
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Fig 3 Percentage of Class Occurrences in Dataset
VIII.
RESULTS
To evaluate the results of classifier, we have used standard metrics such as confusion matrix, true positive rate, false
positive rate, and classifier’s accuracy.
Confusion Matrix- This may be used to summarize the predictive performance of a classifier on test data. It is commonly
encountered in a two-class format, but can be generated for any number of classes. A single prediction by a classifier can
have four outcomes which are displayed in the following confusion matrix.

Class=Yes

Predicted Class
Class=Yes
Class=No
TN
FP

Class=No

FP

Confusion Matrix
Actual
Class

TN

True Positive (TP), the actual class of the test instance is positive and the classifier correctly predicts the class as
positive. False Negative (FN), the actual class of the test instance is positive but the classifier incorrectly predicts the
class as negative. False Positive (FP), the actual class of the test instance is negative but the classifier incorrectly predicts
the class as positive. True Negative (TN), the actual class of the test instance is negative and the classifier correctly
predicts the class as negative.
Positive Rate (TPR) or Sensitivity or Recall ( R ) is defined as:
TPR=TP/(TP+FN)
False Positive Rate (FPR) is:
FPR=FP/(TN+FP)
We can obtain the accuracy of a classifier by
Accuracy =(TP+TN)/(TP+FN+FP+TN) * 100 %
We perform two sets of experiments. First is for layered approach 1 and the second for layered approach 2. Table 3 and 4
clearly indicates empirical results of high detection rate/ TPR for minority attacks as well as majority attacks.
Table 6 : Result of Layered Approach 1
Classifier’s
Recall (%)
Attacks
Accuracy at
with layered
every layer
U2R
80.8
96.82
R2L
97
98.07
PROBE
98.8
97.94
DoS
99.9
96.88
Average Classifier’s Accuracy
97.43
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Table 7 Result of Layered Approach 2
Recall (%)
Attacks
Total Detection
U2R Layer
R2L Layer
Probe Layer
DoS Layer
(%)
U2R
80.8
0
3.8
0
84.6
R2L
PROBE
DoS
Classifier’s Accuracy at
every layer

1.61
0.14
0.06

96.28
0
0.008

0
98.74
0.68

0.4
0.19
99.17

96.81

98.12

97.92

98.06

Average Classifier’s Accuracy

98.2
99.07
99.9

97.72

Fig 4 Compare Proposed Layered Result for Each Attack Class

Fig 5 Layer-wise Classifier’s Accuracy of Proposed Methods
We observe in Fig. 4 that the layered approach 2 obtained more high detection rate of U2R and R2L attacks in
comparison of layered approach 1. Fig 5 displays the accuracy of classifiers at every layer of both proposed models.
IX. CONCLUSION & FUTURE WORK
Experimental results indicate that the proposed layered model with naïve bayes classifier can result in better prediction of
minority classes without hurting the prediction performance of the majority class. The area of future research includes
improving the recall, without sacrificing the precision. However, the recall and precision goals are often conflicting and
attacking them simultaneously may not work well, especially when one class is rare.
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Feature
No.
1
2
3
4
5
6
7
8
9
10

Appendix A
List of 41 Features of NSL-KDD Dataset
Feature
Feature Name
Feature Name
No.
duration
22
is guest login
protocol type
23
Count
service
24
srv count
flag.
25
serror rate
source bytes
26
srvserror rate bytes
destination
27
rerror rate
land
28
srvrerror rate
wrong fragment
29
samesrv rate
urgent
30
diffsrv rate
hot
31
srv diff host rate
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11
failed logins.
32
dst host count
12
logged in
33
dst host srv count
13
# compromised
34
dst host same srv rate
14
root shell
35
dst host diff srv rate
15
su attempted
36
dst host same src port rate
16
# root
37
dst host srv diff host rate
17
# file creations
38
dst host serror rate
18
# shells
39
dst host srvserror rate
19
# access files
40
dst host rerror rate
20
# outbound cmds
41
dst host srvrerror rate
21
is host login
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