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Abstract— Intrusion detection is the process of identifying and responding to malicious activity targeted at computing
and networking sources. We need an Intrusion Detection System to detect intrusion. HMM is a random, probabilistic
and stochastic process with an underlying probabilistic process that is not observable, but can be observed through
another set of stochastic or random process that produces the sequences of observed symbols. HMM can be used to
model an IDS. In this paper, we have discussed how different number of HMMs trained affects the performance of
IDS modelled using HMMs.
Keywords—Intrusion Detection System, Hidden Markov Model, system security, normal behaviour modelling,
accuracy
I.
INTRODUCTION
An intrusion detection system (IDS) is used to monitor network traffic, check for suspicious activities and notifies the
network administrator or the system. In some instances, the IDS might also react to malicious or anomalous traffic and
will take action such as barring the user or perhaps the IP address source from accessing the system. IDS are available in
many different types and will approach the mission of uncovering shady traffic in various ways [8]. We have modelled
IDS using alternative number of HMMs and compared the accuracy obtained.
II.

HIDDEN MARKOV MODEL AND IDS

This section discusses HMM and IDS.
A. Hidden Markov Model
Hidden Markov model (HMM) is a partially hidden Markov Chain, named after Andrey Markov, 1856–1922 [11]. The
Hidden Markov Model (HMM) is a finite set of states, each of which is associated with a probability distribution.
Transitions among these states are governed by a set of probabilities called state transition probabilities. In a particular
state an outcome or observation can be generated, according to the associated probability distribution. It is only the
outcome, not the state visible to an external observer and therefore states are “hidden” to the outside; hence the name
Hidden Markov Model [8].
Elements of HMM
1. There are a finite number, say N, of states in the model.
2. At each clock time, t, a new state is entered based upon a transition probability distribution which depends on the
previous state (the Markovian property). (The transition may be such that the process remains in the previous state.)
3. After each transition is made, an observation output symbol is produced according to a probability distribution which
depends on the current state. This probability distribution is held fixed for the state regardless of when and how the
state is entered. There are thus N such observation probability distributions which, of course, represent random
variables or stochastic processes [1].
Due to the nondeterministic nature of user behavior generally the probabilistic approach is the appropriate technique to
be incorporated with anomaly detection technique for modeling IDS to model the user profile [7].
B. Intrusion Detection System
Intrusion detection is the process of identifying and responding to malicious activity targeted at computing and
networking sources. an intrusion detection system (IDS) is used to monitor network traffic, check for suspicious activities
and notifies the network administrator or the system. In some instances, the IDS might also react to malicious or
anomalous traffic and will take action such as barring the user or perhaps the IP address source from accessing the
system. IDS are available in many different types and will approach the mission of uncovering shady traffic in various
ways [8].
There are a number of methods for constructing IDS models. Also it is possible to have IDS’s deployment at different
points in a working environment; like firewalls and application servers [7].
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III.
IMPEMENTATION OF IDS
In normal behavior modeling HMMs are trained using only normal TCP sessions. So, any deviation from normal
behavior is taken as anomaly. Thus in proposed approach normal TCP sessions are used to train the model. The intrusion
detection system is modeled using alternative number of hidden Markov models. Each HMM is trained by one of the
TCP session sequence. First the system is modeled using ten HMMs. 10 sequences are used to train ten HMMs. The
probability of sequence to be tested is calculated using these ten HMMs.
The maximum probability is taken as the probability of the sequence. Both normal TCP session sequence and attack
sequence are used to test the model. 250 normal and 250 attack sequences are taken to test the model. TN, TP, FN, FP are
calculated which are then used to calculate accuracy.
The accuracy obtained with 10 HMMs is 82.8%. The same process is repeated with 20, 30, 40, 50, 60, 70, 80, 90, 100
HMMs. The accuracy obtained with these HMMs is 86, 88, 88, 89.6, 90, 90.4, 90.4, 90.6, 90.6 respectively.
We have used NSL KDD dataset to train and test the proposed model.
IV.
The results obtained are shown in the following table .
No. of HMMs
trained
10
20
30
40
50
60
70
80
90
100

RESULTS
Accuracy Obtained with
increased HMMs
82.8
86
88
88
89.6
90
90.4
90.4
90.6
90.6

V.
CONCLUSION
We have modelled IDS using alternative number of HMMs and compared the accuracy obtained. The accuracy tends to
remain at 90.6% after 70 HMMs. Thus it becomes stable after 70 HMMs. Also it takes larger time to train increasing
number of HMMs.
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