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Abstract— Cloud Computing is essentially one of the most prominent and on demand technological aspect that IT
offers today. It attempts to provide services to users on a leased basis which the user can get upon request. With its
various service models, Cloud computing promises to cut the operational and capital costs for the service providers on
one hand, and for the users by providing the opportunity to access services according to their needs on the other hand.
However, despite the surge in activity and interest, there are significant, persistent security concerns about cloud
computing that are impeding momentum and will eventually compromise the vision of cloud computing as a new IT
procurement model. Cloud computing offers has many advantages, but is also vulnerable to threats. With the
increasing demand of cloud computing, it is highly likely that more criminals will try to find new ways to exploit
vulnerabilities in the system. There are many underlying challenges and risks in cloud computing that increase the
threat of data being compromised. Intrusion detection systems (IDS) are a technology to handle one of the many
security challenges faced by the cloud services. IDS can help in detecting intrusive activities, helping the network
manager in taking appropriate actions to mitigate the problems.
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I. INTRODUCTION
Since the inception of the concept, Cloud computing has been the most enticing field of Computer research mostly due to
its cost efficiency and flexibility. The NIST definition of Cloud computing is ―It is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of configurable computing resources that can be rapidly
provisioned and released with minimal management effort or service provider interaction.‖ Thus cloud computing is
considered to be a computational model, rather than being a Technology. In this model ―customers‖ plug into the ―cloud‖
to access IT resources which are priced and provided ―on-demand‖. Essentially, IT resources are rented and shared
among multiple tenants. Delivered over an Internet connection, the ―cloud‖ replaces the company data center or server
providing the same service.
Cloud computing represents a different way to architect and remotely manage computing resources. One has only to
establish an account with any cloud service provider, such as Microsoft or Amazon or Google, to begin building and
deploying application systems into a cloud. These systems can be, but certainly are not restricted to being, simplistic.
They can be web applications that require only http services. They might require a relational database. They might
require web service infrastructure and message queues. There might be need to inter-operate with CRM or e-commerce
application services, necessitating construction of a custom technology stack to deploy into the cloud if these services are
not already provided there. They might require the use of new types of persistent storage that might never have to be
replicated because the new storage technologies build in required reliability. They might require the remote hosting and
use of custom or 3rd party software systems. And they might require the capability to programmatically increase or
decrease computing resources as a function of business intelligence about resource demand using virtualization. While
not all of these capabilities exist in today‘s clouds, nor are all that do exist fully automated, a good portion of them can be
provisioned.
While there are important security, privacy and regulatory issues that enterprises need to sort through before full
migration to the cloud, and cloud vendors need to strengthen cloud capabilities in these areas before enterprise
applications can be effectively hosted in the cloud, there are benefits that cloud computing offers today that can be
leveraged in the deployment of many enterprise applications. To help mitigate the threat, cloud computing stakeholders
should invest heavily in risk assessment to ensure that the system encrypts to protect data; establishes trusted foundation
to secure the platform and infrastructure; and builds higher assurance into auditing to strengthen compliance. Security
concerns must be taken care of in order to establish trust in cloud computing technology. In this paper, we focus on one
of the numerous security issues of cloud based environment, i.e., Intrusion. The discussion starts with the characteristics
and service models of cloud computing. Then we put up the security and privacy issues associated with cloud
environment. And finally introduce IDS and discuss its impact on cloud computing environment.
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II. SERVICE MODELS
Cloud computing provides different services rather than a unit of product. The term services in cloud computing is the
concept of being able to use reusable, fine-grained components across a vendor‘s network. This is widely known as ―as a
service‖. Offerings with as a service as a suffix include traits like the following—
 Low Barriers to entry, making them available to small businesses
 Large scalability
 Multitentancy, which allows resources to be shared by many users
 Device independence, which allows users to access the systems on different hardware.
These services put forwarded three models: software as a service (SaaS), platform as a Service (PaaS), and
infrastructure as a Service (IaaS).
A. Software as a Service (SaaS)
In this service model, the capability provided to the consumer is to use the provider‘s applications running on a
cloud infrastructure. The applications are accessible from various client devices through either a thin client
interface, such as a web browser (e.g., web-based email), or a program interface. When the software is hosted
off-site, the customer doesn‘t have to maintain it or support it. On the other hand, it is out of the customer‘s
hand when hosting service decides to change it. The idea is that you use the software out of the box as is and do
not need to make a lot f changes or require integration to other systems. The provider does all the patching and
upgrades as well as keeping the infrastructure running.
There are many types of software that lend themselves to the SaaS model. Typically, software that
performs a simple task without much need to interact with other systems makes them ideal for SaaS. Some of
these applications include—
 Customer Resource Management (CRM)
 Video Conferencing
 IT service management
 Accounting
 Web Analysis
 Web Content Management
SaaS applications differ from earlier distributed computing solutions in that SaaS was developed
specifically to use web tools, like the browser. This makes them web native. It was also built with a multitenant
back end in mind, which enables multiple customers to use an application. SaaS provides network based access
to commercially available software. Since the software is managed at a central location, customers can access
their applications wherever they have web access. Highest-profile examples are Salesforce.com, Google's Gmail
and Apps, instant messaging from AOL, Yahoo and Google, and VoIP from Vonage and Skype.
B. Platform as a Service (PaaS)
Delivers virtualized servers on which customers can run existing applications or develop new ones without
having to worry about maintaining the operating systems, server hardware, load balancing or computing
capacity. These vendors provide APIs or development platforms to create and run applications in the cloud –
e.g. using the Internet. PaaS services include application design, development, testing, deployment and hosting.
Other services include team collaboration, web service integration, database integration, security, scalability,
storage, state management and versioning. Managed Service providers with application services provided to IT
departments to monitor systems and downstream applications such as virus scanning for e-mail are frequently
included in this category.
Well known providers of Platform as a Service would include Microsoft's Azure, Google Maps, ADP
Payroll processing, and US Postal Service offerings.
C. Infrastructure as a Service (IaaS)
In the Infrastructure as a Service (IaaS) model, the
capability provided to the consumer is to provision
processing, storage, networks, and other fundamental
computing resources where the consumer is able to
deploy and run arbitrary software, which can include
operating systems and applications. The consumer
does not manage or control the underlying cloud
infrastructure but has control over operating systems,
storage, and deployed applications; and possibly
limited control of select networking components.
IaaS delivers utility computing capability, typically
as raw virtual servers, on demand that customers
configure and manage. Here Cloud Computing
provides grids or clusters or virtualized servers,
networks, storage and systems software, usually (but
not always) in a multitenant architecture. IaaS is
designed to augment or replace the functions of an
entire data center. This saves cost (time and expense) of capital equipment deployment but does not reduce cost
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of configuration, integration or management and these tasks must be performed remotely. Vendors would
include Amazon.com (Elastic Compute Cloud [EC2] and Simple Storage), IBM and other traditional IT
vendors. The diagram beside depicts the various cloud service models.
III. TYPES OF CLOUDS
For most businesses, organizations, or governmental agencies, there are three relevant types of clouds: Private (internal
or vendor-hosted), Public (external), and Hybrid (mixed). Each cloud infrastructure has unique characteristics and offers
different advantages and disadvantages.
A. Private Cloud
A private cloud is a cloud computing platform enables enterprises to implement cloud technologies at their onsite
hardware and software. Enterprises are implementing a private cloud within areas of their infrastructure in which a cloud
model makes the most sense. A private cloud provides many of the benefits of cloud computing without the loss of
control and security risks associated with other cloud infrastructure models. A private cloud includes virtualization
technology to enhance scalability, resource management, and hardware utilization. In addition, it incorporates data center
automation of provisioning and chargeback metering for consumption and services-based billing capabilities. Identitybased security protocols ensure that only authorized personnel have access to appropriate applications and infrastructure.
Private cloud refers to cloud infrastructure developed internally by organizations that need to combine the agility of
the cloud with the security and control of in-house systems. Infrastructures of private cloud are completely managed and
corporate data are fully maintained by the organization itself.
Private clouds provide the following advantages—
 Ability to rapidly bring new services online without delays caused by commissioning or provisioning
server infrastructure.
 Increased utilization of hardware and software infrastructure yielding greater ROI for capital expenditure.
 Greater data security, control and compliance with industry-specific regulations.
 Centralized control of usage, compliance and security policies via the use of shared resources.
 Frictionless development as developers can get results and iterate develop cycles rapidly.
B. Public Cloud
Public cloud infrastructure is provisioned for open use by the general public. It may be owned, managed, and operated by
a business, academic, or government organization, or some combination of them. Public cloud applications, storage and
other resources are made available to the general public by service providers. End users without actually possessing these
resources can gain access to them easily on demand via a Web browser from a simple laptop or terminal, wherever they
are needed and with minimal management or service provider effort.
Some characteristics of Public Cloud are—
 Increased agility in terms of response to changes in the business environment.
 Reduced capital expenditure in IT hardware and software, in favor of operational expenditure.
 IT outsourced to specialists, providing access to greater expertise at lower cost.
C. Hybrid Cloud
The Hybrid cloud infrastructure is a combination of the Public and Private Cloud, often adopted by organizations that
require greater control over come of the data they hold, yet still wish to run certain workloads on public cloud
infrastructure as required. For example, a company may employ an internal cloud to share physical and virtual resources
over a network, but extend these capabilities when needed such as at peak processing times. Implementing a mixed cloud
infrastructure enables enterprises to pick and choose which applications within the portfolio reside on a public versus
private cloud. For example, this model permits financial applications with the most proprietary information to remain
behind a firewall, while other software such as collaboration, customer service, or supply chain can reside on a public
cloud.
The various types of cloud infrastructure have been depicted in the following figure.

Figure 2: Types of Cloud Computing
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IV. SECURITY AND PRIVACY FOR CLOUD
The information housed on the cloud is often seen as valuable to individuals with malicious intent. There is a lot of
personal information and potentially secure data that people store on their computers, and this information is now being
transferred to the cloud. This makes it critical to understand the security measures that the cloud provider has in place,
and it is equally important to take personal precautions to secure the data. There are numerous security issues for cloud
computing as it encompasses many technologies including networks, databases, operating systems, virtualization,
resource scheduling, transaction management, load balancing, concurrency control and memory management. Therefore,
security issues for many of these systems and technologies are applicable to cloud computing.
Cloud security involves the fundamental issues as any computer security program: restricting access to authorized
users, maintaining the integrity of data, and ensuring the availability of data and services. Cloud computing typically uses
server virtualization, and if the virtualization isn‘t secure, data from one segment of a server could ―escape‖ into another
area, causing potential intrusive actions. The service level agreements (SLAs) that cloud providers offer are often not
sufficiently specific to meet the requirements of a college or university. Cloud customers would usually undertake a risk
assessment of any third-party provider, and increasingly organizations such as Shared Assessments provide resources to
assist in this effort.
Correct security controls should be implemented according to asset, threat, and vulnerability risk assessment matrices.
While cloud security concerns can be grouped into any number of dimensions these dimensions have been aggregated
into three general areas: Security and Privacy, Compliance, and Legal or Contractual Issues.
Advocates of cloud computing promise great things, and many believe that the claims are not merely hype—that cloud
services will be a defining characteristic of the next era of computing. Security could be the cloud‘s Achilles‘ heel,
however, and must be sorted out for cloud computing to reach its potential. Information systems cover a spectrum of
requirements—from total protection to complete openness—and internal risk assessments are the means by which an
organization evaluates the trade-offs and decides what level of security is acceptable and appropriate. Cloud computing
not only adds new layers to the question of computer security; it often also adds complexity in understanding the
parameters that feed into a risk assessment. Because the systems and staff of a cloud provider are not under the control of
a customer, institutions that use cloud services rely on contracts—and, to be sure, a certain amount of trust—for security
information. Vendors offer different levels of transparency, and this becomes an important component of institutional
efforts to evaluate cloud services.
V. INTRUSION DETECTION SYSTEM
Intrusion can be termed as an unauthorized entry to another‘s property or area, but in terms of computer science, it is the
activities to compromise the basic computer network security goals viz. confidentiality, integrity, and privacy. Intrusion
Detection (ID) is the process of monitoring the events occurring in a computer system or network and analyzing them for
signs of possible incidents of threats and violations of computer security practices, acceptable use policies or standard
security policies. Intrusion Detection System (IDS) is a software or hardware component that automates the intrusion
detection process. It is designed to monitor the events occurring in a computer system and network and responds to
events with signs of possible incidents of violations of security policies. IDS use its various intrusion detection
methodologies viz. Signature based intrusion detection; Anomaly based intrusion detection and Stateful Protocol
Analysis, to detect malicious, unauthorized or harmful events occurring in the network or host in which they were
deployed. According to their type of deployment, an IDS can be called as Host based IDS (HIDS) in which the IDS is
deployed in a single host to monitor the events occurring in a particular host; and Network based IDS (NIDS) in which it
is installed in the entry point of a network to monitor the traffic and events passing through the network.
The functioning of typical IDS is depicted in the figure 3.
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VI. IDS ON CLOUD COMPUTING
The ability to detect malicious activities and events occurring in a cloud computing environment is heavily dependent on
the service model being used. In case of SaaS, users must rely almost exclusively on their providers to perform ID. You
may have the option of getting some logs and deploying a custom monitoring and alerting on that information, but most
ID will be done by the provider. In PaaS, like SaaS, most of the ID for this level of service will be done by the provider.
Since intrusion detection systems (IDS) are typically outside the application, user must rely on the provider to deploy
IDS in a PaaS. They can, however, configure their applications and platforms to log onto a central location where
monitoring and alerting can be set up.
IaaS is the most flexible model for ID deployment. Unlike the other two, IaaS gives the users more options as a
consumer. IDS in IaaS can be placed in a Virtual Machine, in the Host System or in the Virtual Network.
VII.
PERFORMING INTRUSION DETECTION ON CLOUD
Providing security in a Cloud Environment requires more than user authentication with passwords or digital certificates
and confidentiality in data transmission. IDS in Cloud Computing integrate knowledge and behavior analysis to detect
intrusion. We can perform Intrusion Detection in three ways as explained below—
A. Traditional Host based IDS
The first option is the traditional host intrusion detection system (HIDS). HIDS can be used on the VM, as well
as the host/hypervisor. The HIDS on the VM would be deployed, managed and monitored by the user. The
HIDS on the hypervisor would be the responsibility of the provider. If consumers desire to incorporate any of
the hypervisor ID information in their own IDS, then they would have to coordinate with the provider.
Deploying and managing a HIDS on the VM would be the customer's responsibility, while HIDS on
the hypervisor would fall under the responsibility of the provider.
B. Traditional Network based IDS
A second option is a traditional network intrusion detection system (NIDS). This type of deployment is useful in
detecting some attacks on the VMs and hypervisor. It does, however, have several limitations. The first is that it
cannot help when it comes to attacks within a virtual network that runs entirely within the hypervisor. Second, it
has very limited visibility into the host itself. Lastly, if the network traffic is encrypted, there is really no
effective way for the NIDS to decrypt the traffic for analysis.
In the cloud, NIDS falls completely in the realm of the provider to deploy and manage.
C. Hypervisor based IDS
The third option would be the use of an intrusion detection system that runs at the hypervisor layer but is not
strictly a HIDS for the hypervisor. One of the promising technologies in this area is the use of VM introspection.
This type of IDS allows you to monitor and analyze communications between VMs, between hypervisor and
VM and within the hypervisor based virtual network. The advantage of hypervisor-based ID is the availability of
information, as it can see basically everything. The disadvantage is that the technology is new and you really
need to know what you are looking for.
As with NIDS, this falls completely within the scope of the provider to deploy and manage.
VIII.
CONCLUSIONS
Cloud computing is a paradigm shift in which computing is moved away from personal computers and even the
individual enterprise application server to a ‗cloud‘ of computers. A cloud is a virtualized server pool which can provide
the different computing resources of their clients. Users of this system need only be concerned with the computing
service being asked for. The underlying details of how it is achieved are hidden from the user. However, as with any
other technological shift or change, security benefits and risks need to be addressed before the full benefits of cloud
computing can be realized. Because of their distributed nature, cloud Computing environments are easy targets for
intruders looking for possible vulnerabilities to exploit. Different IDS techniques are used to counter malicious attacks in
traditional networks. For Cloud computing, enormous network access rate, relinquishing the control of data &
applications to service provider and distributed attacks vulnerability, an efficient, reliable and information transparent
IDS is required.
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