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Abstract— A secret key is needed for all application that provides a security service. Sensitive information have to be
safe when it is transmitted between parties in an ambient world, therefore, keys are safeguarded and securely deployed
from compromise. The present paper proposes an approach based on Physical Unclonable Function (PUF)
technology for providing strong hardware based authentication technique between two parties and effective key
exchange to assure an authenticated secure channel between them. In addition, the author shows how the properties
of PUF can be used to securely set up secret authenticated key agreement mechanism between the two parties with
low computational power, and follows cryptographic requirements in designing it. The proposed protocol is more
efficient (round complexity), secure, and general purpose compared to previously proposed ones.
Keywords— Key agreement protocols, PUF-Based Cryptography, Authentication, Hardware-assisted cryptographic
protocols.
I.
INTRODUCTION
In an authenticated key agreement protocol (AKAP) there are two parties or more cooperate over an insecure channel to
establish a shared secret key, which is derived as a function of information contributed by, or linked with, each of these
parties, (ideally) such that no party can predetermine the resulting value. This common secret key is used to set up a
secure channel or to provide secrecy of transmitted information. Hence, there are several security properties and design
goals inherent in key agreement protocols; the author is trying to implement AKAP which has the following
requirements:
Security considered as the feature where no one except the participants can access to the generated key.
Privacy is the feature that must maintain the privacy of the parties, as possible as.
Perfect forward secrecy means that the expose of long-term keys does not expose past session keys.
Key authentication is the feature where the two parties are assured there is no third party is involved or may gain access
to a particular secret key
Key confirmation is the feature where one party is assured that a second party actually has possession of a particular
secret key.
Efficiency considers as a feature that contain the following:
 Number of message exchanges (passes) required between parties;
 Bandwidth required by messages (total number of bits transmitted);
 Complexity of computations by each party (as it affects execution time); and
 Possibility of pre-computation to reduce on-line computational complexity.
Non-repudiation is a feature that provides ensuring that keying material has been exchanged.
In general, cryptographic protocols that alongside assure high efficiency demands as well as strong security necessities
are scarce. One recent trend in this regard is to use the potential of hardware components like signature cards [1], onetime programs [2], standard smart cards [3], or even more complex tokens [4]. The authors in [5] proposed a fingerprint
based remote authentication scheme, using a mobile device rather than a smart card. Their scheme involves a fingerprint
biometric and password to enhance the security level of the system, while the content of the mobile device is revealed.
Moreover, they used hashing functions to implement mutual authentication, which is more secure and efficient than other
smart card based.
In 2001, Pappu et al. [6] presented the idea of Physical Unclonable Functions. Physical unclonable functions (PUFs) can
be used as a cost-effective means to maintain cryptographic key material in an unclonable way. They can be engaged for
strong authentication of objects, e.g., tokens, and of persons possessing such tokens, but also for other purposes. PUFs [7,
8, 9] are innovative primitives to derive secrets from complex physical characteristics of integrated circuits (ICs) rather
than storing the secrets in digital memory.
It is essential to review the related work conducted in using PUFs in cryptographic protocols, all the researches that have
been worked in this area as far as we know fall into two classes:
The first linked to the PUF and its properties and how to design PUF circuits with properties satisfy the requirement of
cryptographic services. Second, using the PUF to provide security services in wireless communication, as special purpose
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for Radio Frequency Identification (RFID) or Wireless Sensor Network (WSN), without putting in consideration the
fullfilness of other cryptographic requirements beyond secrecy But the author did not notice the presence of any research
trying to use the PUF as a building block for cryptographic protocol considering the requirements needed to be fulfilled
instead of using mathematical problem which consume power and provide delay. Our motivation is to give a link
between the two classes. In [10], they have described PUFs and showed PUFs can provide low-cost authentication of ICs
and generate volatile keys for both symmetric and asymmetric cryptographic operations. But didn’t include a protocol of
how the generated key is exchange between parties and also they send challenge-response pairs (CRPs) on the channel.
Which make them to delete the used CRP, lead them to implement PUF with large number of CRP, which is large in
implementation complexity A simple PUF-based identification/authentication scheme, based on [8], was proposed in
[11]. In this scheme the back-end system identifies many challenge-response pairs for each PUF circuit (i.e., each party),
and then uses hundreds of challenges at a time to identify and authenticate parties, probabilistically ensuring unique
identification [8] [11]. However, the lack of access control provisions in this approach exposes parties identify by
adversarial attack. Moreover, parties do not maintain a state and use any randomness in their responses, making them
vulnerable to tracking. Since numerous challenges are necessary for single party identification, many communication
rounds between the initiator and the responder are necessary, increasing the required identification time and the party’s
power consumption.
In [12] a novel key management protocol for wireless sensor network is proposed with is secure against node
capture attacks. The security of protocol is based on the use of PUFs and their intrinsic properties. By embedding a PUF
on a sensor node chip, makes possible it that nodes be identifiable and can’t be reproduced physical uniquely [13].
In conventional usage of a PUF as a key generator, only a fixed number of secret bits need to be generated from the PUF.
These bits can be used as symmetric key bits or used as a random seed to generate a public/private key pair in a secure
processor [14]. However, in order for the PUF outputs to be usable in cryptographic applications, the noisy bits need to
be error corrected, with the aid of helper bits, commonly referred to as a syndrome. The greater the environmental
variation a PUF is subject to, the greater the possible difference (noise) between a provisioned PUF response and a regenerated response. This conventional method of PUF key generation using PUF response bits as secret keys has been
explored in many publications including [15-18]. Error correction has to be secure, robust and efficient. The security
concern is the leakage of secret bits through the syndrome or helper bits. In [19] presented a viable method of PUF-based
key generation that is notable for low clock latency and hardware requirements: only a PUF, registers, bit-comparison,
and threshold computation logic are required. The generation of keys can be made faster and the security level raised by
increasing the number of PUFs.
In [20] presented empirical PUF key generation test results in the context of a PUF application-specific
integrated circuit (ASIC) implementation with integrated error correction. Specifically, a total of 133 PUF devices
comprising seven PUF circuit layout implementations were designed, implemented, and tested. Four metrics specific to
PUF key generation were defined, and empirical data was obtained from 0.13 μm ASICs.
According to the author best knowledge that all the PUF- based key agreement protocol published put only the analysis
of the ability of PUF to generate noise-free, uniform-distribution key and didn’t pay attention to design a key agreement
which contain cryptographic properties of key agreement. In addition, there is no PUF-based protocol provides both
services – authenticated key exchange and data integrity- in one protocol beside that all protocols in literature are not
general purpose i.e orientated to specific application like WSN or RFID. The main purpose of this paper is to use the
cryptographic requirements for authenticated key agreement protocol to design point-to-point key agreement mechanism
between two parties communicating directly. The advantage of the proposed protocol over existed protocols that, the
parties didn’t send the response over channel so the attacker can’t detect the distribution of the response of the specific
PUF, beside that using PUF with short length response will be possible to simple the implementation complexity. One of
the applications suggested to be oriented to the proposed protocol is smart grid’s neighbor area network. The rest of this
paper is organized as follows. Section II, provides background material for PUF. Section III, discuss suggested
authenticated key agreement protocols, based on PUF technique. Section IV, addresses the analysis of our authenticated
key agreement protocol. Section V, contains paper conclusion.
II.
PRELIMINARIES
This section gives an overview of the key hardware building block used in the suggested protocol.
A. Physically Uncloneable Functions
A Physically Uncloneable Function is a source of randomness that is implemented by a physical system. Generally, the
randomness of PUFs relies on uncontrollable manufacturing variations during their fabrication. For PUF evaluation, the
physical system is queried with a stimulus, usually called challenge. The device then produces a physical output, which is
usually referred to as response. A pair of a stimulus and an output is called a challenge/response pair (CRP).
Furthermore, a PUF, being a physical system, might not necessarily implement a mathematical function, i.e., querying
the PUF twice on the same challenge may yield distinct responses. However, designers need such “noise" to be bounded
so that the two responses are closely related in terms of distance.
Security of PUFs
In the literature, PUFs security features introduced in [6, 21] such as unpredictability, uncloneability, bounded noise,
uncorrelated outputs, one-wayness, and tamper-evidence. The main security properties of PUFs are uncloneability and
unpredictability. Unpredictability is covered using an entropy condition on the PUF distribution. This condition also
implies mild forms of uncloneability as well as uncorrelated outputs. Moreover, one usually requires that tampering with
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PUFs can be detected easily, the idea being that a user does not use the PUF anymore after detecting it has been tampered
with.
The actions of the PUF on input a challenge 𝑐 should be unpredictable, i.e., has some considerable amount of
uncertainty, even if the PUF has been measured before on several challenge values. Here, (conditional) min-entropy is a
main tool. It indicates the residual min-entropy on a response value for a challenge 𝑐, when one has already measured the
PUF on (not necessarily different) challenges 𝑐1 , … , 𝑐𝑙 before. Since the random responses are not under adversarial
control we can look at the residual entropy for the answer to 𝑟 by taking the (weighted) average over all possible
response values 𝑟1 , … , 𝑟𝑙 .
B. PUFs and Fuzzy Extractors
By nature, PUF evaluation is noisy, so that same stimuli results in closely related but different outputs. Designers use
fuzzy extractors of Dodis et al. [22] to convert noisy, high-entropy measurements of PUFs into reproducible random
values.
A fuzzy extractor consists of a pair of algorithms (Gen, Rep). The generation algorithm Gen takes as input a noisy
measurement w and generates as output a secret st together with helper data p. The helper data can be stored publicly,
since it does not reveal information about the secret. It is later used to reproduce the same secret st from related
measurements. That is, the reproduction algorithm Rep takes as input a noisy measurement 𝑤 ′ and helper data p. If w and
𝑤 ′ are sufficiently close, Rep gives the same reply st. The value st is distributed almost uniformly and thereby allows to
be used for cryptographic purposes.
Response Consistency: The fuzzy extractor helps to map two evaluations of the same PUF to the same random string,
i.e., if PUF is measured on challenge c twice and returns r and 𝑟 ′ , then for 𝑠𝑡, 𝑝 ⟵ 𝐺𝑒𝑛 𝑟 , one has 𝑠𝑡 ⟵ 𝑅𝑒𝑝(𝑟 ′ , 𝑝).
III.
PROPOSED PROTOCOL
The protocol uses the cryptographic requirements mentioned in the introduction. Spontaneously, the proposed AKAP
proceeds as follows. There are two phases of the proposed protocol, an enrollment phase, a server issues a PUF,
measures for a set of randomly chosen challenges the corresponding responses, and finally ensures a noisy-free PUF
measurement by generating for each response r a fuzzy extractor secret st from a set of random secrets as well as a
corresponding helper data p. The server then sends the PUF to the client. Upon finishing the enrollment phase the server
broadcasts a randomly chosen challenge c including its helper data p to the client and reproduces the secret st to be used
in the protocol. The client evaluates the PUF on the challenge c, computes the corresponding fuzzy secret st due to the
helper data p, and obtains the secret st. Consequently, both parties use the fuzzy extractor secret st to generate the key. To
summarize that, server is the party which holds the data base of CRP and client the one who hold the PUF device, we
assume that the PUF transfer security from the server to the client and both of them have random generator and secure
storage area. Either the server or the client can play the role of initiator or responder. The role which play by server or
client select according to the one who need to not reveal its identity.
A. Notation
The followings are notations used in the proposed protocol:
I
Initiator of the protocol.
R
Responder.
Challenge string from initiator or responder.
𝑐𝑖 , 𝑐𝑟
Nonce generated by initiator or responder.
𝑛𝑖 , 𝑛𝑟
Helper data string for initiator or responder.
𝑝𝑖 , 𝑝𝑟
Secret string for initiator or responder.
𝑠𝑡𝑖 , 𝑠𝑡𝑟
Initiator identity and responder identity.
𝐼𝐷𝑖 , 𝐼𝐷𝑟
Keyed hash (e.g., HMAC) of message M using key k.
𝐻𝑘 𝑀
B. Protocol Messages
I →
R
:
𝑐𝑖 , 𝑛𝑖 , 𝑝𝑖 , 𝐼𝐷𝑖
R →
I
:
𝑐𝑟 , 𝑛𝑟 , 𝑝𝑟 , 𝐻𝑘 𝑐𝑟 , 𝑛𝑖 , 𝑠𝑡𝑖 , 𝑝𝑟 , 𝐼𝐷𝑟
I →
R
:
𝐻𝑘 𝑐𝑖 , 𝑛𝑟 , 𝑠𝑡𝑟 , 𝑝𝑖 , 𝐼𝐷𝑖
The suggested protocol involves message exchanges require precise definition of both the messages to be exchanged and
the actions to be taken by each party.
Message (1) is straightforward; note that it assumes that the initiator already will be in possession of the data base of
CRP related to PUF device with the responder. The initiator selects randomly a challenge 𝑐𝑖 from CRP list and its
corresponding data helper 𝑝𝑖 . This message also contains an indication to ID of the initiator. 𝐼𝐷𝑖 is sent in the clear;
however, the responder’s ID in Message (2) is hashed, so there is no loss of privacy for the responder. Nonce 𝑛𝑖 is used
for message freshness and avoids replay attack.
Message (2) is more complex. Assuming that the responder received the message, he replies with 𝑐𝑟 , 𝑛𝑟 , 𝑝𝑟 and compute
𝑠𝑡𝑖 by using a combination of PUF device and Fuzzy extractor from 𝑐𝑖 , 𝑝𝑖 then compute the shared key k by 𝑠𝑡𝑖
𝑠𝑡𝑟 .
Using keyed hash to protect it’s ID and an authenticator calculated from a secret, keyed hash is known to the responder;
the authenticator is computed over the shared secret key, the nonce, and the response for initiator’s challenge. The keyed
hash used also for data integrity.
Message (3) echoes back the data sent by the responder, including the authenticator. The authenticator is used by the
responder to verify the authenticity of the returned data. The authenticator also confirms that the sender of the Message
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(3) used the same ID as in Message (1), this can be used to detect and counter a Denial of Service attack. A valid
authenticator indicates to the responder that a roundtrip has been completed (between Messages (1), (2), and (3)).
IV.
ANALYSIS OF PROPOSED PROTOCOL
This section overviews the security analysis of the suggested protocol. The traditional security analysis of authenticated
key agreement protocols as in [23,24, 25] can’t be follow in analyzing the suggested protocol because the proposed
protocol didn’t relay on hard computational problem as discrete logarithm problem as in [23,24, 25] but on PUF
properties. So, the author will follow two main approaches to analyzing the security of the protocol. One is the fulfillness
of cryptographic requirements. The other is the cryptographic approach, which accounts for the fact that components
used – PUF – are secure. Here, security of protocols is proven based on proprieties of PUF.
The proposed protocol fulfills the following cryptographic requirements that use them when designing the protocol:
 Security feature, the protocol message flow shows that the generated key is computed at initiator and the responder
without transmitting it. Besides that, the one who has CRP database corresponding to PUF device can only compute
the key.
 Privacy feature means that the protocol must not reveal the identity of a participant to any unauthorized party,
including an active attacker that attempts to act as the peer. Clearly, it is not possible for a protocol to protect both
the initiator and the responder against an active attacker; one of the participants must always “go first.” In general,
we believe that the most appropriate choice is to protect the responder by hashing it’s ID in message (2) in the
suggested protocol, since the responder is typically a relatively anonymous “client,” while the initiator’s identity
may already be known as in case of smart grid.
 Perfect forward secrecy (PFS) feature is inherent in the protocol due to depending on physical construction of the
PUF not on long term key.
 Key authentication and Key confirmation are satisfied due to PUF, because the key is generated only from the circuit
design in PUF device to get the response to generate the key so there is implicated authentication to generate the
correct key. Messages (2 and 3) act as handshaking to complete the authentication.
 The Efficiency feature is worth discussing. In many protocols, key setup must be performed frequently enough that it
can become a bottleneck to communication. The key exchange protocol must minimize computation as well total
bandwidth and round trips. Round trips can be an especially important factor when communicating over unreliable
media. Using our protocols, only one round-trip are needed to set up a working security association, the third
message for authentication. This is a considerable saving in comparison with existing protocols. Besides that, our
protocol depended only PUF device without any computation needed and key setup.
 Non-repudiation. No one of the two parties can deny the negotiation to give the key because it is assumed the PUF
device is unclonable.
As mentioned above that all the requirements depend on the uncloneability of PUF and its unpredictability.
Firstly, the analysis in [26] presented how difficulty of random duplication of PUF is. To create a forged product, an
attacker can attempt to fabricate a clone containing a PUF with the exact same type as in the original product. Assume
that the attacker also has the design plans of the product, including masks of the IC and the specification of the PUF. The
statistical variation in PUF fabrication ensures that for an attacker to successfully create an identical PUF, depending on
the PUF’s entropy, a large number of ICs need to be fabricated in order to discover a suitable counterfeit.
Assume that the entropy in bits b. This means there are potentially 2b numbers of different PUFs possible. Assume that
all the possibilities occur with equal probability. In [26] introduced k as the number of valid genuine PUFs the attacker
knows, so if a fabricated clone matches one of these k PUFs, the attacker can successfully create a counterfeit product
with this clone. Let a as the number of PUFs the attacker produces (at random), it is possible to bound the number of
successfully created cloned PUFs as (based on the birthday collision attack):
𝑎 .𝑘
𝑠= 𝑏
2
If the cost of creating a PUF is expressed as c and the profit of a successful counterfeit product as p, it is straightforward
to calculate when cloning is profitable:
𝑝 .𝑠 > 𝑎 .𝑐 =
𝑝 .𝑘
>𝑐
2𝑏
Which means the required entropy to make the attack unprofitable is:
𝑝
𝑏 > log 𝑘 .
𝑐
This examples illustrates the importance of entropy in PUF responses; the larger this entropy the higher the cost for an
adversary to find a successful clone.
Secondly, the main measure for determining the uncertainty or unpredictability of a PUF is entropy. In the PUF context,
it is a measure of uncertainty about an unknown response.
Let x be the PUF challenge for which the adversary should predict the response y. Further, let Y (x) is the random variable
representing y. Moreover, let W(x) is the random variable representing the set of all responses of the PUF except y. We
are interested in the conditional min-entropy:
𝐻∞ (𝑌/𝑊) = −𝑙𝑜𝑔2 (max{Pr
[𝑌(𝑥)/𝑊(𝑥)]})
𝑥∈𝒳
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Which quantify the minimal number of bits of y, which cannot be predicted by the adversary, even in case all other
responses in W(x) are known. Hence, 2-H∞(Y /W) is an information-theoretic upper bound for the probability that an
adversary guesses the PUF response y to challenge x.
As shown from the protocol only the challenge from both parties is transmitted clear, and the response is hashed. So,
whatever the distribution of the challenge:
Pr[𝑌(𝑥)/𝑊(𝑥)] = 𝑧𝑒𝑟𝑜
∴ 𝐻∞ (𝑌/𝑊) = 𝑧𝑒𝑟𝑜
As shown, the protocol merit is in using PUF as a building block. The PUF security features provided the proposed
protocol with immunity from attacker predicting the secret key.
V.
Conclusion
In this paper, an authenticated key agreement protocol is proposed for its use in point to point communication. The
security of the proposed scheme is built on PUF security properties. The advantages of the new key agreement scheme
include security and efficiency. Besides that, the merit of the proposed protocol is built in devices and need no
computational capability which is suitable for the application, which needs low power consumption. The proposed
protocol takes advantage of PUF properties to provide secrecy and authenticity of the deployed key against adversaries.
The protocol is simple (less communication complexity) and required less additional hardware. In addition, because of
the use of PUFs, the protocol provides tamper evidence and uncloneability.
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