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Abstract- Cloud storage provides a convenient means of storing and retrieval of hug amount of data. With this facility,
organizations and individuals can outsource their data to cloud. Though cloud storage gives significant benefits to users,
there are security concerns as well. Since the cloud users store their valuable business data in cloud, the security is an
utmost concern. Moreover the cloud server has to be untrusted since it is accessed through a public network such as
Internet. Many techniques came into existence to address the storage security problem in cloud. However, providing data
audit with low communication and computation cost is important. Recently Wang et al. presented a distributed storage
integrity auditing mechanism. This mechanism is based on security approaches such as erasure-coded data and
homomorphic tokens. In this paper we practically implement the security mechanism using a prototype application that
demonstrates the proof of concept. The empirical results revealed that the prototype is capable of preventing various
attacks such as server colluding attacks, malicious data modification attack besides protecting byzantine failures.
Index Terms –Cloud computing, cloudstorage, data integrity, data dynamics, error localization
1. INTRODUCTION
In computing arena many trends came up. They include centralized computing, client server computing and distributed
computing. Towards distributed computing the latest emerging technology is cloud computing. The increase in bandwidth
availability made it possible to get new technologies. Cloud computing enables users to gain access to remote computing
resources in pay per use fashion without investing for infrastructure. Many existing cloud service providers such as Amazon
(Elastic Compute Cloud (EC2) [2]), Microsoft Azure etc. are providing cloud services. The users of cloud storage their
valuable data in cloud. And they are at the mercy of the CSPs for the security of data [3], [4]. There are many incidents that
provided that data loss is there in cloud storage [6], [7], [8]. One more problem is that users may not be able to maintain local
copy of the data. When such data is lost, they will not be able to take itback. This is an important security consideration with
regard to cloud data storage. There are some possibilities for fraudulent activities at CSP [10]. For instance, CSP may hide
the storage inconsistencies in cloud [12], [13]; he may even remove some of the data of users to rent that space for monetary
gains. Though these are assumptions, they are basis for the work in this paper.
In order to ensure that the data stored in cloud has integrity and availability, many methods came into existence.
Many such methods depend on on-demand verification of data for its correctness. The verification of the cloud data has to be
done without the full knowledge of such data. For achieving this some techniques were explored in [11], [12], [13].Moreover
they cloud data is not historical in nature. It does mean that it is subjected to frequent modifications. The data owners might
update it constantly [14], [15], [16]. The operations on data include appending, modification, deletion and insertion. These
dynamic features are to be integrated with security framework. When these operations are also protected, the cloud storage
ensures the data consistency and availability. Many security models came into existence of late toensure cloud data security.
They include [11], [12], [13], [14],[19], [20], [21], [22]. These techniques are capable of security cloud storage. The problem
with these techniques is that they focused on single server scenario. As explored in [23] quality of service is ensured but no
guarantee is given for data availability. These techniques when applied directly can’t work fine in distributed environment
where multiple servers are involved. Later on someresearchers proposed protocols that work in distributed environment [23],
[24], [25]. These protocols ensure the data integrity in a multi-server environment besides supporting storage dynamics.
Recently Wang et al. [38] proposedflexible techniques that work in distributed environment. This technique uses
erasure correcting code for data integrity. It also secures data from Byzantine servers [26]. This technique achieves security
with less communication and computational overhead. The internal techniques used in the mechanism are erasure-coded data
for distributed verification with homomorphic tokens. Error localization is another important aspect of the security
mechanism. This will enable the mechanism to identify misbehaving servers. Token recomputation technique is also used to
strike balance between data dynamics and error resilience. Third party auditing is used to have error- free storage and
services.
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In this paper we implemented the security mechanism proposed by Wang et al. [38] by developing an application to
demonstrate proof of concept. The empirical results revealed that the security mechanism is robust to attacks. The remainder
of this paper is structured into sections. Section II reviews relevant literature. Section III provides information about the
proposed security mechanisms. Section IV gives details about the implementation. Section V presents experimental results
while section VI concludes the paper.
2. RELATED WORK
Many security mechanisms came into existence as found in the literature. Proof of irretrievability [10] was proposed by Juels
and Kaliski. It combineserror correcting code and spot checking to ensure data integrity and irretrievability. On this model
[17] is built and homomorphic authenticator based on the random linearfunction is used for secure cloud services. This
resulted in secure mechanisms with less cost. An improved framework is proposed by Bowers et al. [18]. Later they also
extended this to apply in distributed environment [23]. The commonality of this entire scheme is that they focused on static
data. They depend on preprocessing for the success of the schemes. Their computational and communication cost is high.
The reason for this is that every operation is done through error correcting code and random shuffling process. Of late
Dodiset al. [20] studied the scheme to improve them. Provable Data Pocession (PDP) was developed by Ateniese et al. [11]
for untrusted storages. They used homomorphic tags which are based on public key cryptography for auditing the files. It
proved to be computationally expensive as it takes more time to pre-compute tags. Later they improved the scheme for
symmetric key-based cryptography [14]. This proved to have less overhead. However, the drawback of this scheme is that it
worked only on single server. In case of server failure it could not provide guarantee for data. In two more recent studies [15]
and [16] there was research on data dynamics. Merkle Hash Tree and BLS-based homomorphic authenticators are explored
for supporting data dynamics. A skip-list based scheme was developed by Erway et al. [16] for provable data procession.
Late ron Bellare et al. [36] used cryptography for storage security. However, this work comes under the traditional data
integrity in which it is mandatory to maintain a local copy. Curtmola et al. [19] in their work used multiple servers and
replicated data for ensuring data procession. This scheme covered multiple servers and ensured robustness of data. Another
scheme known as P2P backup proposed by Lillibridge et al. [25] uses erasure codes for security. It also makes use of
cryptographic keys. It can detect the data inconstancies in cloud storage. RSA-based solution is provided by Filho and
Barreto [37] for uncheatable data procession.The drawback of their approaches that it needs exponentiation over the entire
data file. This is not practical in the real world. In [12] and [13] TPA (Third Party Auditing) was used to ensure data
consistencies. Their scheme works for only encrypted files while auditors need to maintain the state for long time.
Schwarz and Miller [24] proposed a scheme that ensuresstatic file integrity in cloud storage even when the storage is
spread across multiple servers. In this paper some of the aspects of their mechanisms are used. Moreover our scheme
supports data dynamics as well. The proposed scheme can identify storage inconstancies and also misbehaving servers.
3. PROPOSED SECURITY MECHANISM
In the proposed security architecture, three parties are involved. They are cloud user, cloud service provider, and third party
auditor. User is a person or organization who will outsource data to cloud. He involves in storage and data dynamics with the
cloud service provider. The cloud service provider provides data storage space which can be used by cloud users. The
operations are performed in an authenticated environment though Internet. Trusted Third Party is an expert in performing
data verification tasks. He will perform data verification activities on behalf of cloud users. The design goals of the proposed
security architecture include storage correctness, fast localization of data errors, dynamic data support, dependability, and
light weight mechanisms. The adversary model is to capture all possible attack scenarios on the cloud storage. The algorithms
used in this paper are taken from the work of Wang et al. [38]. The algorithms are briefly discussed here.
Algorithms Used

Fig. 1 Token precomputation algorithm
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As can be seen in fig. 1 it is evident that the token computation algorithm is able to perform computation of tokens for all
blocks of data in vectors. These precomuted tokens can help in finding data correctness and also error localization in a later
stage.

Fig. 2- Algorithm for correctness verification
As can be seen in fig. 2, the algorithm computes correctness of given data blocks and also localized if any errors in the
storage are found. The token based approach can help detect misbehaving users quickly. The proposed approach ensures that
the server’s misbehaving is tracked and presented. The cost of bandwidth required by this approach is very less when
compared with other such approaches.

Fig. 3 – Error recovery algorithm
As can be seen in fig. 3, the algorithm takes block corruptions’ detection results and finds error recovery. This will be very
useful to establish original data when it is damaged. That is the reason this algorithm is well designed in this paper. For more
information about the algorithms and security mechanisms user is advised to read [38] where complete concept of security is
presented.
4. EXPRIMENTAL RESULTS
The environment used to develop the proposed cloud security application is Java platform, a PC with 4 GB RAM, Core 2
Dual processor running in Windows 7 OS. Various experimental results are presented as series of graphs as given below.
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Fig. 4 – Performance comparison of two models
As can be seen in fig. 4, it is evident that the two parameter setting methods are compared for performance. The performance
results between parity blinding cost and parity generation cost are presented in the graph.
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Fig. 5 – Performance comparison of two models
As can be seen in fig. 5, it is evident that the two parameter setting methods are compared for performance. The performance
results between parity blinding cost and parity generation cost are presented in the graph.
5. CONCLUSION AND FUTUREWORK
In this paper we implemented the security mechanism proposed by Wang et al. [37]. The prototype application implemented
by us demonstrates the proof of concept. We studied the data integrity problem and built security mechanisms that work in
distributed environment. The flexible security scheme supports operations at block level. They include appending, deleting,
updating. Erasure-correcting is used for guarantee of data dependability. Storage correctness and error localization are
achieved by using homomorphic tokens and erasure codes. The error localization helps to find misbehaving server. Cloud
users can delegate the integrity checks to third party auditor. Thus the security mechanism can prevent data modification
attacks. The empirical results revealed the same. In future we propose a novel highly decentralized information accountability
framework to keep track of the actual usage of the users’ data in the cloud. We leverage the JAR programmable capabilities
to both create a dynamic and traveling object, and to ensure that any access to users’ data will trigger authentication and
automated logging local to the JARs.
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