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Abstract: In recent years there is wide development in the field of information technology. This development in the
internet technology widely changes the way of data transmission over the network. Data transmission may include the
various activity such as e-banking, e-commerce, data storage etc. Thus for these activities there may be possibilities of
data loss, data hack or any unauthorised action performed by unauthenticated user or intruder. So it is necessary to
provide security to the data transmitted over the network. For securing data there are some traditional cryptographic
techniques such as substitution, transposition, and various algorithms such as RSA, DES, AES, IDEA etc. and
protocols like SSL are used. This paper represents a hew approach to secure the data which is based on DNA logic,
Cryptographic scheme and Automata Theory. DNA Cryptography technique was proposed by L. M. Adleman in 1994
for solving Hamiltonian path problem and Automata Theory was firstly initiated in 20" century. In the proposed work
these two techniques are combined for creating powerful security algorithm. This algorithm is more reliable and
powerful because of the use of secret key, auto generated Moore machine and use of password.

Keyword: Biological Structure of DNA, DNA Cryptographic Technique, DNA Cryptography, Automata Theory,
Moore machine.

I. Introduction
Security of information is most important in today’s era of e-commerce and e-business. Various cryptographic techniques
are used for securing the data over the network. Cryptography is the art of converting the original message into the
unreadable code, which cannot be easily accessed by the unauthorised user. There are mainly two techniques one is
Substitution and another is Transposition for converting plain text into the cipher text[2]. Cryptographic algorithms are
the sequence step by step procedures for data encryption and decryption. Some Cryptographic algorithms such as DES,
RSA, AES, RC2, PBE, IDEA and 3DES etc. [3]are designed mainly for Securing data.
Also for providing security to data a new technique was introduced using the biological structure of DNA called as DNA
Computing. DNA Computing was invented by the L.M. Adleman [1] in the year 1994, for solving the complex problems
such as directed Hamilton path problem. This DNA Computing technique later on extended by various researchers for
encrypting and reducing the storage size of data, that made the data transmission over the network faster and secured .
Here in the current research work a new algorithm is proposed which uses the logic of DNA computing and Automata
Theory. Automata theory is the study and computation of complex mathematical objects to output some solution. It is
used to tested design of any kind of hardware or software. An Automaton is a self-acting machine which takes some
input at a time, process that input and provides output in form of accepting state or in the form of string by using the
transition systems [4]. In the current research we proposed aMoore machine which an automata witOh the output in form
of string. In the current proposed Algorithm and mechanism for securing the data using DNA Cryptographic method
along with new concept of automata and custom generated password. This algorithm is consisting of IV major steps.
Encryption/Decryption, Binary conversion, block partitioning of cipher text of 256bits each, perform XOR operation on
that blocks then the output of XOR is given to the Moore machine which provides output using DNA computation and
provide DNA encoded code but this algorithm uses custom password for DNA cryptography in place of {A,G,T,C} code
book.

Rest of the paper contains section 1I, which gives the knowledge of background of the technology used, Section Il
introduces various related algorithms or techniques related to DNA cryptosystem. Section 1V describes the comparison
criteria between various techniques. Section VI describes the conclusion based on the observation of result obtained in
the last section.

Il. Background

A. DNA

1) Biological Structure of DNA:DNAstands for Deoxyribo Nucleic Acid. DNA is one of the
major macromolecules essential for all living things. DNA molecules are having double- helix structure, which is
consisting of two long biopolymers of nucleotides these nucleotide is composed of following
bases Guanine(G), Adenine(A), Thymine(T)and Cytosine(C). DNA is well-suited for biological information storage,
information transfer, disease treatment, gene cloning etc. [5].Figure 1 describes the Structure of DNA in details with the
bonding between AT and GC.
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Figure 1 DNA Double-helix Structure

2) DNA Cryptography:DNA cryptography is a one of the latest rapid emerging technology which works on the
concept of DNA computing. As discussed above DNA molecules are the well set way for computing the various
problems as well as forcryptography purpose, to provide security to the private data and information. This private data
maybe related to person personal information or any commercial or private industries important conversation or
agreements or any kind of data. There is some sort of techniques which are based on this scheme such as DNA Digital
Coding[7], PCR Amplification[12], DNA encryption techniques such as DNA random one-time pad based[6], DNA Chip
Based, DNA Steganography[6], pseudo encryption methodology [9] etc.

3) Encoding and decoding procedure in DNA Cryptography:As discussed above the DNA sequence is made up of
four nucleic acid bases, such that A and t are compliment, and GC are compliment. For simplicity let binary number 0
and 1 be compliment, so 00 and 11 are compliment and 01 and 11 are compliment to each other thus we can define these
bases to encode to binary sequence as shown in below table.

Table |
DIGITAL CODE WORD & DNA CODE WORD
S.No. | Digital Code | DNA  Code
Word Word
1 00 A
2 01 G
3 11 T
4 10 C

B. AUTOMATA THEORY

1) Basic Definition of Automata[28, 29,4]:The word Automata means the self-acting. The automata approach is a
special case of the descriptive approach: an automaton reads a word as input and decides whether the word is accepted or
not or it provides some output in form of string.

Automata theory is basically a part of theoretical computer science which is in far concern with computer or
programing language. In this we use the mathematical model for computing, which makes computational machinery
from the “programming language”- down to the bare minimum, which makes it easy to manipulate the theoretical
machines mathematically to prove things about their capabilities. Automata were firstly introduced to model the human
brain. Several phenomena and process can be modelled by automata. The Turing machine which has described universal
variation, with von Neumann’s theory provided the basis for electronic computer. The automata hasfollowing features
which are as:

a) There is a input tape containing the input, in the form of sequence of symbol, it usually called string.

b) There is a finite control in the form of states.

c) There are number of transition, which may be defined as movement between states on any input to produce or
verify the output.

The machine works on the basis of discrete time scale: in a single movement in a transition, the machine (may) read
thenext word from the input and make some changes as follows.

a) It may change its state and make local modifications inan external storage (tape, pushdown stack, etc.), if any.

b) It then repeats the process.
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The transitionfunction is finitely defined, i.e., it can be given by a finite table.If there is no external storage, the
machine iscalled finite automaton or finite-state machine.

Figure 2 Working of Automata
2) Types of Automata:

Mainly there are two types of
Automata

O\

Automata without Automata with
Output Output

N /T

Deterministic Non-Deterministic Mealy Moore Machine
Finite Automata Finite Automata Machine

Figure 3 Types of Automata

3) Finite State Machine (FSM): It is defined as amachine that has only a limited number of states,called as FSM
we can give the best example of a light switch which has its two states. The FSM can also still perform infinitely varied
computation[4].As these machine are mathematical model of computation, these are used to design both computer
programs and sequential logic circuits [4]. The machine works on the principal of working with one state at a time, that is
the state which it currently holds is called as current state. It can be defined mathematically as

M = (Q.%,8,q0,F)
Where,
Q=finite set of internal states,
> =finite set of symbols called the inputalphabets,
& =Mapping Function, used for mapping the transition from initial state, intermediate state up to the final state, Qx> —Q.
Qo= initial state,qoeQ.
F=is a set of final states,FSQ.

Finite automata, both deterministic and non-deterministic versions, recognize regular languages exactly.For context-
free languages, the concept of pushdown automata fits. Deterministic pushdown automata acceptdeterministic context-
free (dCF) languages. In the literature, the one-turn pushdown automata are investigatedto accept linear languages. The
deterministic one-turn pushdown automata characterize the deterministic linear(dLin) languages.

4) Mealy machine:Mealy machine can also be represented by transition table,as well as transition diagram. Using
Mealy machine, Recurrence matrix and with thehelp of fundamental operations on matrices a novel method for
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encryption is developed.Now, we consider a Mealy machine.Mathematically Mealy machine is a sixtuple setmachine and
is defined as : [28,29]

M =(Q,%,4,8,44q0,F)
Where,
Q=Non-empty finite set of states
>=Non-empty finite set of input symbols
A=A nonempty finite set of outputs.
& =Mapping Function, used for mapping the transition from initial state, intermediate state up to the final state, QxY —Q.
A=Mapping function which maps, Q—A.
go= Initial state, gee Q.
F=Non-empty finite set of FINAL state, F €Q.

5) Moore machine:Mathematically Moore machine is a sixtuple machine and is defined as[28,29]
M =(Q,X,4,6,1,q0,F)

Q=Non-empty finite set of states

>=Non-empty finite set of input symbols

A=A nonempty finite set of outputs.

& =Mapping Function, used for mapping the transition from initial state, intermediate state up to the final state, QxY —Q.
A=Mapping function which maps, Q—A.

go= Initial state, gee Q.

F=Non-empty finite set of FINAL state, F €Q.

Next section briefly describes related work which has been carried out in DNA cryptography field and also describes the
work done on DNA cryptography using automata theory.

1. Related Work
This chapter briefly describes the research work done in both the field that is, only DNA cryptography and DNA
cryptography using automata theory. Here we are providing two tables which contain the algorithm name and its
invention/publication year.
A. Algorithm for DNA cryptography

Table 11
Various Algorithms on DNA Computing till Now
S. No. Algorithm based on DNA Computation Year
1 DNA Digital Coding Polymers’ Chain Reaction PCR[12][18] 2012,2008
2 DNA Based Bimolecular Cryptographic Design[6][11] 1999,2000
3 Symmetric Key Crypto System Using DNA[16] 2010
4 Asymmetric Key Crypto System Using DNA[17] 2010
5 DNA Chip Based Technologies[19] 2001
6 Chaotic coding[14] 2012
7 DNA Cryptosystems Using Random One-Time-Pads[6] 1999
1. DNA Cryptosystem Using Substitution
2. DNA XOR One-time-pad Cryptosystem
8 DNA Steganography Systems[6] 1999
9 Pseudo DNA Cryptography Method[9] 2009
Table 11
Various Work on DNA Cryptography using Automata
S. No. Algorithm based on DNA Computation Year
1 5’ -3’ Sensing Watson-Crick Finite Automata[20] 1997
2 DNA Implementation of FSM[21] 1997
3 A theoretical model of the Shapiro finite state automaton built on DNA[22] 2006
4 New DNA Implementation of Finite State Machines [23] 2006
5 A Data Hiding Model with High Security Features Combining Finite State Machines and | 2010
PMM method[24]
6 Application of Mealy machine and Recurrence Matrices in cryptography[25] 2013
7 Programmable Cellular Automata Based Efficient Parallel AES Encryption Algorithm[26] 2011
8 Cryptographic Scheme for Digital Signals using Finite State Machines[27] 2011

IV. PROPOSED WORK:
We are defining this algorithm as“Triple Stage DNA Cryptography Using Sequential Machine”because of the use of
three stages for encrypting the file with DNA code. Here we are proposing a new technique for DNA cryptography such
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that it is based on the automata theory, traditional cryptographic and DNA logic. The block diagram briefly describes the
working of the algorithm.
A. Basic Block Diagram of Algorithm:

Original message

l

Encryption o Secrete key

!

ConvertintoBinary

7
! I I ! }

Part1 Part 2 FPart 3 Part 4 Part n
HiOR HOR
L4
HOR Data

|

WOR DaTainbinaryis ConvertedintoaGTC
by usingcode boak,

With Automataand the password given by P Password provided by User

userAGTC (paring 2 at atime)oodeis

'

Mow the encrypted code by userpasswordis

again encrypted by the codebook in AGTC form

v

Encrypted Messageis ready to send

Figure 4 Block Diagram for Triple Stage DNA Cryptography Algorithm

B. Stages in algorithm
Here the as shown above in fig.4, the process is divided in to three major stages.

1) Preliminary stage

2) Middle Stage

3) Final Stage

1) Preliminary stage: In this stage the Data which is taken as input from the user is encrypted by using a password,
whether it may be user generated or dynamically generated. Then on encrypted data XOR operation is performed
converted to binary sequence.

2) Middle Stage: In this stage the Binary XOR data is than converted into DNA sequence that is in the form of
AGTC by the codebook as given below.

Table IV
DNA Code Book-I for Middle Stage
S.No. Binary value Code S.No. Binary value | Code
1. 0000 AA 2. 0101 CcC
3. 1000 AG 4. 1001 CG
5. 0100 AC 6. 0001 CA
7. 1100 AT 8. 1101 CT
9. 0010 GA 10. 0011 TA
11. | 1010 GG 12. 1111 1T
13. | 0110 GC 14. 0111 TC
15. | 1110 GT 16. 1011 TG
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3) Final Stage: This stage contains two phases to encrypt data.

(1) First phase: AGTC data is again encrypted to the user unique password data. In this phase the machine
is used to convert the AGTC code data in to the user password data. This is unique process as AGTC code is converted to
user password data by grouping it in to two, such that two word sequence size is just reduced to one word sequence. Also
here it is important that there is extra bit appended for the last single value to form a pair from it.

Figure 5 Automata for AGTC to Password Conversion

Table V: State Transition Table for AGTC to Password code creation

State Next State Output
A G T C
qo gl q7 ql2 ql7 Null
ql g2 g3 g4 g5 Null
g2 gl q7 gl2 ql7 W1
g3 gl q7 gl2 ql7 W2
g4 gl q7 gl2 ql7 W3
g5 gl q7 gl2 ql7 W4
q7 g8 g9 g10 gll Null
g8 gl q7 gl2 ql7 W5
g9 gl q7 gl2 ql7 w6
g10 gl q7 gl2 ql7 W7
gll gl q7 gl2 ql7 W8
ql2 ql3 ql4 g15 q16 Null
g13 gl q7 q12 ql7 W9
ql4 gl q7 q12 ql7 W10
ql5 gl q7 q12 ql7 W11
ql6 gl q7 q12 ql7 W12
ql7 ql8 q19 g20 g21 Null
ql8 gl q7 q12 ql7 W13
g19 gl q7 g12 ql7 W14
g20 gl q7 g12 ql7 W15
g21 gl q7 g12 ql7 W16

(2) Second phase: In this phase the data which is just now converted to user password data is again

converted to DNA sequence by grouping it again. Such That
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Table VI
DNA Code Book for Final stage Second phase Conversion.
S.No. Password letters AGTC Code

1. W1 A

2. W2 T

3. W3 C

4, W4 G

5. W5 AG
6. W6 AC
7. W7 AT
8. W8 GC
9. W9 GT
10. | W10 GA
11. | will TC
12. | W12 TG
13. | W13 TA
14, | W14 CA
15. | W15 CT
16. | W16 CG

C. Proposed Algorithm
ALGORITHM FOR TSDC:
[This algorithm first converted the binary code in to AGTC code and then convert
the AGTC code using the Moore machine to user password code then again converting
password code to AGTC ]
Input: F [File of any type], P [password of unique word sequence(W;,W,,Wj,........,Wsg) of length 16],
A[Automata for AGTC Data to Password data generation ],C1[Code Book 1],C2[Code Book2]
Algorithm Body:

1.

The file F is the encoded file which is encoded by any mechanism, here by XOR mechanism,

Then the file is converted in to binary sequence :

2.

w

6.

7.

F — BINARY [F];
Now by grouping the Binary bits four at a time, it is converted into DNA sequence, using code
book1 :
BINARY[F(4g)] —c1— F[DNA[AGTCI];

Repeat the same step2 until reached to the end of the file;
Now, the DNA[AGTC] coded data is converted to user password data using Automata
F[DNA[AGTC]] —>AP[W1,W2,W3, ........ ,Wlﬁ] —>F[\N1,W2,W3, ........ ,Wlﬁ];
Now, finally the P is treated again with the codebook? to generate AGTC code sequence from
password sequence P[W1,W2,W3,........ ,W16] data.
F[Wl,Wz,W3, ........ ,W15] —C2— F[DNA[AGTC]],

Repeat the same step5 until reached to the end of the file;
This output file Contains the DNA sequence.

Output: File F with the AGTC coded DNA sequence
End Algorithm.

V. RESULT

A. Theoretical Analysis of The proposed Algorithm :
Here we are concluding the result on the basis of the nature of the proposed mechanism and the various types of the
security attacks. The study shows that the proposed mechanism is much secured and has less threat from various

known attacks.

Table VII: Analysis of Proposed Mechanism against Attacks

S.NO. Attack Type Defence Remarks

1. Cipher Text Attack STRONG | Strong defence due to triple encryption.

2. known Plain Text Attack STRONG | Strong defence due to Automata replacement of
original text with password

3. Chosen Plain Text Attack STRONG | Very difficult because DNA implementation

4. Chosen Cipher Text Attack STRONG | Very difficult due to Double DNA encryption

5. Adaptive Chosen Plain Text STRONG | Very difficult due to DNA encryption

6. Adaptive Chosen Cipher Text STRONG | Very difficult due to AGTC code to Password
creation and password coded data to AGTC code
conversion
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B. Result Simulation of the Moore machine for AGTC data to Password Creation

Here the simulation result of the proposed algorithm is shown below which is carried out by simulating the Moore
machine with JFLAP simulator.

‘|- Table Text Size

Input Result

|AGTCAGTC W2w12W2wi2 =
‘[caTCGATC whw12wawi2
||CATGCATG 3wt 0w13w10

[TACGTACG WO dwdw1d
AAGGTTCCTTCCGGAA w61 Tl
[race W
[AAGGCCTTATAGACTGTCTA w16t w3 2w 0wl 2w
(AA wi

GG wb

fcc i

I wit

[TcAG wi2W2

|acTCCA W2u12wh

ACTGTA whirl 0w

[rceTAGTA wiZWTW2w9

|acac WA

—— ;f s \ frcrerer WS ST

- _L;__ O leeTemTC WIWTWTw12

@ @ e ~®ﬂ |acTe W22
locarea WBWTw5
[TCTCTCTCTCTCTGAGAGAGA w222 o 2 OV
|AGAGAGATATATATICTCTTCTCA W22 2w 2 2T w513
GTGTGTGTTC WIWTWTWT2 B
|oeeaaeTTTT wuwint ' g

Load Inputs | Run Inputs | Clear || Enter Lambda | View Trace

Figure 6Simulated Resultsof the Proposed Automata to Convert AGTC Code To Password Code Using JFLAP

Simulator

VI. Conclusion

This paper explores the DNA cryptography along with the finite state machine (Moore machine). In this algorithm data is
secured at 4 levels XOR, conversion in DNA, DNA is Converted through password based autogenerated Moore machine
into password based sequence, password sequence is again converted into DNA Sequence. By using this algorithm and
mechanism the generated cipher text is quite difficult to crack. This algorithm here proposed is having the powerful
security features as its advantages and on other hand the variation in the size of the original data and encoded data may
be the bit distracting feature. But as this mechanism is currently at its beginning stage, so in upcoming version it would
sorted out using some new technique.

References

[1]
[2]
[ 3]
[4]
[5]
[6]
[7]
[8]

[9]
[ 10]

Leonard M. Adleman “Molecular Computation of solution to combinatorial problems” Science, New Series,
Vol.266, No. 5187. pp. 1021-1024 Nov. 11, 1994

AtulKahate, “Cryptography and Network Security” - Third Edition (McGraw-Hill)

William Stallings, “Cryptography and Network Security”, Third Edition, Prentice Hall International -2003.
K.L.P. Mishra, N. Chandrashekharan, “Theory of Computer Science”, - Third Edition, Prentice Hall
International-2009

S.Jeevidha, Dr.M.S.SaleemBasha, Dr.P.Dhavachelvan, “Analysis on DNA based Cryptography to Secure Data
Transmission”,International Journal of Computer Applications (0975 —8887) Volume 29— No.8, September 2011
AshishGehani, Thomas H. LaBean and John H. Reif “DNA-based Cryptography” 5th Annual DIMACS Meeting
on DNA Based Computers(DNA 5), MIT, Cambridge, MA, June 1999.

G. Z. Cui, “New Direction of Data Storage: DNA Molecular Storage Technology,” Computer Engineering and
Applications, vol. 42, no. 26, pp. 29-32, 2006.

G. Z. Cui, L. M. Qin, Y. F Wang and X. C. Zhang, “Information Security Technology Based on
DNAComputing” ,IEEE International Workshop on Ant counterfeiting Security, pp. 288-291, 2007

Ning Kang, “A pseudo DNA cryptography Method”, http://arxiv.org/abs/0903.2693 ,2009

Kritika Gupta* Shailendra Singh, “ DNA Based Cryptographic Techniques: A Review”, International Journal of
Advanced Research in Computer Science and Software Engineering,Volume 3, Issue 3, March 2013 ISSN: 2277

© 2013, IJARCSSE All Rights Reserved Page | 866


http://www.gobookee.net/get_book.php?u=aHR0cDovL2F0dWxrYWhhdGUuY29tL2luZGV4Mi5waHA/b3B0aW9uPWNvbV9jb250ZW50JmRvX3BkZj0xJmlkPTEzCkF0dWwgS2FoYXRl
http://arxiv.org/abs/0903.2693%20,2009

[11]

[12]

[13]
[14]

[ 18]

[ 16]
[17]

[ 18]
[19]

[20]
[21]

[22]

[23]

[24]

[25]

[ 26]

[27]

[ 28]

[29]

Soni et al., International Journal of Advanced Research in Computer Science and Software Engineering 3(8),
August - 2013, pp. 859-867

AshishGehani, Thomas LaBean and John Reif, “DNA-Based Cryptography”, Supported by Grants NSF/DARPA

CCR-9725021, CCR-96-33567, NSF IRI- 9619647, ARO contract DAAH-04-96-1-0448, and ONR contract

NO00014-99-1- 0406. A preliminary version appears in DIMACS DNA Based Computers V, American

Mathematical Society, 2000.

Radu Terecl, Mircea-Florin Vaidal, Lenuta Alboaie2, Ligia Chioreanl, “DNA Security using Symmetric and

Asymmetric Cryptography”,, International Journal on New Computer Architectures and Their Applications

(INCAA) 1(1): 34-51The Society of Digital Information and Wireless Communications, 2011 (ISSN 2220-

9085)

Jie Chen, “A DNA Based ,Biomolecular Cryptography Design”, IEEE 2003, ISSNO-7803-7761 -3, pp 822-825

AradhanaSoni, Anuja Kumar Acharya, “A Novel Image Encryption Approach using an Index based Chaos and

DNA Encoding and its Performance Analysis”International Journal of Computer Applications (0975 —

8887)Volume 47— No.23, June 2012

Mohammad Reza Najaf Torkaman, Nazanin Sadat Kazazi, AzizallahRouddini, “Innovative Approach to improve

Hybrid cryptography by Using DNA Steganography ”, International Journal on New Computer Architectures and

Their Applications (IINCAA) 2(1): 224-235 The Society of Digital Information and Wireless Communications,

2012 (ISSN: 2220-9085)

SouhilaSadeg *“ An Encryption algorithm inspired from DNA” IEEE pp 344 - 349 November 2010

LAI Xuelia, LU MingXin “Asymmetric encryption and signature method with DNA technology” Vol. 53 No. 3:

506-514 March 2010

Guangzhou Cui “An Encryption scheme using DNA Technology”,IEEEpg 37-42 ,2008

M Gabig, G Wegrzyn, “An introduction to DNA chips: principles, technology, applications and analysis.”,

Department  of  Biotechnology, Royal Institute  of  Technology, Stockholm, Sweden.

ActabiochimicaPolonica (impact factor: 1.49). 02/2001; 48(3):615-22. Source: PubMed

Benedek Nagy,“5” 3” Sensing Watson-Crick Finite Automata”, Department of Computer Science, Faculty of

Informatics, University of Debrecen, Hungary

JA. Rose,Y. Goa, M.Garzan, R.C. Marphy, R.Deaton, D.R. Franceschetti,S.E.StevenJr.,The university of

Memphis, TN 382152,http://csce.uark.edu/~rdeaton/dna/papers/gp-96.pdf

Tadeuszkrasinski, sebastian, sakowski, “A theoretical model of the Shapiro finite state automaton built on DNA

” Theoretical and Applied InformaticsISSN 1896-5334 Vol. 18 (2006), no. 3, pp. 161 — 174 Received 11 July

2006, Revised 5 September 2006, Accepted 20 September 2006

A. Nowzari-Dalinit,E. Elahi , H. Ahrabian, M. Ronaghi “A New DNA Implementation of Finite State

Machines*”, International Journal of Computer Science & Applications, 2006 Techno mathematics Research

Foundation Vol. Ill, No. I, pp. 51 -60

Souvik Bhattacharyya and GautamSanyal, “A Data Hiding Model with High Security Features Combining Finite

State Machines and PMM method”, World Academy of Science, Engineering and Technology 44 2010

P.A.Jyotirmiel, A.Chandra Sekhar2, S.Uma Devi3 “Application of Mealy machine and Recurrence Matrices in

cryptography”,International Journal of Computer Science and Management Research, Vol 2, Issue 6, June 2013

,ISSN 2278-733X

Debasis Das, Rajiv Misra “Programmable Cellular Automata Based EfficientParallel AES Encryption

Algorithm”, International Journal of Network Security &Its Applications (IINSA), Vol.3, No.6, November 2011,

DOI : 10.5121/ijnsa.2011.3615 197

B.KrishnaGandhS.Srilakshmi,Dr.A.ChandraSekhar, “Cryptographic Scheme for Digital Signals using Finite

State Machines”, International Journal of Computer Applications (0975 — 8887), Volume 29— No.6, September

2011

Hopcroft, J. E. &Ullmann, J. D. (1979). Introduction to Automata Theory, Languages, and Computation.

Reading, Massachusetts, Menlo Park, California, London, Amsterdam, Don Mills, Ontario, Sidney: Addison-

Wesley.

AdeshK.Pandey. Reprint 2009 - “An introduction to automata theory and formal languages ‘S.K.Kararia& sons.

New Delhi.

© 2013, IJARCSSE All Rights Reserved Page | 867


http://www.researchgate.net/researcher/39180710_M_Gabig/
http://www.researchgate.net/researcher/39120788_G_Wegrzyn/
http://www.researchgate.net/journal/0001-527X_Acta_biochimica_Polonica
http://www.ncbi.nlm.nih.gov/pubmed/11833770

