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Abstract: Cryptography is an art of scrambling the data in order to provide security and confidentiality. Cryptography is
being used in order for the securely transmission of the data. Now a day’s it is impossible to provide security as the hacker
or the attackers can easily get the data as they are easily able to know key and if key get key they will be able to decrypt
your whole important data. This document survey many research papers about cryptography and various means to make
cryptography more robust and propose a way in order to make your encryption more reliable and secure by adding
randomness to the key, by adding the randomness to the key in order to keep the important data more secure. The key that
I will try to generate will be going to generate randomly for every connection. The proposed work act as an alternative to
key distribution as the key is not being distributed but is being generated on both the ends deterministically.
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I. INTRODUCTION
In today’s world security is an imperative part of our life. With the advancement in the communication, security is the only
thing that is needed by everyone in order to keep their communication secure. There are many methods that have been
proposed many researchers that provide security during communication using random number generators, using secure key,
using large length key which is very difficult to break. This paper is divided in to various sections which are as follows In
Section 1 we present the introduction about the cryptography from its dawn, In Section 2 we survey already existing papers
on cryptography, In Section 3 we will propose our algorithm for generating the random key for the communication and
finally In Section 4 we will conclude.
Plain text [8]: Message in original form is known as plaintext.
Encryption or Enciphering [8]: The process of converting plain text in to cipher text is known as Encryption and Enciphering.
Cipher text [8]: Message in encrypted form or coded form is known as cipher text.
Decryption or Deciphering [8]: The process of converting cipher text into plain text is known as Decryption or Deciphering.
Cryptography [8]: Art and science of scrambling data is known as cryptography.
Cryptography is the art and science of using cryptographic techniques means using and practicing the cryptographic
techniques and designing a secure cryptosystem. Cryptanalysis refers to the art and science of breaking that cryptographic
technique. Cryptography and cryptology are being used interchangeably but the cryptography is the study of the
cryptographic techniques but the cryptology is the combined study of both the cryptography and cryptanalysis. Types of
cryptography
 Symmetric-key cryptography
 Asymmetric-key cryptography
Symmetric-key cryptography is also known as the secret key cryptography or private key cryptography. In this cryptography
both the sender and the receiver knows the secret key used for the encryption of the data. In this both sender and the receiver
both shares the same key. Asymmetric-key cryptography is also known as the public key cryptography. In this the pair of
keys are used one is to encrypt the data at the sender side and other is to decrypt the data at the receiver side. In this the data
at the sender side is encrypted using the public key and encrypted data at the receiver side is decrypted using the private key.
Nowadays as the communication is increasing and our lots of sensitive information is being sent over the network or internet
so there is a need of information security and safety.
II. RELATED STUDY
We have made an extensive research regarding the generation of the random key for the encryption of data.
M.G. Madiseh et. al. [1] used the information of the source in order to generate the random key, the author has generated the
key rather than keeping an eye on the key distribution. The author has used the characteristics of the random source and then
generated the key. In my proposed approach I will try to use some easy way to generate the key rather than going for the
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information of the random source. G Ramesh et. al. [3] has proposed the new encryption algorithm in which a key is
generated randomly and used for the encryption but the algorithm proposed by him is very complex, includes lots of
computation and difficult to implement. N Khanna et. al. [2] algorithm that uses the symmetric key cryptography in which
the key must be known on the both sides and using that key certain parameters are calculated which then be used to construct
the matrix and then the encryption is done but as the key must be known at the both sides so that may lead to problems that if
the third party get to know about the key so the data won’t be secure any more. Hatem Hamad and Souhir Elkourd [4] used
the method for key generation in mobile network. In their paper they have used the location coordinates and the dtd for their
key generation but the problem with that was that the phone has to be GPS enabled and if there the device is moving fast so
there are chances of error in the generation of the key.
III. PROPOSED WORK
As many authors has proposed their idea of key generation and key distribution [1,3,4,7]. So we are going to propose an idea
in which we are going to used the port numbers which are being used for the communication purposes in wired network. The
communication between the client and the sender side starts with the request sent from the client to the server and then the
server serves the client on that request, this is what we all know. But in order to understand what actually happens, we will
have to go at the low level i.e. at the transport layer. At transport layer the communication happens to be in the form of the
sockets. Where the client socket communicates with the server socket. The socket is basically the combination of the IP
address and the port no. of the application. The client knows the port no. of the server and sends the request to the server, and
the server on accepting the request gets the port no. of the client. As both the sever and the client knows each other port
number so that information I am going to use for the generation of the key and after that generation the hashing will be
applied on that key that is generated and that will be used for the encryption of data. The same algorithm works for both
sender and receiver for generating the key for encryption and decryption. If the connection is for the first time then the sender
will generate the key using the port no. of the client and by having the hash of that key a unique number will be generated
and that unique number will be used as encryption key for encrypting the data. At receiver side i.e server side the server
receives the encrypted data and then using the same algorithm the server or the receiver generates the same key and decrypt
the data. The main advantage here is that the key is not being distributed here but the key is being generated on both sides
using the same algorithm successfully. The key that is being generated at both the sides is simple and can be easily generated
using the port numbers. The main reason for saying the key as deterministic is that, the key is easily determined easily by
both sender and receiver. And the other point is that the key has randomness in it and the is being generated on both sides
successfully without the overhead of key distribution.
IV.
Conclusion
As with the advancement in the communication technologies there is a need of security and there are many authors that have
proposed many ways of providing security but most of them provide the secure way of key distribution. As there is other
problem that the key that is being distributed if get to know by the third party then that will lead to the leak of the
information. So I am trying in my proposed work to provide the best way of key generation that will provide the security
without any overhead of key distribution by adding randomness to the key.
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