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Abstract− There is no doubt to say that cloud computing appears to be one of the prominent ways as well as an
evolution in the delivery of various computing services enabled by its key principle ‘virtualization’. Like any other
technology, along with several distinctive advantages, it has some challenges too. Security is one of the prime
concerns/challenges among these. There seems to be a slow Cloud adoption rate due to these security issues and
challenges associated with Cloud. The paper highlights major issues relating to Cloud computing and challenges that
have been originated due to the nature and deployment of different models in use for service delivery. The aim of this
paper is to render a more elaborated and complete understanding of the issues and challenges related to Cloud
security and provide major research directions for future to the researchers in concerned area/s.
Keywords: Information Technology Cloud Computing, Cloud Security, Challenges in Cloud Security, Issues in Cloud
Security.
I. Introduction
Cloud Computing aims for virtual centralization of data and resources through internet. Cloud provides users the fast
access to the best-of-breed business applications or drastically boosts their infrastructure resources, all at very low cost
[1]. Yet, guaranteeing the security of the data in the Cloud is difficult. The emergence of Cloud computing has critical
aspects of security that have been gathered from the published reports of various agencies [41]. Though, there is a need
for new solutions in terms of specific mechanisms, but before that, exploring all the issues and challenges related to
Cloud security is more important [1]. Enterprises face several challenges regarding virtualization where applications are
not hardware peculiar. Self healing mechanism is having its own backup running programs during any failure of data
storage or network applications. Data management is concerned with the distribution, security measures and
synchronization of data. The Service Level Agreement (SLA) allows replication of instances of one application on
multiple servers, also multi tenancy permits multiple clients, which use same hardware simultaneously with time possibly
that causes conflicts and service oriented challenge of creating its own Cloud application etc. [42]. According to a
research study carried out by IDC Enterprise Board, security is the most emerging issue for Cloud computing [1]. Several
issues and challenges discussed in this paper tend to discuss the medium slowing the adoption rate and usage of Cloud.
Therefore, issues and challenges related to Cloud security need to be addressed for the growth of Cloud computing at the
earliest. Beyond this introduction on the background details, the remainder of this paper is organized as follows. Section
II highlights Cloud computing security that is believed to have long-term significance for Cloud computing. Section III
describes issues relating to cloud security. Ensued by, challenges have been described in the Section IV. Afterwards,
Section V highlights the statistical perspective of the issues with reference to cloud security. Conclusion and future work
is reported in the Section VI.
II. Cloud Computing Security
Cloud computing solutions have had a substantial impact on the way in which businesses are conducted, though data
security in cloud has been a concern. The business professionals need information to make informed decisions and cloud
facilitates this use of information. Information Security is of at most importance to a customer as well as the provider.
Securing a cloud refers to the security principles applied to protect the data stored, applications in use, and the
infrastructure associated with the Cloud Technology. When considering the data of the cloud provider, all three pillars of
security i.e. “CIA” should be adequately covered keeping in view the criticalness of the relevant data. Hence, the
Confidentiality, Integrity and Availability (CIA) of the data must be ensured. Confidentiality is the term used to prevent
disclosure of information to unauthorized individuals or systems. When there is a requirement to hide the information
from the public, who don‟t have the access permission. It ensures that the data is not disclosed to the unauthorized entity.
Secondly, Integrity means that data cannot be modified undetectable. It refers to the quality of being able to perform the
protection of data from deletion and modification by unauthorized entities. The sole purpose of any information system is
to make information available when it is needed. It should be highly unavailable to the unauthorized entities and instantly
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available to the required authorized user. Considerations of SLAs, backup demands, calamity recovery measures, and the
power of the client to reconstruct data are a part of Availability. The CIA are a well known security elements that need to
be guaranteed in any kind of secure organization. Cloud system recognizes the need for security, but they tend to leave
large security gaps that must be filled by the providers and the customers. Cloud has been like a black box to the clients
and the providers may be negligent about the data or application handling. This might result in serious security breaches.
When these breaches go unnoticed, they result in security vulnerabilities that attackers can easily leverage [2]. There are
various cloud service providers but data privacy and security has always been a roadblock to adoption [3].
III. Issues Relating to Cloud Security
There are many issues, which show an adverse impact on cloud computing with reference to security [4]. The security
issues on cloud computing primarily focus on data safety, data privacy, data confidentiality and network security [5]. The
literature reveals various issues relating to Cloud adoption, which are given as follows and also shown in Fig.3.1 [6]:
 Confidentiality
Prevention of the unauthorized disclosure of the data is referred as Confidentiality. Normally, Cloud works on public
networks; therefore, there is a requirement to keep the data confidential the unauthorized entities. With the use of
encryption and physical isolation, data can be kept secret. The basic approaches to attain confidentiality are the
encrypting the data before placing it in a Cloud with the use of TC3 (Total Claim Capture & Control) [7].
 Integrity
Integrity refers to the prevention of unauthorized modification of data and it ensures that data is of high quality, correct,
consistent and accessible. After moving the data to the cloud, owner hopes that their data and applications are secure. It
should be insured that the data is not changed after being moved to the cloud. It is important to verify if one‟s data has
been tampered with or deleted. Strong data integrity is the basis of all the service models such as Software as a Service
(SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (IaaS). Methods like digital signature, Redundant
Array of Independent Disks (RAID) strategies etc. are some ways to preserve integrity in Cloud computing. The most
direct way to enforce the integrity control is to employ cryptographic hash function. For example, a solution is developed
as underlying data structure using hash tree for authenticated network storage [10].
 Availability
Availability refers to the prevention of unauthorized withholding of data and it ensures the data backup through Business
Planning Continuity Planning (BCP) and Disaster Recovery Planning (DRP). In addition, Availability also ensures that
they meet the organization‟s continuity and contingency planning requirements. Availability can be affected temporarily
or permanently, and a loss can be partial or complete from Temporary breakdowns, sustained and Permanent Outages,
Denial of Service (DoS) attacks, equipment failure, and natural calamities are all threats to availability [8]. One of the
major Cloud service provider, AWS had a breakdown for several hours, which lead to data loss and access issues with
multiple Web 2.0 services [9].

Fig. 3.1 Cloud Security Issues
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 Governance
Due to the lack of control over the employees and services, it creates problems relating to design, implementation, testing
and deployment. So, there is a need of governance model, which controls the standards, procedures and policies of the
organization. The organization gains computational resources as capital expenditures. These actions should be looked by
the organization under governance through legal regulation, policies, privacy and security. Recent study has been done
relating to the problems of governance, risk and compliance of Cloud computing [11]. Auditing and risk management
programs are some way to verify the policy, which can shift the risk landscape.
 Trust
Deployment model provided a trust to the Cloud environment. An organization has direct control over security aspects as
well as the federal agencies even have responsibility to protect the information system from the risk. Trust is an
important issue in Cloud. Various clients‟ oriented studies reveal that Cloud has still failed to build trust between the
client and service provider. Trust ensures that service arrangements have sufficient means to allow visibility into the
security and privacy controls and processes employed by the Cloud provider, and their performance over time [8].
 Legal Issues and Compliance
There are various requirements relating to legal, privacy and data security laws that need to be studied in Cloud system.
One of the major troubles with laws is that they vary from place to place, and users have no assurance of where the data
is located physically [22]. There is a need to understand various types of laws and regulations that impose security and
privacy duties on the organization and potentially impact Cloud computing initiatives such as demanding privacy, data
location and security controls, records management, and E-discovery requirements [8]. An approach to monitor and
compliance that helps to prepare Cloud Service Provider (CSP) and users to address emerging requirements and the
evolution of Cloud models. To achieve efficiency, risk management, and compliance, CSPs need to implement an
internal control monitoring function coupled with external audit process [12]. To increase the comfort of Cloud activities,
Cloud user define control requirements, internal control monitoring processes, examine applicable external audit reports,
and accomplish their responsibilities as CSP users [13]. It is the responsibility of the cloud suppliers that they are
protecting the data and supplying to the customer in a very secure and legal way [14].
 Privacy
Privacy is also considered as one of the important issues in Cloud. The privacy issues are embedded in each phase of the
Cloud design. It should include both the legal compliance and trusting maturity. The Cloud should be designed in such a
way that it decreases the privacy risk. Some tips has been recommended for the Cloud engineers including that one
should ensure to send minimum information stored in Cloud, protection of personal information, maximize user control,
allowing user choice, limitation and specification of data usage and providing feedback [15].
 Audit
Auditing is type of checking that „what is happening in the Cloud environment‟. It is an additional layer before the
virtualized application environment, which is being hosted on the virtual machine to watch „what is happening in the
system‟. Its security is stronger than the one built in software and application. But, still it consumes more time, insistent
across customers, pricy and motivational debilitate for everyone. The context of use of Cloud, time consuming audits
seriously detains a key gain of Cloud agility [16].
 Data Stealing
In a Cloud, data stored anywhere is accessible in public form and private form by anyone at any time. In such cases, an
issue arises as data stealing. Some of the Cloud providers do not use their own server, instead. They use server/s from
other service providers. In that case, there is a probability that the data is less secure and is more prone to the loss from
external server. If the external server is shutdown due to any legal problem, financial crisis, natural disaster, and fire
creates loss for the user. In that case, data protection is an important mechanism to secure the data. Back up policies such
as Continuous Data Protection (CDP) should be implemented in order to avoid issues with data recovery in case of a
sudden attack [17].
 Architecture
In the architecture of Cloud computing models, there should be a control over the security and privacy of the system. The
architecture of the Cloud is based on a specific service model. Its reliable and scalable infrastructure is dependent on the
design and implementation to support the overall framework. Through application programming interfaces, multiple
Cloud components integrate to build a specific application, which is internet accessible. The deployment of IaaS is
handled by virtual machines. It is loosely coupled with the Cloud storage architecture. Adequate and secure network
communications infrastructure architecture must be in place. An architecture ontology approach for secure Cloud
computing is to be defined [18].
 Identity Management and Access control
The key critical success factor for Cloud providers is to have a robust federated identity management architecture and
strategy internal in the organization [19]. Using Cloud-based “Identity as a Service” providers may be a useful tool for
outsourcing some identity management capabilities and facilitating federated identity management with Cloud providers
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[20]. One recurring issue is that the organizational identification and authentication framework may not naturally extend
into a public Cloud and extending or changing the existing framework to support Cloud services may prove difficult [20].
Identity Management and Access control provides a secure authentication and authorization to an organization. The
identity management provides a trust and share the digital attributes between the Cloud provider and organization
ensuring the protection against attackers. Some technique used for it is Security Assertion Markup Language (SAML)
standard or the OpenID standard [8].
 Incident Response
It ensures to meet the requirements of the organization during an incident. It ensures that the Cloud provider has a
transparent response process in place and sufficient mechanisms to share information during and after an incident [8].
Affected networks measures, determined systems, and applications, exposed intrusion vector helps to understand an
incident response and the activities carried out must be remodelled [21].
 Software Isolation
Software isolation is to understand virtualization and other logical isolation techniques that the Cloud provider employs
in its multi-tenant software architecture, and evaluate the risks required for the organization [8].
 Application Security
Security issues relating to application security still apply when applications move to a cloud platform.
To prevent Cloud computing, service provider should have the complete access to the server with all rights for the
purpose of monitoring and maintenance of server [23]. Infected applications need to be monitored and recovered by the
Cloud security drivers.
IV.
Challenges Relating To Cloud Security
Security is one of the major issues, which requires proper attention. Despite of these advantages gained by Cloud
computing, it‟s difficult to accomplish Cloud solutions due to the challenges associated with the models. Major
challenges towards cloud security with respect to its different models are given as follows and shown in Fig. 4.1:
4.1
Deployment Model Challenges
Deployment of Cloud services can be done in different ways, depending on the organizational structure and location.
Public, Private, Community and Hybrid Cloud are the key deployment models. These models face several challenges
such as cloning, which deals with the duplication and replication of data etc. Major deployment challenges have been
given as follows:
 Resource pooling implies unauthorized access due to sharing through the same network. The provider‟s computing
resources are combined into a common fund to serve multiple consumers with physical and virtual resources using a
multi-tenant, depending on consumer demand. This implies that there is no sense of location; the customer has no
control over the exact location of the resources but may be able to be specific about location at a higher degree of
abstraction [24].
 In case of mobility of data, the data is left back when data is moved from one place to another and is being used by
unauthorized users. There is also an ongoing concern about the safety of moving data between the enterprise and the
Cloud, as well as how to ensure that no residual data remnants remain upon moving to another Cloud service
provider.
 Various service providers and users throughout the organization allow sharing of different resources to increase
facility of access but unfortunately lead to data breach problems, which create elastic perimeter.
 In the public Cloud environment, the shared multi-tenant is prone to security challenges where illegal access of data is
done using same hardware. When multiple tenants are supported by a cloud, then the scope of any breach is not
contained to a single tenant. The breach of an application in a shared hosted cloud could result in the breach of other
applications that use the same pool of resources in that cloud. Applications connected via the cloud may allow for
unintended connections and unauthorized access [25].
 One of the threats in encryption is that it limits the efficiency of the cloud services because large data is expensive
and time consuming to get encrypted as well as need to be stored before encryption then decrypted in the mean while
one can manipulate the data, which will lead to violation of data integrity. The unencrypted data is the weakness for
the Cloud models that can be easily accessed by unauthorized users.
 A key issue, concerned with Identity Management (IDM), is the disadvantage of interoperability resulting from
different identity tokens and identity negotiation protocols as well as the architectural pattern [26].
4.2
Service Model Challenges
Cloud Models can be broadly sectioned into (SaaS), (PaaS) and (IaaS). The variety of the service models presents
different security challenges depending on the model and consumers' Quality of Service (QoS) requirements. IaaS serves
as the cornerstone layer for the other delivery models. But lack of security in Iaas layer affect the other delivery models.
Considering PaaS, the primary focus of this model is on protecting data. PaaS can be a trapped because of uneven
support for platform characteristics, that some PaaS providers lay greater risks than others. These service models have
several challenges, which are given as follows:
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In Service hijacking, with the stolen credentials, attackers can often access critical areas of deployed cloud computing
services, allowing them to compromise the CIA of those services. They may gain the power of reputation to launch
subsequent attacks.
The threat of malicious attackers is augmented for customers of cloud services by the use of various IT services,
which lacks the lucidity between the procedure and process relating to service providers. Malicious users may gain
access to certain confidential data and thus leading to data breaches.
Multi-tenancy makes the impact of a VM (Virtual Machine) hopping attack larger than in a conventional IT
environment. Because quite a few VMs can run at the same time and on the same host, there is a possibility of all of
them becoming a victim VMs. VM hopping is thus a critical vulnerability for IaaS and PaaS infrastructures [27].
Data leakage and data deletion lead to data related problems like security, locality, breaches, and integrity and so on.
Data are stored in an organization in servers. Some time, it happens that after deletion of information from the cloud
by the user, the data residual is left, which can be misused. Many a times, it has been seen that the record is not
altered or deleted properly as well as there is no backup of data which leads to permanent loss of data. It can be stolen
or leaked by the unauthorized user.
The contents of VM virtual disks are saved as files such that VMs can be copied from one host to another host over
the system or via moveable storage devices with no physically pilfering a hard drive. VM mobility might offer quick
use but could show the way to security problems likewise, the rapid spread of susceptible configurations that an
attacker could make use of to endanger the security of a novel host.
DoS attack in virtualization takes place when one VM occupies all the obtainable physical resources such that the
hypervisor cannot hold up more VMs and accessibility is endangered [28]. Malicious users may gain access to certain
confidential data and thus leading to data breaches.
The backup data is generally found in unencrypted form leading to misuse of the data by unauthorized parties leads to
security threats [27].

Fig. 4.1 Overview of Cloud Security Challenges
4.3
Network Challenges
One of the renowned service providers faced a severe degradation for about 22 hours due to networking issues related to
an upgrade [29]. A lightning storm caused a partial outage of an IaaS Cloud that affected some users for four hours, and a
network upgrade attempt caused a serious outage lasting more than twenty-four hours [30] [31] [32]. The technical
security issues that are arising from adopting the Cloud computing model are such as XML-attacks, Browsers related
attacks, and flooding attacks [33]. The network structure of Cloud faces various attacks and security issues, which ARE
given as follows [27]:
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Malware injection attack aims at injecting a malicious service implementation or virtual machine into the Cloud
system. An attacker uploads a modified copy of a victim‟s service instance so that some service requests to the victim
service are processed within that malicious instance.
Cloud computing actually depends on remote servers for each and every computational tasks to be done. Client
machine is only used with I/O devices to access any software applications. In this case, browser in client machine is
the gateway to access the cloud servers. So, browser security is crucial on total cloud security, because if the gateway
is attacked by malware, then total cloud security becomes a problem [34].
Flooding attack is the one where huge amount of requests to a specific service or large amount of data in the form of
small messages are sent blocking the entire service or the session. This may also cause the loss of availability for
more time due to processing delays [34].
Cloud providers offer numerous tools, applications, standard data formats to their customers. But these services face
problems when a customer tries to move to some other cloud provider, because mostly cloud providers are not
compatible with one another. So, customers are forced to stick with same cloud provider and cannot migrate to
another cloud operator‟s services. This problem creates a dependency issue on those cloud operators to get continued
service [34].
Data is not deleted completely even after the data erased from their physical machine. Clients are not able to know,
whether their data is fully wiped out from all the virtual machines once after the delete command is applied. This
problem leads to unsecured data on cloud. In addition, there may be a risk of this stolen data being used by
unauthorized persons or hackers from the cloud [34].
Data protection in cloud computing is very important factor. It could be complicated for the cloud customer to
efficiently check the behaviour of the cloud supplier. Data moves freely around the globe via the internet, it is not
clear which data-protection authorities at which location are responsible for ensuring the observance of the principles
of data protection. For example, the XML Signature wrapping attack changes simply the content of the signed part of
a message without tampering the signature [35]. SQL Injection Attacks are malicious act on the Cloud computing in
which a spiteful code is inserted into a model SQL code [35].

V. Statistical Perspective
Cloud security is obviously of high interest to security professionals. Based on a recent survey conducted by AccelOps,
about two-thirds companies are using some or other form of cloud services for critical applications and their data. 29
percent are utilizing hybrid clouds in their organizations. 19 percent are using private cloud infrastructure, and 17 percent
are public cloud services. 35 are not using any cloud services at this time [36].
Various surveys conducted in 2012 indicated different immature state and challenges being faced by the cloud. 88% of
IT professionals believed that, their data hosted in the cloud could be accessed by unauthorized individuals. 86% of
survey respondents preferred to keep their data on their organization's network, instead of keeping in the cloud while
51% do not trust their personal data to the cloud. 48% thought of government or legal action discourages them from
keeping data in the cloud [37]. One of the biggest concerns that the consumers around the world have is of security.
Major security concerns relating to cloud and their statistical data is given in the following graph as reported in one of the
major finding Fig.5.1 [26].
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Another major survey sponsored by Microsoft conducted in EARLIER 2013, has found that sixty percent still said that,
they had viewed cloud as insecure, 45% said that they believe that it would result in the deprivation of control over the
privacy of the data and 42% were concerned about the cloud's reliability [38]. Based on another global survey of more
than 4,000 organizations conducted by Thales in June 2013 revealed that more than half of all respondents (53%) feel
that their organizations currently transfer sensitive or confidential data to the cloud, yet only 30% say that they know
„how their cloud provider protects their data‟ [39]. The results of many other surveys also found privacy, reliability and
security of cloud to be the top in list of challenges faced by IT managers. While security fears decrease to a degree, there
is some evidence that concerns over performance and contractual issues actually increase. The following graph shows
such issues in concerned clear way Fig. 5.2 [40]:

Fig. 5.2 STATISTICAL DATA (ІІ)
In spite of all these aforementioned issues and challenges, researchers are continuously working with many fronts to
come with solution/s. Security is a wide area of research with respect to Cloud Computing [41]. Researchers have done a
significant work in the area/s but there is still a need to work further to address all the aforementioned issues and
challenges. Researchers may select any issues/challenges and may work further to evolve some new techniques to
address the same.
VI. Conclusion and Future Work
Cloud computing has emerged as an evolving technique for managing the computing services, delivered over the
internet. There are astonishing advantages to adopt the same such as fast processing power, less spending on technology
infrastructure, increased flexibility, decreased capital costs, and increased accessibility. But despite of these benefits,
Cloud computing have several issues and challenges too, particularly relating to Cloud security, which decreases its
adoption rate. Cloud system should adapt right security practices to overcome these problems relating to adoption of
Cloud so that the users can fully enjoy the benefits of Cloud services. In this paper, issues and challenges relating to
Cloud security have been highlighted. The focus is to understand these issues and challenges relating to the nature and
deployment of Cloud services. It is evident from the discussion that the security threats relating to cloud computing has
emerged as one of the very plausible topics. Future work may be to identify the specific threats with reference to cloud
security based on these already identified issues and challenges and propose their suitable countermeasures to mitigate
the risk up to desirable level.
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