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Abstract— The nature of the threats posed by Distributed Denial of Service (DDoS) attacks on large networks, such
as the Internet, demands effective detection and response methods. The power of a DDoS attack is ampliﬁed and the
problem of defense is made more complicated. The impact of DDoS attacks can vary from minor inconvenience to
users of a Web site to serious ﬁnancial losses for companies that rely on their online availability to do business. .In
this paper,we address the problem of DDoS attacks and present the theoretical foundation, architecture, and
algorithms for the distributed Architecture and,this architecture consists of the multiple internet prevention
Systems(IPSs) located at the internet Service Providers(ISPs). It forms the protection rings around the hosts to defend
and collaborate by exchanging the selected traffic. The evaluation of distributed architecture using extensive
simulations and a real dataset is presented, showing effectiveness and low overhead, as well as its support for
incremental deployment in real networks.
Keywords— Collaboration, detection, distributed de- nial-of-service (DDos), ﬂooding, network security,Distributed
Architecture
I. INTRODUCTION
All Internet Service Providers (ISPs) face the problem of increasing amounts of unwanted traﬃc. Unwanted
traﬃc is the data packets which consume limited resources like bandwidth and decrease the performance of the network,
thus lowering the service quality of the network. Unwanted traﬃc can be produced by user misbehavior or explicit
attacks like ﬂooding-based Distributed Denial of Service (DDoS). A ﬂooding based DDoS attack is a very common way
to attack a victim machine by sending a large amount of unwanted traﬃc. DDoS attacks still constitute a major concern[1]
even though many work shave tried to addressthis issue in the past (ref. survey in[2]). As they evolved from relatively
humble megabit beginning sin2000,the largest DDoS attacks have now grown a hundredfold to break the 100 Gb/s, for
which the majority of ISPs today lack an appropriate infrastructure to mitigate them [1].
Most recent works aim at countering DDoS attacks by ﬁghting the underlying vector, which is usually the use
of botnets [3]. A botnet is a large network of compromised machines (bots) controlled by one entity (the master). The
master can launch synchronized attacks, such as DDoS, by sending orders to the bots via a Command & Control channel.
Hence, this paper focuses exclusively on ﬂooding DDoS attacks.1 A single intrusion prevention system (IPS) or intrusion
de- tection system (IDS) can hardly detect such DDoS attacks, un- less they are located very close to the victim. However,
even in that latter case, the IDS/IPS may crash because it needs to deal with an overwhelming volume of packets (some
ﬂooding attacks reach 10–100 Gb/s). In addition, allowing such huge trafﬁc to transit through the Internet and only
detect/block it at the host IDS/IPS may severely strain Internet resources. Network level congestion control can
successfully throttle peak traﬃc to protect the whole network. However, it cannot prevent the quality of service (QoS) for
legitimate traﬃc from going down because of attacks. DDoS is one of the major threats for the current Internet because
of its ability to create a huge volume of unwanted traﬃc [1]. The primary goal of these attacks is to prevent access to a
particular resource like a Web site [4]. The ﬁrst reported large-scale DDoS attack occurred in August, 1999, against the
University of Minnesota [6 ]. This attack shut down the victim’s network for more than two days. In the year 2000, a
DDoS attack stopped several major commercial Web sites, including Yahoo and CNN, from performing their normal
activities [5]. The detection of the DDoS attack is very hard under this situation. There is a lack of an eﬀective
diﬀerentiation mechanism that results in minimal collateral damage for legitimate traﬃc. The second one is that the
sources of DDoS attacks are hard to be found out in a distributed network. A DDoS attack is diﬃcult to be stopped
quickly and eﬀectively.
This paper proceeds as follows. Section II describes the architecture and the global operation of A Distributed
Architecture. The different leveraged metrics and components of the system are presented in Section III. Section IV
presents A Distributed Architecture attack detection algorithm. Section V presents the simulations we conducted in order
to evaluate A Distributed Architecture. The complexity of A Distributed Architecture is analysed in Section VI. Section
VII summarizes related work. Finally, Section VIII concludes the paper and outlines future research directions.
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II. DISTRIBUTED ARCHITECTURE

Fig.1.Distributed Architecture of Intrusion Prevention Systems
A. Ring-Based Overlay Protection
A Distributed Architecture system(Fig.1) maintains virtual rings or shields of protection around registered
customers. A Distributed Architecture IPS instance analyzes aggregated trafﬁc within a con ﬁgurable detection window.
The metrics manager computes the frequencies and the entropies of each rule . A rule describes a speciﬁc trafﬁc instance
to monitor and is essentially a trafﬁc ﬁlter, which can be based on IP addresses or ports. Following each detection
window, the selection manager measures the deviation of the current trafﬁc pro ﬁle from the stored ones, selects out of
proﬁle rules, then forwards them to the score manager. Using a decision table, the score manager assigns a score to each
selected rule based on the frequencies, the entropies, and the scores received from upstream IPSs (vertical
collaboration/communication). Using a threshold, a quite low score is marked as a low potential attack and is
communicated to the downstream IPS that will use to compute its own score. A quite high score on the other hand is
marked as high potential attack and triggers ring-level (horizontal) communication in order to conﬁrm or dismiss the
attack based on the computation of the actual packet rate crossing the ring surpasses the known, or evaluated, customer
capacity. As can be noticed, this detection mechanism inherently generates no false positives since each potential attack
is checked. However, since the entire trafﬁc cannot be possibly monitored, we promote the usage of multiple levels and
collaborative ﬁltering described previously for an efﬁcient selection of rules, and so trafﬁc, along the process. In brief, to
save resources, the collaboration manager is only invoked for the few selected candidate rules based on resource-friendly
metrics.

Fig.2.A Typical Architecture of DDoS Attack
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B. Multiple Customers
Because of their inherent complete independence, a Distributed Architecture allows the coexistence of multiple
virtual protection rings for multiple customers across the same set of IPSs. Therefore, a single IPS may act at different
levels with respect the customers it protects Although most of the ﬁgures in this paper represent overlay networks with a
single route, from an ISP to a customer, this ﬁgure highlights that alternative paths are Possible.
However, as discussed in the previous section, the rings are dependent of the routing at a certain time, which is
quite stable compared to the typical duration of ﬂooding attacks, and soonly the current route is considered for building
the rings .Fig. 2 illustrates the typical architecture of the model. One attacker sends control messages to the previously
compromised agents through a number of handlers, instructing them to produce unwanted traﬃc and send it to the victim.
The architecture of IRC-based model is not that much diﬀerent than that of the agent handler model except that instead of
communication between an attacker and agents based on handlers, an IRC communication channel is used to connect the
attacker to agents .
III. DISTRIBUTED ARCHITECTURE SYSTEM
A. Distributed Architecture Metrics
With set of rules , A Distributed Architecture maintains the following frequency and entropy-based metrics.
1) Frequency: The frequency is the proportion of packets matching rule within a detection window

where is the number of packets matched by rule during the detection window. Note that every customer rule set is
complete, in the sense that every packet must match at least one rule. This is ensured by always having a de- fault rule
matching all trafﬁc not covered by the supplied rules.
2) Entropy: The entropy [(2)] measures the uniformity of distribution of rule frequencies. If all frequencies are equal
(uniform distribution), the entropy is maximal, and the more skewed the frequencies are, the lower the entropy is

.
3) Relative Entropy: The relative entropy metric [(4)](theKullback–Leiblerdistance)measuresthedissimilarity between
two distributions ( and ). If the distributions are equivalent, the relative entropy is zero, and the more deviant the
distributions are, the higher it become

B. Distributed Architecture Components
The A Distributed Architecture system is composed of several collaborating IPSs each enriched with the following
components.
1) Packet Processor: The packet processor examines trafﬁc and updates elementary metrics (counters and frequencies)
whenever a rule is matched.
2) Metrics Manager: The metrics manager computes entropies [(2)] and relative entropies [(4)].
3) Selection Manager: The detection window ended event (Fig. 1) is processed by the selection manager, which checks
whether the trafﬁc during the elapsed detection window was within proﬁle. It does so by checking whether the trafﬁc
distribution represented by frequencies follows the proﬁle. This corresponds to check if [(4)], where is the current
distribution of frequencies, is the stored distribution of the trafﬁc proﬁle, and the maximum admitted deviation from it.
4) Score Manager: The score manager assigns a score to each of the selected rules depending on their frequencies and the
entropy. The entropy and the frequency are considered high if they are respectively greater than a threshold and . The
different cases are presented in Table I:
A) High entropy and High rule frequency: In this case, the trafﬁc is well distributed, meaning that most rules have about
the same frequency (they cannot be all high as the
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sum is one). Hence, having one rule that is quite different from the others is a good sign that it is a potential attack.
B) Low entropy and High rule frequency: In this case, the at- tack is only potential, but not as much as when the entropy
is high.
C)High entropy and Low rule frequency: This case represents a potential threat. Here,all frequencies are about the same,
making it not a threat as the frequency is low. However, since it is increasing and deviates from the proﬁle (ﬁrst selection
by the selection manager) [(5) and (6)], it may surpass other frequencies later on in time.
D) Low entropy and Low rule frequency: This case includes both high and low frequencies because of the low entropy.
E) Collaboration Manager: The collaboration manager is the last component in charge of conﬁrming potential attacks.
We claim that detecting a ﬂooding attack can be conﬁrmed only if the trafﬁc it generates is higher than the customer’s
capacity. Hence, the IPS where the alert is triggered has to initiate a ring- level communication to calculate the average
trafﬁc throughput for subsequent comparison with the subscribers capacity.
IV. DDoS ATTACK DETECTION ALGORITHM
For each selected , the collaboration manager computes the corresponding packet rate using rule frequencies and
the overall bandwidth consumed during the last detection window. If the rate is higher than the rule capacity , an alert is
raised. Otherwise, the computed rate is sent to the next IPS on the ring When an IPS receives a request to calculate the
aggregate packet rate for a given rule, it ﬁrst checks if it was the initiator. In this case, it deduces that the request has
already made the round of the ring, and hence there is no potential attack. Otherwise, it calculates the new rate by adding
in its own rate and checking if the maximum capacity is reached, in which case an alert is raised. Otherwise, the
investigation is delegated to the next horizontal IPS on the ring. Algorithm 1 shows the details of this procedure. It is
initially called with an empty . The ﬁrst IPS ﬁlls it and sets the boolean to true (line 16). is reset after the computation
ﬁnishes, i.e., when the request has made the round of the ring or when the alert is triggered. With simple adjustments,
ring traversal overhead can further be reduced if several suspect rules are investigated in one pass. Rate computation can
be performed based on the number of packets per second (pps) or bytes per second (bps). The ﬁrst method is more
suitable for detecting ﬂooding DDoS attacks having a small packet pattern, such as SYN ﬂoods. Bytes-based method is
better for detecting ﬂooding attacks with large packet payloads. A Distributed Architecture customers can subscribe to
either or both protection types.

V. EVALUATION
A. Ring Efficiency
In this experiment, four attacks are generated on a five-rings topology with : two stealthy (frequency 10%) at
times 40 and 50, and two aggressive (frequency 50%) at times 50 and 60. The 20th, 50th (median), and 80th percentiles
and minimum and maximum values of 250 simulation runs are computed. The TPR is detailed for each ring, with the
best ring being number 4 followed by ring 3 as shown in Fig. 11(a). In fact, 60% of the computed TPRs are within the
20th and 80th percentiles, which means that 60% of TPRs are between 0.5 and 0.75 for the ring 4. The fifth ring has a
relatively low TPR close to 0.33 for 60% of simulations because it receives no information from upstream routers. This
proves that the vertical exchange of scores between rings improves the accuracy. The TPRs of rings 1 and 2 are very low
because the upper rings have already detected most attacks and hence no vertical communication is performed. A similar
argument also explains why rings 1 and 2 have less false positives [Fig. 11(b)]. Fig. 11(c) shows the minimum, the 20th,
50th (median), and 80th percentile and the maximum detection delay. The median value is always 0 for all rings, and
0.33 by considering all of them. This means that the attacks are generally detected in the same window where they occur.
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The detection delay is generally very low, and the worst case corresponds to the ring 3 where 80% of attacks are detected
after two detection windows at most. Thus, it can also be observed that the core of the prevention system is located at
rings

FI
Fig 3:Results of five rings topology with a mix of attacks. (a)Detection Accuracy.(b)False positives.(c)Detection Delay.

Fig 4:Probability Function

Fig 5:Average number of different ring levels for a single IPS

Fig 6:Average of IPSs per virtual ring (a)N=25 (b)N=100
B. Multiple Customers performance
In practice, the A Distributed Architecture system is expected to simultaneously protect multiple customers.
Assuming IPSs and customers to protect, the average number of IPSs at a certain ring level, , is computed. For this, we
first compute the probability to have different IPSs at level .At level , there are at least different IPSs corresponding to
the ring of a single customer [(12)]. Hence, the maximal number of IPSs for customers is (14) We then have (15) The
number of IPSs at level , , is hence between and . Let denote the number of ways to define the customer–IPS
relationships of the customers with at most different IPSs at level . Since for each customer, IPSs from among the are
assigned, we have (16) Let be the number of ways to choose the different IPSs.
The total number of different IPSs has to be (and not ) for for (17) Therefore, the definition of for is (18) Fig.
6 plots the probability function of . When the number of customers increases, the observed peak is thinner, meaning that
most IPSs act at the considered level because the load is shared. The peak highlights the most probable number of IPSs
with the corresponding configuration. The same effect (for the same reasons) can be observed when the ring level
increases because more IPSs are needed to provide protection to all clients. Finally, when the number of IPSs increases,
the curve is shifted because more IPSs are available. Fig. 6(a) and (b) highlights the number of IPSs at a certain level
with a fan-out effect of 1.5 and a three-rings configuration (from 3 to 5). Logically the curves tend to the total number of
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IPSs in the system, where each IPS act atmost at each level. Moreover, the more IPSs there are, the less they participate
Fig. 6. Average number of IPSs per virtual ring Fig. 6. Average number of different ring levels for a single IPS. pate into
the rings because the responsibility of the protection of the different hosts is distributed among all IPSs, as illustrated in
Fig. 6. This proves that the detection has to be distributed. Furthermore, Fig. 6(a) and (b) shows the worst case, i.e., the
maximal number of IPSs, equivalent to having the maximal number of disjoint routes among customers. If they share
more paths, the system can be better optimized by having more IPSs shared between multiple customers.
VI. Related Work
In this chapter, we compare and contrast our work with some related work. As we mentioned before that our
proposed framework has three major components, the related work are divided based on the following three issues:
DDoS detection, DDoS response, and DDoS defense framework. The other detection techniques mainly include IP
attributes-based DDoS detection and trace volume-based DDoS detection. Current DDoS response techniques can mainly
be divided into two types: packet filtering and rate limiting. We summarize the studies of the above two types and
contrast the proposed distance based Max-Min fair share rate limit algorithm with other rate limit algorithms in Defense
frameworks can be categorized into three types based on the location of the defense system in the network: victim-end
defense, source-end defense, and distributed defenseIn [7], the approach is based on content-filtering. [8], a peer-to-peer
approach is introduced, and in [9] mobile-agents are leveraged to exchange newly detected threats.
Distributed architecture provides a simpler solution in the sense that it uses simple metrics, while the former
approaches can be costly in terms of resource consumption. Other approaches promoting the use of simple statistics are
not distributed. Reference [10] uses a packet counter per flow, while [11] proposes entropy for better expressiveness. The
authors in [12] use the conditional legitimate probability to determine the deviation from a defined profile. Mahajan et al.
introduce in [13] a technique for detecting overloaded links based on traffic aggregation. Belief functions are also used
by Peng et al. in [14] to detect DDoS attacks based on counting new IP addresses. These works are close but differ from
Distributed architecture, in which detection is focused on the potential victim. The authors in [15] dealt with DoS-related
overload issues by a cluster architecture to analyze firewall observations. In [16], a DoS resistant communication
mechanism is proposed for end-hosts by using acknowledgments. Another solution [17] relies on tokens delivered to
each new TCP flow. In [18], each router between the source and the destination marks the path to detect spoofed
addresses. Detection of specific SYN flooding attacks at the router level is investigated in [19]. The authors in [20] also
analyzed the correlation between the requests and replies to detect flooding attacks to limit overhead. The observation of
past attacks or legitimate traffic in order to create a community-of-interest is another alternative [21]. Information sharing
about DDoS attacks is also addressed in [22], but from a high-level perspective where atrusted network of partners
(networks) is built
VII. CONCLUSION AND FUTURE WORKS
Belief scores are shared within a ring-based overlay network of IPSs. It is performed as close to attack sources
as possible, providing a protection to subscribed customers and saving valuable network resources. Experiments showed
good performance and robustness of Distributed architecture and highlighted good practices for its configuration. Also,
the analysis of Distributed architecture demonstrated its light computational as well as communication overhead. Being
offered as an added value service to customers, the accounting for Distributed architecture is therefore facilitated, which
represents a good incentive for its deployment by ISPs. As a future work, we plan to extend Distributed architecture to
support different IPS rule structures.
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