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Abstract— In the digital world, that is currently evolving at such a rapid pace, intellectual copyright protection is
becoming increasingly important. This is due to digital data being particularly simple to copy and resell without any
loss of quality. Digital representation and distribution of data has increased the potential for misuse and theft and
thus gives rise to problems associated with copyright protection and the enforcement of these rights. The main
technical approaches to address the challenge of intellectual copyright protection are digital watermarking
techniques. The encryption algorithm used here is a block cipher. Double encryption technique has been used with
RC5 symmetric cipher for providing increased level of security to the digital content. While the technique embeds
watermark in the encrypted domain, the extraction of watermark can be done in the decrypted domain. Experimental
results show the security as well as copyright protection of the digital data.
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I.
INTRODUCTION
Digital rights management (DRM) technologies have been developed to protect digital content items. The ease with
which digital content can be exchanged over the Internet has created copyright infringement issues. In order to protect
the interest of the content providers, these digital contents can be watermarked. Sometimes the media contents are often
need to be carried over as well as distributed in the encrypted domain and for more security watermarking techniques
must be adopted.
A. V. Subramanyam et. al., focussed on the robust watermarking technique for JPEG2000 images in which the
watermark can be embedded in a predictable manner in compressed-encrypted byte stream. The approaches by them are
the byte stream encryption by the symmetric stream cipher RC4 and then embed robust watermark over the images in the
compressed-encrypted domain [1] and [4]. One of the other encryption algorithms is the RC5. RC5 provides more
security as compared to the RC4 encryption algorithm. Omar Elkeelany and Adegoke Olabisi, presented high
performance RC5- integrated architecture with variable key registration, enhanced security and improved encryption
throughput. The proposed architecture is synthesized to Field Programmable Gate Arrays (FPGA) device similar to the
family of related work for comparisons. The proposed architecture shows an improvement in the speed of operation as
compared to the conventional architecture and related work. Compared to conventional RC5 encryption throughput, they
have shown an 80% increase in the achievable encryption throughput [11].
Anjan Pal and Snehasish Banerjee introduced a scheme for watermarking of digital images in which one can embed
some secret text in an encrypted manner and a secret image more than once in the host image, starting from different
pixel positions based on the key [2]. Abdullah Bamatraf et. al., introduced a new algorithm using Least Significant Bit
(LSB) by inversing the binary values of the watermark text and shifting the watermark according to the odd or even
number of pixel coordinates of image before embedding the watermark. The algorithm is flexible enough depending on
the length of the watermark text [8]. Similarly Minewa M. Yeung and Fred Mintzer in [9], Puneet Kr Sharma and Rajni
in [10], Preeti Gupta in [12] introduced various watermarking techniques for providing security to the digital contents.
II.
METHODOLOGY
The algorithm attempts to combine and unite the two approaches of image watermarking and text encryption together
into one. Encryption is the process of converting a readable plain text into an equivalent unreadable format called cipher
text, which cannot be easily understood by all. Symmetric Encryption cores provide security to data by using a secret key
both for encryption and decryption processes.

Fig.1. Block diagram of RC5 Double Encryption with Watermarking.
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RC5 Encryption algorithm has been used for the encryption of texts. This encrypted data will be re-encrypted for
providing increased level of security to the data or information. After completion of the double encryption process the
data is embedded over an Image using a watermarking scheme i.e. Least Significant Bit Substitution, for protecting the
data from copyright protection, tamper detection, etc.
A. RC5 Algorithm
More recently, RC5 algorithm was developed by Ronald Rivest in 1995 as a parameterized symmetric encryption core.
RC stands for "Rivest Cipher", or alternatively, "Ron's Code". A novel feature of RC5 is the heavy use of data dependent
rotations. RC5 parameters are; a variable block size w, a variable number of rounds r  and a variable key size k .
Allowable choices for the block size w are 32, 64 and 128 bits. The number of rounds can range from 0 to 255, while
the key size can range from 0 bits to 2040 bits in size. RC5 has three modules: key-expansion, encryption and decryption
units. Relatively, RC5 is more secure than RC4 but is slower in operation. The choice of r affects both encryption speed
and security. The more number of rounds will increase the security but somehow slower down the encryption speed.
The RC5 algorithm uses three primitive operations and their inverses.
w

Addition/subtraction of words modulo 2 , where w is the word size.
Bit-wise exclusive-or denoted by XOR.
Rotation: the rotation of word m left by n bits is denoted by m  n . The inverse operation is the rotation of
word m right by n bits, denoted by m  n .
In the key expansion module, the password key K is expanded to a much larger size using an expansion table T  .

(1)
(2)
(3)

The size of table T is 2r  1 , where r is the number of rounds. The key-expansion process must be performed before
encryption or decryption processes.
The encryption process takes a plain text input and produces a cipher text as the output. The decryption process takes a
cipher text as the input and produces a plain text as the output. In general, the same plaintext block will always encrypt to
the same cipher text when using the same key in a block cipher whereas the same plaintext will encrypt to different
cipher text in a stream cipher. Both processes use the expanded key along with segments of the input message to produce
their outputs.
B. The Re-Encryption
The data which has been encrypted is again re-encrypted using the same RC5 block cipher for providing more security
to the data. This means two times RC5 encryption is being performed. RC5 Encryption is more protected and is much
more secured as comparison to the other symmetric ciphers. And if two times the encryption will be performed then this
will increase the number of rounds and the functioning of block cipher and provide increased level of security to the
content. The key K 1 is used for first encryption and the key K 2 is used for second encryption.
C. The Watermarking Technique- Least Significant Bit Substitution
Digital watermarking is a technique where bits of information are embedded in such a way that is completely invisible.
In digital watermarking, the actual bits are scattered in the image in such a way that they cannot be identified and show
resilience against attempts to remove the hidden data. The digital watermarking system essentially consists of a
watermark embedder and a watermark detector. The watermark embedder inserts a watermark onto the cover signal and
the watermark detector detects the presence of watermark signal. In a digital image, information can be inserted directly
into every bit of image information or the more busy areas of an image can be calculated so as to hide such messages in
less perceptible parts of an image.
By using three consecutive pixels to embed a single character and from each of those three pixels, here replacing the
two least significant bits by the two ASCII bits of the character. No embedding of the two most significant bits of any of
the characters will be done because for all characters (A-Z, a-z), the two MSBs are always 01. Embedding of A
(01000001) into three pixels: 10101010 11001101 11111001. After embedding those pixels will be modified as follows:
10101000 11001100 11111001. This text can be the encrypted name of the company or the person who owns the image.
For every character, three pixels will be required. So, to embed a text of n characters, only 3n pixels will be required, call
them victim pixels. The robustness of the algorithm can be further increased by embedding the text more than once, each
time on different set of victim pixels and substitution. The extraction of watermarking process will also be followed
performing the opposite concept of the above sequences.
III.
DISCUSSION
The technologies used for the security of Multimedia Data are Cryptography and Watermarking. Cryptography is the
practice and study of techniques for secure communication in the presence of third parties. It has two phases- Encryption
and Decryption. In the proposed work, Symmetric-Key Cryptography will be used, where the same key is used both for
encryption and decryption. RC5 encryption algorithm is proposed to be used for encrypting the text or files which will be
the most important digital content. The concept of Re-encryption will be proposed to be included for providing increased
level of security to the digital content. This will also be performed using RC5 symmetric cipher. Watermarking is defined
as adding (embedding) a watermark signal to the host signal. The watermark can be detected or extracted later. The
technique is basically adopted for the copyright protection of the digital media. The technique of invisible watermarking
is being adopted with the Least Significant Bit of the compressed-encrypted images. The Watermarking Technique which
is proposed to use is on the Least Significant bit of the digital images. A secret data is superimposed on the image
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through pixel bit manipulation. For LSB, the least significant bits of the image are substituted by the most significant bits
of the data. It is based on the substitution of LSB plane of the cover image with the given watermark.
Some of the snapshots of the project are shown below, in which whole process of the project will be clearly observed.

Fig 2(a). Initial Page of the Project

Fig. 2(b). Double Encryption and Watermark Embedding

Fig. 2(c). Watermark Extraction and Decryption
Fig. 2(a) is the initial page with Encryption as well as re-encryption along with two different keys one for encryption
and another for re-encryption. One have to select the text file and double encrypt that file, after that, this re-encrypted file
will be superimposed over an image which is also being selected by the user. Fig. 2(b) shows the superimposed data after
watermark embedding. Now this encrypted-watermarked content will be send to any of the person or organization as per
the requirement. In fig. 2(c) the original text file will be re-obtained after processing of Watermark Extraction as well as
double decryption. The advantage of using RC5 encryption over RC4 is that it is using the block cipher process for
encryption rather than stream cipher. The overall method adopted here is for the purpose of providing copyright
protection, as well as security to the multimedia data. The process of re-encryption will be the advantageous feature of
the concept applied here with watermarking and encryption of digital contents.
IV.
CONCLUSION
The technologies proposed to be used for the security of Multimedia Data are Cryptography and Watermarking. The
proposed algorithm attempts to combine and unite the two approaches of image watermarking and text encryption
together into one. RC5 encryption algorithm has been used for encrypting the text or files which will be the most
important digital content. The process of Re-encryption of the encrypted content has been used. The Watermarking
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Technique which is used is on the Least Significant bit of the digital images. The overall method adopted here is for the
purpose of providing copyright protection, as well as security to the multimedia data. Digital representation and
distribution of data becomes easier with copyright protection of the digital media.
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