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Abstract-The reliability of web applications is more difficult to measure and improve because the large system has
highly distributed nature. Hardware faults can be easily predicted rather than the software faults. The customer
required more security and accuracy in web applications. So the reliability of web applications is important to
consider over different kind of network. The reliability of web applications is more complex rather than the other
software systems. In this paper, we will use the Goel-Okumoto Software Reliability Growth models (SRGM) to detect
the number of faults in a specified time and estimate its reliability in regard of web applications. The rate of change is
calculated by executing the test cases for actual defects per day. The Goel-Okumoto uses exponential distribution to
predict the number of faults in web applications. We will assess the software reliability of web applications by using
software reliability growth models.
Keywords:- Fault detection, software reliability
process(NHPP),residual defects, confidence interval .
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I.
Introduction to Software Reliability Growth Models
Software reliability is an important component in critical business applications. Developing reliable software is very
difficult because there is interdependence among all the software modules as of existing software. This is also very
difficult to find out whether the software being delivered is reliable or not. The users or customer feedback i.e. problem
reports, system outages, complaints or compliments indicate the reliability of any software product. There are two types
of software reliability models which help to predict software reliability by executing test cases. The first types of models
are called "defect density" models. These models use loop, lines of code, input or output and external references to find
out the number of faults in the software product. The second types of models are called "software reliability growth
models”. These models used to correlate defect detection data statistically with known functions such as an exponential
function. If the correlation is good, the known function can be used to forecast future behavior [1]. Software reliability is
defined as the probability of failure free software operation for a specified period of time in a specified environment.
Software reliability is accepted as the major factor rather then the other factors like as usability, functionality and
maintainability etc. When we discuss about web based software reliability, we have to consider many technologies. A
collection of servlets, html pages, classes and other resources are used and run on different platforms by different users.
Each component has its own failure modes and sources of delay and unreliability. The failure of any one system or
service in the path between server and user will in effect cause failure of the entire application as far as the user is
concerned. The important characteristics of a website are high reliability, high availability, high security and more
interactivity. All these characters are independent on the web application [3]. Reliability growth models are based upon
the assumption that the reliability of a program is based on the number of faults. Statistical techniques are used by such
models to observe the failures during software testing and operation to measure the product’s reliability. If we have N
installations of the software, and a total of F failures are reportable at time T, the failure rate of the software can be
computed as λ = F / (N*T).
When the product is released, there are more chances to find out the number of defects in the software. The different
users use the software due to which it becomes easier to calculate the reliability of software. In the most software
reliability growth models a parameter is used to relate the total number of faults contained in a set of code. If this
parameter and the current number of faults discovered, we know how many faults remain in the code (see Figure
1).Knowing the number of residual defects helps us decide whether or not the software is ready to release and how much
more testing is required if we decide the software is not ready to release. It gives us an approximation of the number of
failures that our customers will come across during the operation of software. This approximation helps us to plan the
suitable levels of support that will be required for fault correction and also verify the cost of underneath software.
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Fig 1. Residual Defects

Types of Reliability Growth Models
Software reliability growth models have two types of models: concave and S-shaped. Both models have the same
asymptotic behavior. In both models, the rate of change is decreases as the number of faults detection increases. Both
models are shown in Figure. It is assumed that the rate of change is proportional to the number of faults in the software.
Each time a fault is detected or repaired, the fault detection increases and the rate of change decreases. The concave
model firmly follows this prototype. The early testing is not as efficient as later testing assumed in the S-shaped model,
so there is a ramp-up period during which the defect detection rate increases. Let us suppose if the early Quality
Assurance test uncover the faults in other products that prevent QA from finding defects in the product being tested [1]
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Fig 2: Concave and S-Shaped Models
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II.
Procedure of Using SRGM
Start

Collect and study software failure data

Choose appropriate SRGMs for the software system

Identify model’s characteristics that describe model
performance

Obtain estimated parameters of SRGM by using MLE or
LSE based on collected data over a period of time

Obtain the fitted model by substituting the estimated
parameters in the selected SRGMs

Use appropriate calculations and adopt some criteria to
assess the predictability of model performance

Compute quantitative measures and use SRGMs to make
some management decisions

Termination

III.
Methodology
In various Software Reliability Growth Models, two important factors affect the reliability. The first factor is the number
of actual defects and the second is the rate of change. These both are used to represent the reliability of software or web
applications. After the detection of faults it becomes easier to decide whether the software is suitable for customer to use
or not and how much more testing resources are required. It becomes easier to estimate the number of defects that will be
encountered in the future. The rate of change is used to measure the effectiveness of fault detection by executing the test
cases. The rate of change is assumed constant in maximum cases. The most researchers think that all defects have equal
probability of being detected during the testing process due to which the rate of change is constant. But in realty, the rate
of change is based on the program size, skill of test teams and software testability. The rate of change can be increase,
decrease or remain constant [4].
Software Reliability Growth Model (SRGM) is used to correlate defect detection data with estimated residual defects and
time.
In the analysis, test cases are executed to find out the actual defects per day till date. The actual defects are plotted
against time. The curve should be flattering out as time progresses. The curve shows the growth of reliability. If the curve
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is not flattering out or in zigzag shape, it means the software is not reliable. In this paper we use reliability model based
on Goel-Okumoto and Confidence interval (CI). This reliability model is based on parameters such as defects; Amount of
Testing (in days) and Statistical Techniques (G-O and CI).The amount of testing can be measured in calendar time as
well as number of tests run. In this example we will use calendar time and number of days as a parameter [2].
The following steps are used to detect the faults:Step 1:- Collect data as per table shown in Software Reliability Growth Model. Compute the actual defects and rate of
change accurately. Find out the values of total actual defects (a), test case efficiency or rate of fault detection (b) and
current time (t).
TABLE 1
Days

Actual faults

Test executed

Rate of change

1

140

200

.70

2

125

200

.62

3

108

175

.61

4

102

175

.58

5

85

150

.56

6

80

150

.53

7

65

125

.52

8

60

125

.48

9

46

100

.46

10

40

100

.40

11

28

75

.37

12

25

75

.33

904

1650

.51

Total number of defects (a) = 904
Rate of change or test case efficiency = 0.51
Step 2:- Compute the faults by using Goel-Okumoto model.
µ(𝑡) = 𝑎(1 − 𝑒 −𝑏𝑡 ) , a>0, b>0, where
µ(𝑡) = current actual defects, using Goel-Okumoto Model.
a = initially a is taken as total defect detection till date
b = the rate at which the defect-rate decreases or the defects are detected
Goel & Okumoto is one of the most popular NHPP models in the field of software reliability engineering. Goel and
Okumoto assume the mean value and intensity functions as Exponential SRM:

Mean Value Function (MVF):µ(𝑡) = 𝑎(1 − 𝑒 −𝑏𝑡 )
µ(t) = 902
Failure Intensity Function:λ (t) = µ’(t )= ab 𝑒 −𝑏𝑡
λ(t)= 0.92
Failure intensity function is used to estimate the quality of software.
Graph:The table values are expressed in the form of graph. The horizontal line is used to represent the time and vertical line
represents the number of defects. The blue line represents the number of days and purple line represents the rate of
change. Similarly, red line represents the actual defects per day while the green line represents the execution of test cases
in the graph.
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Step 3:- Compute Confidence interval (CI), to get estimated defects with reasonable interval
Confidence Interval Table:TABLE 2
1-α
90
91
92
93
94
95
96
97
98
99

α
0.10
0.09
0.08
0.07
0.06
0.05
0.04
0.03
0.02
0.01

Zα/2
1.64
1.70
1.75
1.81
1.88
1.96
2.05
2.17
2.33
2.57

The confidence interval is estimated by using normal distribution with standard deviation. Where, α represents total area
and α/2 represents half of the normal distribution. The confidence interval for 95% is equal to 1.96, represented by Zα/2.
Confidence Interval (CI) gives probable range of values from the set of sample data. The confidence level is the
possibility coupled with a confidence interval, which is expressed as percentage (%).The confidence level tells you how
sure you can be. The confidence interval is symmetrically located around the normally distributed estimation. The larger
the confidence level is, the narrower the confidence interval [5].Wider confidence interval, gives more possibility to
estimate the residual defects prediction in the right range. Hence 95% confidence level is the most frequent and
reasonable value than 99% or 90%.
Steps to find out the confidence interval [6]:1.
𝛼 : Subtract the given CI from 1.
𝛼 = 1- 0.90 = .10
2.
𝛼/2: Divide the given CI by 2
𝛼/2= 0.10/2 = 0.05
3. Then look up that area in the Z-table.
0.90+0.05 = 0.95
4. The closest Z-value to an area of .05 is 1.645. Similarly, all values are calculated from 91 to 99%.
Confidence interval curves

1)

2)
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4)
3)

95%
0.025
-1.96

96%

Confidence Interval

0.025
1.96

0.02
Confidence Interval
-2.05

0.02
2.05

5)
6)

98%

0.01

99%

Confidence Interval

-2.33

0.01

0.005

2.33

Confidence Interval

-2.575

0.005
2.575

Let us use 95% confidence level to predict faults specified by:CI = µ(t) + Zα/2*SQRT(µ(t))
Predict defects at (t) day’s formula:CIres = µ(𝑡) + Zα/2 * SQRT (µ (t))
Predict defects at 13th day:CIres
Reliability:- Reliability per day

= 902+1.96*30.03 = 961

λ = .92
t = 1 day
R (t) = 𝑒 −𝜆𝑡 = 0.40
Here we calculate the reliability of one day. From the result it has proven, as the number of faults increases per day the
reliability will be decreases.
IV.
Conclusion & Future Work
There are number of software reliability growth models used to detect faults in web applications. But every model has
some benefits as well as limitations also. In this paper, we use Goel-Okumoto model to predict the defects by executing
the number of test cases per day for a specified time. The random data is collected to calculate the mean value function
and failure intensity function by using exponential distribution. After the calculation of MVF and failure intensity
function, the reliability is calculated. The Goel-Okumoto model is simple and easier to use in comparison of other
reliability growth models. This model provides good results in case of fault detection.
The future work involves the use of other reliability growth models to predict the reliability of web applications and to
find out the best one model which provides the efficient results in case of fault detection and reliability.
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