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Abstract- Template and database are critical parts of biometric systems. Attacker usually afflict biometric template. There
can be various attacks on different modules of biometrics system and communication links among them. Securing
templates from these attacks have become very important or imperative issue. Security is achieved by methods of
cryptography, which deals with encryption of data. Encryption is the process of encoding messages (or information) in
such a way that eavesdroppers or hackers cannot read it, but that authorized parties can. In this paper, we present an
approach to enhance the invisible watermarking technique with cryptography. The biometric trait is modified using
invisible watermark information and is further secured using cryptography. The encryption algorithm which has been
used is highly suitable for multimedia as well as text data. We can use different encryption techniques like AES, MAES
etc .The template is made more secure using encryption and finally stored in database.
Keyword- biometric template security, biometric cryptosystem, template protection, invisible watermarking approach.
I.
INTRODUCTION
The process of identifying an individual using security systems is called authentication. It simply ensures that the individual
is who he or she claims to be, but tells nothing about the access rights of the individual. Current authentication methods can
be classified into three main areas [1]
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Figure 1: Current authentication methods
Token based techniques are widely used for authentication using key cards, bank cards and smart cards. Many token-based
authentication systems also use knowledge based techniques to enhance security. For example, ATM cards are generally used
together with a PIN number. Knowledge based techniques are the most widely used authentication techniques. These
techniques include both text-based and picture-based passwords. Biometric based authentication techniques uses a biometric
authentication system which is essentially a pattern recognition system that operates by acquiring biometric data from an
individual such as fingerprints, iris scan, or facial recognition, extracting a feature set from the acquired data, and comparing
this feature set against the template set in the database. However, this technique provides highest level of security. Passwords
and cards can be shared and thus cannot provide reliability. Biometric identifiers cannot be shared, misplaced, and they
intrinsically represent the individual's identity [2]. Consequently, biometrics is not only an important pattern recognition
research problem but is also an enabling technology that will make our society safer, reduce fraud and lead to user
convenience. Templates are used during the biometric authentication process where a biometric template (or simply template)
is a digital reference of distinct characteristics that have been extracted from a biometric sample. A biometric authentication
system mainly comprises following functional units. Sensor device for acquisition of biometric raw data, feature
extraction for template creation, matcher to compare the actual biometric template with the stored templates and system
database for storing the biometric templates.
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Figure 2: Basic biometric authentication system
Biometric systems serve one of two foundational purposes either verification/authentication or identification. Identification
refers to the ability of a computer system to uniquely distinguish an individual from a larger set of individual biometric
records on file (using only the biometric data). This is often referred as a “one-to many” match. Biometric verification or
authentication involves a “one-to-one” search whereby a live biometric sample presented by an individual is compared to a
stored sample (on a smart card or contained in a database) previously given by that individual, and the match confirmed.
The biometric system can also be attacked by the outsider or unauthorized person at various points. These points can be
listed as under [3]:
Type 1
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Type 2
Feature extractor

Type 3

Type 4
Type 5
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Type 7
Type 6
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Figure 3: Various Attacks in biometric system
Type 1: The attack on sensor module. Physically destroying scanner or fake the recognition and cause a denial of service.
Type 2: The attack on the channel between sensor and feature extractor. Biometric traits are stolen and stored somewhere
else. Type 3: The attack on feature extractor module. The attacker using Trojan horse sends some selected features to matcher
module. Type 4: The attack on channel between feature extractor and matcher. The attacker steals feature values and resends
them to the matcher module later. Type 5: The attack on matcher module. The matcher module is replaced with a Trojan
horse which can produce the high or low matching score. Type 6: The attack on the stored database. The attacker modifies
database where all the templates are stored. Type 7: The attack on the channel between system database and matcher. The
attacker either steals replays or alters the data. Type 8: The attack on channel between matcher and user application. The
attacker either steals replays or alters the data. Type 9: The attack on user application.
When a biometric system is compromised, it can lead to following effects [1] [3]:
Denial of Service: It is an attempt to make system resources unavailable to its intended users. Circumvention: The act of
prevailing over another by arts, address, or fraud. The authorized user does not get access to resources. Repudiation: Act,
intention or threat of disowning or rejection of an agreement already accepted or agreed to. Covert acquisition: Here the
knowledge of authorized person has been stolen and used by the intruder. Collusion: In order to cheat, a secret agreement
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between two parties which helps the intruder to modify the system„s parameter to permit incursions. Coercion: The act of
compelling by force of authority. An authorized user is compelled by intruder to give him access to the system
II.
Related Work
To overcome all the above effects and attacks, various protection schemes have been defined. The major challenge in
designing a biometric template protection scheme is the need to handle intruder variability in the acquired biometric
identifiers. To handle intruder variability, an ideal biometric template protection scheme should possess the four properties
diversity, revocability, security, performance. [1][3].
Biometric template protection
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Figure 4: Various biometric protection techniques.
Biometric cryptosystem: In these techniques, the biometric template is encrypted using an encryption key, possibly
derived from a password, during enrollment. During authentication, the stored data is decrypted using the corresponding
decryption key and is matched with the captured query. Two different kinds of encryption techniques can be used: symmetric
and asymmetric. The symmetric encryption, such as the Advanced Encryption Standard (AES), is the simplest form of
encryption where the decryption key is the same as the encryption key but in case of asymmetric encryption, both the keys
are different. Since the encryption key may be discarded after constructing the secure template, the adversary would not be
able to replace the existing encrypted templates even if he steals the decryption key. Key binding cryptosystem: The keybinding cryptosystem is the simple encryption scheme in which the template is secured by binding it with a key .The same
key is used to extract the biometric trait from encrypted data. A number of other template protection techniques like fuzzy
vault [4], shielding functions [5], and distributed source coding [6] can be considered as key binding biometric
cryptosystems. The fuzzy vault scheme proposed by Juels and Sudan [4] has become one of the most popular approaches for
biometric template protection and its implementations for fingerprint, face, iris, and signature modalities have been proposed.
Key generating cryptosystem: The Key generating cryptosystem involves generation a key from biometrics trait. It
is an attractive approach but also difficult problem which suffers from low discriminability. Discriminability refers to number
of different keys which can be generated by the same biometric features. Biometric key generation schemes introduced by
Chang et al. [7] and Veilhauer et al. [8] employed user-specific quantization schemes. Dodis et al. [9, 10] introduced the
concepts of secure sketch and fuzzy extractor in the context of key generation from biometrics. Further, Li and Chang [11]
introduced a two-level quantization-based approach for obtaining secure sketches. Sutcu et al. [12] discussed the practical
issues in secure sketch construction and proposed a secure sketch based on quantization for face biometric. The problem of
generating fuzzy extractors from continuous distributions was addressed by Buhan et al. [13]. Secure sketch construction for
other modalities such as fingerprints, 3D face, and multimodal systems (face and fingerprint) has also been proposed. Various
protocols for secure authentication in remote applications [14, 15] have also been proposed based on the fuzzy extractor
scheme. Biometric template transformation: In these techniques, during enrollment, the template is transformed using the
user‟s password and during authentication, the query is also transformed using the same password before being matched with
the transformed template. Salting, the transform is invertible, so the security is based on the function which is defined by user
specific key or password. In this technique, the authors first extract the most discriminative projections of the face template
using fisher discriminant analysis [17] and then project the obtained vectors on a randomly selected set of orthogonal
directions. This random projection defines the mechanism for the scheme called salting. This technique was proposed by
teoh.et.al [16][17]. Non-invertible transform is as the name specifies not invertible. It is a one-way function where it is very
difficult to invert a transformed template to original template even if the key is known. [18] Ratha et al. [19] proposed and
analyzed three noninvertible transforms for generating cancelable fingerprint templates. The three transformation functions
are cartesian, polar, and functional. These functions were used to transform fingerprint minutiae data such that a minutiae
matcher can still be applied to the transformed minutiae. [20][21]
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III.
Invisible watermarking technique
In this system, we used the watermarking for security of biometric template. Biometric template can be replaced or forged by
attacker. But, in this system, if attacker tries to replace or forge the biometric template then he must have the knowledge of
pixel values where watermark information is hidden. If attacker changes the secure biometric template (i.e. Biometric
template with watermark information) with forge biometric template then it gives the clue to database manager that
something has gone wrong with biometric template because in forge biometric template either the watermark will not be
present or will be present at wrong pixel positions. For the insertion of watermark information in biometric template the
Parity Checker Method has been used [22]. Also, the watermark information has been inserted four times in biometric
template so that if attacker is able to change watermark at one place, the watermark at other places remain intact. The process
of securing the biometric template is shown in figure 5. [23]

Figure 5: Invisible watermarking technique.
Algorithm:
I.
Step 1: Read the watermark information that we want to hide in the biometric template.
II.
Step 2: Read the biometric template
III.
Step 3: Find out the pseudorandom pixel location in the biometric template where watermark is to be inserted by
using pseudorandom number generator which is seeded with the secret key.
IV.
Step 4: If at a pixel location we want to hide 0, then go to step 5 else go to step 6.
V.
Step 5: a) Check whether there exists odd parity at the selected pixel location, then insert 0 at the pixel location (no
change in pixel value is required in this case). Go to END. b) If even parity exists, then make the odd parity at that
location by adding or subtracting 1 to that pixel location (change in pixel is required in this case). Go to END.
VI.
Step 6: a) Check whether there exists even parity at the selected pixel location, then insert 1 at the pixel location (no
change in pixel value is required in this case). Go to END. b) If odd parity exists, then make the even parity at that
location by adding or subtracting 0 to that pixel location (change in pixel is required in this case). Go to END.
VII.
Step 7: END.

Figure 6: an example for watermarking insertion.
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IV.
PROPOSED WORK
The paper presents a novel approach for securing biometric template using invisible watermarking approach and
cryptography. The watermarking avoids the forging and replacement of biometric template by the attacker. But there is a very
less change in the original template and hence changes in a few pixels by the attacker will lead to insecure biometric
template. To enhance the security of the template, cryptography is applied. The template is mixed with a random generator
(key) which is further applied with watermarks using parity checker method [23]. This template is encrypted using encryption
algorithm. This will help to reduce the robustness of previous system.
Using
cryptosystem

Using encryption

More secure
template

Using invisible watermarking
Approach
Biometric template using invisible
watermarking technique
Figure 7: Basic approach for proposed work.
A. Architecture
The architecture of the proposed approach is described as in figure 8. The proposed approach is based upon two approaches
cryptography and invisible watermarking technique [22, 23]. As biometric system defines two phases i.e. template enrollment
and template authentication, our proposed approach works in these two phases. During biometric enrollment, the biometric
trait is sensed by the sensor module, the feature extractor module extracts the characteristics features.
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Figure 8: Architecture of proposed work.
1) Encryption algorithm: The following encryption algorithm has been used for cryptography. It is used because of its
simplicity as it uses matrix multiplication and inversion for enciphering and deciphering, its high speed, and high
throughput an encryption technique in which a key can be generated for the encryption of a biometric template. This
algorithm generates the different key matrix for each block encryption instead of keeping the key matrix constant. This
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increases the secrecy of key. The new matrix we obtain after modification of the key matrix is called the encryption
matrix [25].
1. Let ID be the unique identification number of the individual (Assume ID = 7)
2. Generate a random number R in range [2, ID] (Assume R = 5)
3. Create a magic matrix of random size key X key, where key = R X ID (then key = 7 X 5 = 35 and random Magic
matrix = 35 X 35)
4. Add magic matrix with template to create BE template.
5. Shuffle the BE template
2)

Decryption Algorithm: The following decryption algorithm has been used.
1. Read BE template from the database corresponding to the ID. (E.g. retrieve the BE template corresponding to the ID
= 7)
2. Rearrange the BE template in the original order.
3. Subtract the new Template so created at the time of authentication from original BE template.
4. Then the difference matrix should satisfy preset threshold value.
5. The size of the magic matrix is retrieved (key retrieved = 35).
6. Key is divided by ID, if result obtained through division lies in the range [2, ID], and then the user is authenticated.
(Here result = 35/7 = 5 which lies in the specified range).
7. After subtracting magic matrix from BE template, it is matched with the new template in order to make the system
more robust.

3) Matcher: The matcher helps us to authenticate the right person. The new biometric is matched with the stored template.
If the matching value is less than the threshold value then the person is not authenticated.
B. Proposed protection scheme theoretical results
The major challenge in designing a biometric template protection scheme that satisfies all the below mentioned requirements
is the need to handle intruder variability in the acquired biometric identifiers. The proposed protection scheme also satisfies
these properties and hence is an ideal approach.
1) Diversity: It means understanding that each individual is unique, and recognizing our individual differences. The
proposed protection scheme provides uniqueness for each and every template. Many Different templates can be formed
using the proposed approach.
2) Revocability: It means to review. The proposed protection scheme has ability to reissue a new data based on the same
biometric data as different watermarks can be added to same biometric trait.
3) Security: The prevention of template and protection against danger. Using proposed protection approach it is
computationally hard to obtain the original biometric template from the secure template as the data is modified two times
(using invisible watermarking approach and cryptography). Hence stealing of data is difficult.
4) Performance: The biometric template protection scheme should not degrade the recognition performance (FAR and
FRR) of the biometric system. The proposed protection approach provides good performance.
V.
Conclusion
In this paper, we have applied cryptography on biometric template which have already been modified using invisible
watermarking approach. The biometric template is much more secure than before as there was just little change in biometric
template using parity check method used in watermarking technique. Here the modified data is encrypted and hence while
decryption real data is not exposed which also overcomes encryption disadvantage. It provides good security and is suitable
for any large scale data. In future, we can apply these techniques to different attack areas to protect attacking on these areas.
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