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Abstract— The aim of this research is to achieve end to end confidentiality in Leach protocol using fully
homomorphic encryption in Wireless sensor network and show energy comparison of Leach without encryption and
Leach with homomorphic encryption .In Wireless Sensor Network Energy and security is the main issue .The
objective is to study how energy is reduced and security is enchanced using Fully homomorphic encryption. In fully
homomorphic encryption there is no need for decryption at the cluster head due to this energy is less consumed.
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I. INTRODUCTION
A Wireless sensor network is composed of tens to thousands of sensor nodes which are densely deployed in a sensor
field and have the capability to collect data and route data back to base station. Wireless Sensor Network is used in many
application now a days, such as detecting and tracking troops, tanks on a battlefield, measuring traffic flow on roads,
measuring humidity and other factors in fields, tracking personnel in buildings. Sensor nodes consist of sensing unit,
processing unit, and power unit.
II. ROUTING
Routing in WSN is a challenging task as it is very different from wireless ad hoc network and cellular network as:
1. Sensor nodes are densely deployed.
2. Sensor nodes have limited memory and power resources.
3. The topology changes due to failures or mobility.
Routing protocols in wireless sensor network are divided in to 3 main groups:1. Flat-based routing protocol
2. Hierarchical routing protocol
3. Location based routing protocol.
In Flat-based routing, all nodes are assigned equal roles or functionality. In Hierarchical-based routing, nodes will play
different roles in the network like cluster members, cluster heads. In location-based routing, sensor nodes positions are
estimated to route data in the network.
A. HIERARCHICAL ROUTING PROTOCOL
A Wireless sensor network is composed of tens to thousands of sensor nodes which are densely deployed in a sensor field
and have the capability to collect data and route data back to base station. Wireless Sensor Network is used in many
application now a days, such as detecting and tracking troops, tanks on a battlefield, measuring traffic flow on roads,
measuring humidity and other factors in fields, tracking personnel in buildings. Sensor nodes consist of sensing unit,
processing unit, and power unit.
III. LEACH
LEACH stand for Low-Energy Adaptive Clustering Hierarchy and LEACH was one of the first hierarchical protocols. In
this the sensor nodes will be organizing themselves into clusters, with one of the nodes acting as the cluster head. Leach
uses rotation of cluster heads to evenly distribute the energy load among the sensors in the network. The node chooses a
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Here, not only the cluster heads have the responsibility of collecting data from their clusters, but also to aggregate the
collected data for reducing the amount of messages to be sent to the BS, which results in less energy dissipation, to
enhance the network life time. The operation of LEACH is done into two phases.
1. Setup phase.
2. Steady State phase
In setup phase the clusters are organized and CHs are selected. Cluster heads change randomly over time in order to
balance the energy dissipation of nodes. This decision is made by the node choosing a random number between 0 and 1.
In steady state phase data transmission begins Nodes send their data during their allocated TDMA slot to the CH. This
transmission uses a minimal amount of energy. The radio of each non-CH node can be turned off until the nodes
allocated TDMA slot, thus minimizing energy dissipation in these nodes.
A. Drawbacks in LEACH
 LEACH uses single-hop routing where each node can transmit directly to the cluster-head and the sink.
Therefore, it is not applicable to networks deployed in large regions.
 The idea of dynamic clustering brings extra overhead, e.g. head changes, advertisements etc. which may
decrease the gain in energy consumption.
 Random election of CH, hence there is Possibility that all CHs will be concentrated in same area.
 he protocol assumes that all nodes begin with the same amount of energy capacity in each election round,
assuming that being a CH consumes approximately the same amount of energy for each node.
Like most routing protocols for WSNs, LEACH is vulnerable to a number of security attacks, including jamming,
spoofing, replay, etc. However, because it is a cluster based protocol, relying fundamentally on the CHs for data
aggregation and routing, attacks involving CHs are the most damaging. If an intruder manages to become a CH, it can
stage attacks such as sinkhole and selective forwarding, thus disrupting the workings of the network. Of course, the
intruder may leave the routing alone, and try to inject bogus sensor data into the network, one way or another.
Adding security to LEACH-like protocols is challenging, as its dynamic and periodic rearranging of the network’s
clustering (and changing links) makes Key distribution solutions that provide long-lasting node-to-node trust
relationships (to be sure, provided by most existing solutions) inadequate. There are a number of KD schemes in the
security literature, most of which are ill-suited to WSNs: public key based distribution, because of its processing
requirements; global keying, because of its security vulnerabilities; complete pair wise keying, because of its memory
requirements; and those based on a key distribution centre, because of its inefficiency and energy consumption.
Attacks to WSNs may come from outsiders or insiders. In cryptographically protected networks, outsiders do not have
credentials (e.g., keys or certificates) to show that they are members of the network, whereas insiders do. Insiders may
not always be trustworthy, as they may have been compromised.
IV. HOMOMORPHIC ENCRYPTION
A Homomorphic encryption scheme allows arithmetic operations on ciphertexts, multiplicatively homomorphic scheme,
where the decryption of the efficient manipulation of two ciphertexts yields the multiplication of the two corresponding
plaintexts. Homomorphic encryption schemes are especially useful whenever some party not having the decryption key(s)
needs to perform arithmetic operations on a set of ciphertexts. In cluster head mode, a node gathers data from the other
nodes within its cluster, performs data fusion, and routes the data to the base station through other cluster head nodes.
V. RELATED STUDY
Nazia Majadi[1] proposed an approach to describes a technique that is Uniform Distribution Technique (UDT) for
selecting CHs and their corresponding clusters. The original Leach cannot select CHs uniformily Therefore there is the
possibility that the elected CHs will be concentrated in certain area of the network. Hence, some nodes will not have any
CHs in their vicinity. The proposed approach is in which each sensor node remains inside the transmission range of CHs
and therefore, the lifetime of the network is prolonged.
Vikas Nandal and Deepak Nandal [2] proposed a progressive algorithm for the cluster head selection. The proposed
algorithm for cluster head selection is based on residual energy, distance & reliability. The cluster head generation
algorithm with the original LEACH clustering protocol can cause unbalanced distribution of cluster heads, which often
leads to redundant cluster heads in a small region and thus cause the significant loss of energy. The improved algorithm
is as follows:
 The first round will be same as normal Leach round.
 In the 2nd round, each node would send residual energy along with the sending time stamp T-S and the
remaining lifetime of battery.
 When the base station receives the packet, it will calculate T-R - T-S (the difference between receiving
timestamp and the current time stamp).
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 If difference > = remaining lifetime of node, the node will become non-cluster head else If remaining lifetime=
max among all nodes of the cluster, choose the node as cluster head.
S. Poornima and B.B.Amberker [3] proposed a secure data aggregation scheme which provides end-to-end data privacy.
Wireless Sensor Network (WSN) consists of a large number of nodes with limited resources. Hence to extend the
lifetime of the network it is necessary to reduce the number of bits transmitted. One widely used method for reducing the
data bits is data aggregation. Secure data aggregation schemes are suitable to achieve security in data aggregation. The
data encrypted at SN-nodes is decrypted by the sink node. At aggregator nodes, the cipher texts are added. The protocol
uses additive homomorphic encryption method to encrypt the data. The additive homomorphic encryption allows
addition of cipher texts which when decrypted results in addition of the plain text.
Mona El_Saadawy and Eman Shaaban [4] proposed MS-LEACH to enhance the security of S-LEACH by providing data
confidentiality and node to cluster head (CH) authentication using pairwise keys shared between CHs and their cluster
members. The security analysis of proposed MS-LEACH showed that it had efficient security properties and achieved all
WSN security goals compared to the LEACH protocol. A simulation based performance evaluation of MS-LEACH
demonstrated the effectiveness of proposed MS-LEACH protocol and showed that the protocol achieves the desired
security goals and outperforms other protocols in terms of energy consumption, network lifetime, and network
throughput and normalized routing load.
Alisha Gupta and Vivek Sharma [7] proposed LEACH_HE in which confidentiality scheme i.e. homomorphic encryption
is added to LEACH protocol. In homomorphic encryption data can be aggregated algebraically without decryption and
hence less energy consumption. Simulation results are obtained in terms of three metrics- total energy consumed, amount
of data transmitted and number of nodes alive. It is observed that the performance of LEACH_HE is somewhat similar to
LEACH.
VI. CONCLUSION
In Wireless sensor network it is found that energy and security is the main issue .In Leach protocol no security was
provided so it was vulnerable to a number of attacks and using public key encryption consumes more energy because
encryption and decryption takes place and S-LEACH does not guarantee data confidentiality and node-CH
authentication.Hence it is required to use an encryption scheme in which less energy is consumed and confidentiality is
achieved. This is achieved using homomorphic encryption .In homomorphic encryption at the cluster head decryption is
not needed so less energy is consumed.
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