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Abstract: Boosting is a learning method used extensively in the field of machine learning, that finds a way to combine
“weak” classifiers and build up a “strong” classifier. One approach to boosting based score level fusion is to exploit
classifiers for finding the best decision boundary between genuine and imposter instances in biometric systems. This
paper explores the idea of using RankBoost and its bipartite version which is designed to minimize misranking error
explicitly in multimodal biometrics of Face and Palmprint. Multimodal biometric system utilizes two or more
individual modalities, to improve the recognition accuracy of conventional unimodal methods. Face and palmprint
biometrics are being increasingly used as alternatives to passwords, PINs and visual verification. Palmprint is one of
the most stable biometric characteristics and its implementation for security purpose over the last decade has been
increased all over the world.
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I.
INTRODUCTION
There is increasing need in the development of reliable, rapid, efficient and non-intrusive security control systems. A
wide variety of systems requires reliable personal recognition schemes to either confirm or determine the identity of an
individual requesting their services [15].Amongst these systems is the biometric system, which recognizes the individual
based on their physical characteristics or the behavioural characteristics.
Identity authentication is a general task that has many real-life applications such as access control, transaction
authentication (in telephone banking or remote credit card purchases for instance), voice mail, or secure teleworking. The
goal of an automatic identity authentication system is to either accept or reject the identity claim made by a given person.
Biometric identity authentication systems are based on the characteristics of a person, such as its face, Fingerprint, palm
or signature. An identity authentication system has to deal with two kinds of events: either the person claiming a given
identity is the one who he claims to be (in which case, he is called a client), or he is not (in which case, he is called an
impostor). Moreover, the system may generally take two decisions: either accept the client or reject him and decide he is
an impostor.
Nowadays, as a result of advancement in computation power and storage capacity of computers, fusion of many
source of information became more accessible. Also verification systems are influenced by this progression and tend to
use multimodal biometrics instead of unimodal biometrics. Multimodal systems acquire information from more than one
source. Unibiometric identifiers use single source biometric evidence and often are affected by problems like lack of
invariant representation, non-universality, noisy sensor data and lack of individuality of the biometric trait and
susceptibility to circumvention. These problems can be minimized by using multibiometric systems that consolidate
evidences obtained from multiple biometric sources. Multimodal biometric fusion combines measurements from
different biometric traits to enhance the strengths and diminish the weaknesses of the individual measurements[14].
Multimodal Biometrics with various levels of fusion: sensor level, feature level, matching score level and decision level.
The performance of face authentication systems has steadily improved over the last few years. State-of-the-art methods
use the projection of the gray-scale face image into a Linear Discriminant subspace as input of a classifier such as
Support Vector Machines or Multi-layer Perceptrons. Unfortunately, these classifiers involve thousands of parameters
that are difficult to store on a smart-card for instance. Recently, boosting algorithms has emerged to boost the
performance of simple (weak) classifiers by combining them iteratively. The famous AdaBoost algorithm have been
proposed for object detection and applied successfully to face detection.
In the physical characteristics of an individual, palmprint has the most stable and unique characteristics and is rich in the
feature information. [16] Even two identical twins have different palmprints. The features of a palm are palm geometry,
flexion creases (principle lines), secondary creases (wrinkles), ridge and valley features, delta features, minutiae features,
singularity point and texture. By combining all these features, it is possible to build a highly accurate biometrics system
[17].
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Figure 1: Different features of the palm
Usually acquisition of palmprint is done with the help of different types of cameras and scanners. Contactless image
acquisition can be done with the help of digital cameras and video cameras. But quality of such images may not be good
as it is contactless.
The score level fusion is the best in sense of simplicity and amount of information which supposed to be combined.
Generally, there are three approaches to score fusion: 1) transformation based score fusion, 2) density based score fusion,
3) classifier based score fusion. Transformation based methods usually are applied after score normalization step. Sum
rule, Product rule, Min rule and Max rule belong to this category, amongst them, Sum rule shows the best experimental
results [1]. Density based score fusion methods are based on score distribution estimation. Well-known density
estimation models like Naive Bayesian [2] and Gaussian Mixture Model (GMM) [3] have been used for fusion. Classifier
based score fusion treat scores as features and try to find the best decision boundary like the case of binary classification
problem [4, 5]. For instance, in [6] Support Vector Machine (SVM) and Multi-Layer Perceptron (MLP) have been used
for classifier based score fusion. Multivariate polynomials of hyperbolic functions [7] and its combination with
GradientBoost [8] have been applied for score level fusion.
Besides this taxonomy, some algorithms are introduced which try to minimize ranking error and therefore improving
Receiver Operating Characteristic (ROC) curve, which is based on maximizing Area under the Curve (AUC) of ROC. In
[9], Toh et al. Developed least square error based framework to do this, and examined their algorithm for score level
fusion. Optimizing AUC in kernel based model was presented in [10], and Freund et al. introduced RankBoost [11] for
this purpose. Continuing development of RankBoost, Rudin et al. [12] introduced margin based and coordinate descent
of RankBoost. Also, they have proved that AdaBoost not only minimize classification error, but also under certain
condition, can optimize AUC. Latest discoveries on AdaBoost capability is inspiring to exploit AdaBoost as a credible
algorithm for score fusion. As a consequence, in this paper, boosting based method is used not only as a classifier, but
also as an algorithm to optimize AUC in multimodal biometrics.
A. AUC of ROC curve
In many cases, in a binary classification problem cost of errors for two classes are not equal, thus, global measures like
minimum total error rate does not reflect the real error. As a consequence, changing decision threshold to satisfy imposed
cost is inevitable. ROC is a very comprehensive measure, to show how classifiers could deal with this problem. In
addition, ROC curve helps to validate classifier performance for undetermined threshold and variable error cost situations
[13]. ROC can be understood as a plot of True acceptance rate (TAR) versus false acceptance rate (FAR). In fact, for
each possible value of decision threshold, it shows a pair of TAR and FAR values, thus, ROC curve can be determined
completely by varying the decision threshold.
To reduce ROC curve to a single scalar value, AUC is used as a measure which is a performance metric that is
invariant to unequal error cost and unbalanced class sample size. For example, AUC of base classifier is 0.5 and that of
ideal classifier is 1 independent of inequality in error cost and sample size between two classes. AUC can be calculated
as follows:
AUC =

𝑋0

𝑋 1 𝐼(ℎ 𝑋1 >ℎ 𝑋0 )

𝑋0

𝑋1

(1)

where |X0| and |X1| denote the number of instances for each class in binary classification problem, and I(u) denotes the
indicator function. According to the Equation 1, it can be inferred that misranking error is an affine transform of AUC
[12] and therefore minimizing misranking error will increase AUC. Hence minimizing misranking error is the key
concept of AUC optimization and until now, wide variety of methods have been developed to train classifiers in order to
optimize AUC. This paper focuses mainly on boosting based algorithms
which optimize AUC.
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II.
BOOSTING METHOD
The Boosting method was first proposed in 1989 by Freund and Schapire which uses series of training data, with
weights assigned to each training set. Series of classifiers are defined so that each of them is tested sequentially
comparing the result of the previous classifier and using the results of previous classification to concentrate more on
misclassified data[18]. All the classifiers used are voted according to accuracy. Final classifier, combines weight of the
votes of each classifier from the test sequence. The Boosting algorithm is as follows

Boosting Algorithm for Classification
Input: Z = {z1, z2, . . . , zN}, with zi = (xi, yi) as training set.
Output: H(x), a classifier suited for the training set.
1. Randomly select, without replacement, L1 < N samples from Z to obtain Z1; train weak learner H1 on it.
2. Select L2 < N samples from Z with half of the samples misclassified by H1 to obtain Z2; train weak learner H2 on it.
3. Select all samples from Z that H1 and H2 disagree on; train weak learner H3.
4. Produce final classifier as a vote of weak learners H(x) = sign( 3𝑛=1 Hn(x) )
Essential Boosting idea is combining together basic rules, creating an ensemble of rules with better overall performance
than the individual performances of the ensemble components. Each rule can be treated as a hypothesis, a classifier.
Moreover, each rule is weighted so that it is appreciated according to its performance and accuracy. Weighting
coefficients are obtained during the boosting procedure which, therefore, involves learning. Mathematical roots of
Boosting originate from probably approximately correct learning (PAC learning).
A. AdaBoost
The same researchers that proposed the Boosting algorithm, Freund and Schapire, also proposed in 1996, the AdaBoost
(Adaptive Boosting) algorithm. The idea behind adaptive boosting is to weight the data instead of (randomly) sampling it
and discarding it. The AdaBoost algorithm is a well-known method to build ensembles of classifiers with very good
performance. It has been shown empirically that AdaBoost with decision trees has excellent performance , being
considered the best off-the-shelf classification algorithm. This algorithm takes training data and defines weak classifier
functions for each sample of training data. Classifier function takes the sample as argument and produces value -1 or 1 in
case of a binary classification task and a constant value - weight factor for each classifier. Procedure trains the classifiers
by giving higher weights to those training sets that were misclassified. Every classification stage contributes with its
weight coefficients, making a collection of stage classifiers whose linear combination defines the final classifier[18].
Each training pattern receives a weight that determines its probability of being selected as a training set for an individual
component. Inaccurately classified patterns are likely to be used again. The idea of accumulating weak classifiers means
adding them so that each time the adding is done, they get multiplied with new weighting factors, according to
distribution and relating to the accuracy of classification. Discrete AdaBoost or just AdaBoost was the first one that could
change weak learners. Generally, AdaBoost has shown good performance at classification. The disadvantage of Adaptive
Boosting is its sensitivity to noisy data and outliers. Boosting has a feature of reducing variance and bias, and a major
cause of boosting success is variance reduction.
AdaBoost Algorithm for Classification
Input:

Z = {z1, z2, . . . , zN}, with zi = (xi, yi) as training set . M, the maximum number of classifiers.

Output: H(x), a classifier suited for the training set.

1.Initialize the weights wi = 1/N, i ϵ {1, . . . ,N}.
2.For m=1 to M
a) Fit a classifier Hm(x) to the training data using weights wi.
b) Let errm =

𝑁 𝑤 𝐼
𝑖=1 𝑖

𝑦𝑖

≠ H m (x i ) 1

𝑁 𝑤
𝑖=1 𝑖

c) Compute αm = 0.5 log(

1−𝑒𝑟𝑟 𝑚
𝑒𝑟𝑟 𝑚

)

d) Set wi ← wi exp(−αm I(yi ≠ Hm(xi))) and renormalize to
3. Output H(x) = sign (

𝑚
𝑚 =1 αm Hm (x)
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The function I(c) used in steps 2.b and 2.d is an indicator function I(c) = 1, if c =“true” and I(c) = 0 if c =“false”.
The algorithm stops when m = M or if err m > 0.5; this last condition means that it is impossible to build a better ensemble
using these weak classifiers, regardless of the increase of their number. This way, M represents the maximum number of
classifiers to accommodate in the learning ensemble.
Table I: Comparison Of Boosting And AdaBoost Algorithms
Feature
Boosting
Adaptive Boosting
Data Processing
Random Sampling without replacement
Weighting ( No Sampling)
No. of Classifiers
Three
Upto M
Decision
Majority Vote
Weighted Vote
B. Boosting Based Score Fusion Scheme
In Score Level Fusion, the matching scores of each subsystem are combined using techniques such as Weighted Sum
rule, Weighted Product, Linear Discriminant, Decision Tree and the Bayesian Rule to find composite matching score
which is then sent to the decision module. Currently, this appears to be the most useful fusion level because of its good
performance and simplicity. This fusion level can be divided into two categories: combination and classification. In the
former approach, a scalar fused score is obtained by normalising the input matching scores into the same range and then
combining such normalised scores. In the latter approach, the input matching scores are considered as input features for a
second level pattern classification problem between the two classes of client and the Impostor [14].
One approach to score level fusion is to exploit classifiers for finding the best decision boundary between genuine
and imposter instances. Let x(n) = [x1 (n) , x2 (n),......., xN (n) ] denote the scores of N different biometric matchers for n'th
instance, and y(n) ∁ −1; 1 denotes its corresponding label. Note that −1 and 1 refer to imposter and genuine classes,
respectively. The goal is to find a decision function like H : R N → −1; 1 to recognize labels of unseen instances. Through
boosting based algorithms, a function is sought that minimizes classification error.
C. Bipartite RankBoost
Freund et al. introduced RankBoost in detail and reported the experimental results of applying this algorithm for metasearching and movie recommendation problems [11]. Similar to AdaBoost, this algorithm attempts to find a combination
of “weak rankers” to create highly accurate single ranker. Furthermore, they described efficient implementation version
of RankBoost, i.e., RankBoost.B, for bipartite feedback. Broadly speaking, the term of bipartite feedback is used when
there are two sets of instances and the problem is to rank all instances of one set over another set. Since minimizing
ranking error implies optimizing AUC of ROC curve and due to similarity of bipartite feedback and binary classification
problems, which are cost-sensitive and has unbalanced classes, this special case of Rankboost algorithm can be applied to
such classification problems in which optimization should be done over wide range of decision thresholds.
Algorithm RankBoost.B
Given: disjoint subset X0 and X1 of X.
Initialize:
υ1(x) =
1 / |X1| if x ϵ X1
1 / |X0| if x ϵ X0
For t=1, ..., T :
 Train weak learner using distribution
Dt = υt(X0) υt(X1)




Get weak ranking ht : X ϵ R
Choose αt ϵ R
Update:
υ t+1(x) =

υt(x)exp(-αt(x))
Zt 1
υt(x)exp(αt(x))
Zt 0

if x ϵ X1
if x ϵ X0

Where Zt1 and Zt0 normalize υt over X1 and X0:
Zt0

=

x ϵ X0 υt

x exp(−αt ht x )

Zt1 = x ϵ X1 υt x exp
(αt ht x )
Output the final ranking: H(x) = 𝑇𝑡=1 𝛼t ht (x)
Figure 2.Pseudocode of RankBoost for bipartite feedback.
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The pseudo code for Rankboost.B is shown in Figure 2. As it can be inferred from this figure, despite similarity of
AdaBoost and RankBoost.B, there are some discrepancies between them. Although final output in two cases is a linear
combination of weak learners, training of weak learners and computing of αt's are accomplished in different ways.
III.
PERFORMANCE EVALUATION
To evaluate the performance of the system a database containing palm and face samples was required. We collected the
hand and face database ourselves using a scanners. The spatial resolution of the hand images is 180 dots per inch (dpi) /
256 grey levels. As the hand and the face databases contain samples belonging to different people, a “chimerical”
multimodal database was created using pairs of artificially matched palm and face samples that were made for testing
purposes. The database was divided into two sets: the training set and the testing set. The training set consisted of 200
image pairs of 50 people (4 image pairs per person) and was used as a training database for individual modalities, to get
the weightings associated with different modalities. The testing dataset consisted of 240 image pairs of 60 people (8
image pairs per person) and was used exclusively for the evaluation of the system performance. Out of 8 image pairs for
each person, 5 were used in the enrolment stage and 3 were used for testing. The tests involved trying to verify every test
pair for every one of the 60 people enrolled in the database. The results of the experiments, expressed in the terms of
FRR (false rejection rate) and FAR (false acceptance rate), vary depending on the selected verification threshold T
(Figure 3).

Figure 3: The verification results using the multimodal system depending on threshold

Figure 4: Comparison of unimodal and multimodal system verification results
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Our multimodal system can achieve an EER (equal error rate) of 3.08% for T =0.748 and the minimum TER (total error
rate) = 5.94% for T = 0.8. The comparison of both unimodal systems (palm and face modality) and a multimodal system
is given in Figure 4. From the results it is clear that the verification based on the palmprint easily outperforms the
verification based on the face. It can also be seen that the fusion of palmprint and facial features improves the verification
score.
IV.
CONCLUSIONS
In this paper, we applied Bipartite RankBoost in multimodal biometrics score level fusion with understanding its ability
in AUC optimization. We reformulated weak learner used in Bipartite RankBoost for applications in which scores are
meaningful. We explained that weighting instances inversely proportional to the number of instances in the
corresponding classes Based on the results of our experiments we conclude that Classifier approach outperforms
compared to transformation based score fusion and density based score fusion and AdaBoost achieves the same level of
performance compared to Bipartite RankBoost.
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